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Abstract

Adolescents heavily rely on social media to build and main-
tain close relationships, yet current platform designs often
make self-disclosure feel risky or uncomfortable. Through
a three-part study involving 19 teens aged 13—18, we iden-
tify key barriers to meaningful self-disclosure on social me-
dia. Our findings reveal that while these adolescents seek
casual, frequent sharing to strengthen relationships, existing
platform norms often discourage such interactions. Based
on our co-design interview findings, we propose platform
design ideas to foster a more dynamic and nuanced privacy
experience for teen social media users. We then introduce
trust-enabled privacy as a framework that recognizes trust—
whether building or eroding—as central to boundary regula-
tion, and foregrounds the role of platform design in shaping
the very norms and interaction patterns that influence how
trust unfolds. When trust is supported, boundary regulation
becomes more adaptive and empowering; when it erodes,
users resort to self-censorship or disengagement. This work
provides empirical insights and actionable guidelines for de-
signing social media spaces where teens feel empowered to
engage in meaningful relationship-building processes.

1 Introduction

Social media now serves as the foundation of social inter-
actions for teenagers [13]. However, mainstream platforms
like Instagram and TikTok have increasingly shifted their fo-
cus toward engagement with “media” rather than fostering
truly “social” interactions [59]. While these platforms excel
at maintaining weak ties [31], they are less effective at foster-
ing the closer relationships crucial for youth well-being [38].
Research suggests that social media may have contributed to
a decline in the quality of social interactions [50, 60], as it
often neglects features that support the development of close
interpersonal bonds [43]. Teens seek authentic interactions on-
line [40,61], yet self-disclosure—one of the most fundamental
mechanisms for relational closeness—remains particularly
difficult in digital spaces [35,44].
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Privacy concerns play a significant role in shaping adoles-
cent self-disclosure behaviors. Teens must navigate a com-
plex landscape of both actual privacy risks and perceived
threats amplified by alarmist narratives [26,39,48]. This re-
sults in feelings of resignation, fear, and helplessness, discour-
aging meaningful social interactions. Despite advocacy for
resilience-based approaches to privacy [9, 73], mainstream
social media platforms and regulatory policies remain heavily
prevention-focused [2,41,45], reinforcing a culture of anxiety
rather than empowerment [71].

Furthermore, privacy on social media is inherently net-
worked [49,58]. While platforms tend to emphasize individual
privacy controls, teens’ primary concerns often stem from in-
terpersonal privacy risks—such as peer scrutiny, judgment, or
parental oversight—rather than corporate data collection [77].
However, current privacy designs largely ignore the collective
nature of boundary regulation, failing to support teens in nav-
igating evolving trust dynamics with their social circles [46].

Given the significance of supporting self-disclosure as a
mechanism for meaningful social connection and recogniz-
ing the role of trust in adolescents’ boundary regulation, we
explore the following research questions:

* RQ1: How do teens navigate self-disclosure within so-
cial media environments, and what factors influence their
decisions to share?

* RQ2: How does social media design support or under-
mine trust-based self-disclosure among teens?

To answer these questions, we conducted a three-part study
with 19 adolescents aged 13 to 18. The study comprised an
entry interview to understand teens’ concerns regarding online
self-disclosure, a one-week diary study to capture specific
instances where they hesitated to disclose meaningful content,
and a co-design exit interview to explore solutions that would
better support self-disclosure in digital spaces.

Our findings reveal that teens desire a social media environ-
ment where they feel comfortable sharing everyday moments
with their online friends as a way to maintain and strengthen
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relationships. However, while self-disclosure is more intuitive
within trusted circles, interactions with audiences whose trust
levels are ambiguous often lead to defaulting to disengage-
ment. Teens recognize that trust can develop over time, yet
platform designs often fail to support this progression. In-
stead, interactions with not-yet-trusted “Friends” are shaped
by platform norms that encourage shallow engagement and, in
many cases, erode rather than build trust. The teen participants
suggested several features to counter this by allowing greater
alignment with audience expectations, facilitating selective
and context-specific sharing, and reducing the (perceived)
social risk of disclosure.

Through this work, we present empirical evidence that teens
want to engage in self-disclosure but feel constrained by cur-
rent social media design limitations. We highlight specific
interaction patterns that undermine trust and propose design
affordances—both existing and new—that can shift these in-
teractions toward trust-building. Additionally, we introduce
design guidelines that reframe privacy not as a trade-off be-
tween control and disclosure but as a dynamic, trust-enabled
process that fosters relational development. We encourage so-
cial media designers to move beyond traditional information-
control-based privacy approaches and consider self-disclosure
as a relational practice that requires both initial trust scaffold-
ing and mechanisms for reinforcing trust through repeated
interactions. By integrating these insights, platforms can bet-
ter support teens’ social needs, ultimately contributing to a
more empowering and trust-enabling online environment.

2 Background and Related Work

Understanding the intersection of trust, privacy, and social me-
dia design is crucial for developing platforms that effectively
support adolescent users in regulating their boundaries. Exist-
ing research highlights the limitations of current social media
privacy models and underscores the importance of trust in
shaping adolescent disclosure and privacy behaviors. This sec-
tion explores the literature on the kind of privacy adolescents
seek, reviews existing social media designs, and examines the
role of trust in privacy management.

For our study, we focus on strengthening existing ties (e.g.,
developing a closer relationship with an acquaintance added
as a Follower on Instagram), especially those ties that extend
into real-life relationships [53]. We also draw upon Altman’s
Social Penetration Theory [12] and view relationship-building
from the perspective of repeated (reciprocal) exchanges of
increasingly deepening and broadening self-disclosure. We
take the definition of self-disclosure from Derlega et al. [29],
i.e., “a deliberate or voluntary activity whereby people reveal
information, thoughts, and feelings about themselves to at
least one other person during an interaction.”

We focus on platforms where people share content with
multiple others (1:N) with some degree of permanence, a fo-
cus that emerged naturally from our interviews rather than

one-to-one messaging or ephemeral group chats. We refer to
these as broadcast social media for convenience. In these plat-
forms, challenges around self-disclosure are more prevalent
and harder to address, partly due to context collapse.

We also scope trust to interpersonal trust—the belief that
others have one’s best interests at heart—aligning with re-
lational trustworthiness factors such as benevolence and in-
tegrity [54]. Within the scope of teen social media privacy
that we examine in this paper, trust manifests as confidence
that viewers will not misuse disclosed information and will
respond to or judge what is shared with skepticism.

Lastly, we acknowledge that throughout the paper, we alter-
nate between specifying teen users and users in general. This
is because—as per the Universal Design principles and much
literature in privacy where findings in adults extend to teens
and vice versa such as context collapse ' —much of what is
relevant to teens is also applicable to the general popula-
tion [19,23].

2.1 Teens Privacy Concerns and Awareness

Adolescents’ developmental characteristics make online shar-
ing particularly high-stakes. They experience heightened sig-
nificance of peer acceptance and sensitivity to social rejec-
tion [65]; to maintain social status, teens often expand their
“Friend” networks beyond the circle of friends they trust [76],
intensifying context collapse challenges. Real-world social
pressures further complicate privacy management [71], as
peers’ digital documentation and phenomena like “cancel
culture” (i.e., the practice of publicly shaming and boycotting
individuals for perceived wrongdoings) and “receipts” (i.e.,
proof screenshots, screen recordings, or messages saved for
evidence of an indiscretion) leave teens feeling vulnerable
and disempowered about their privacy [17,71].

Further, given context collapse [17], users often feel com-
pelled to share only the “lowest common denominator” [35],
content deemed universally appropriate. The hyperpersonal
nature of online communication [70] often leads to exagger-
ated or inaccurate understandings of individuals based on lim-
ited cues, which makes curated and infrequent posting more
high-stakes. While these challenges affect people across all
demographics, they are particularly relevant to teens, whose
developmental characteristics tend to exacerbate these issues.

Contrary to the common perception that teenagers are indif-
ferent to or oblivious of online privacy risks, research consis-
tently demonstrates that they are acutely aware of the potential
dangers of disclosure online and actively engage in privacy
management [20] employing various tactics such as social
steganography—embedding hidden meanings in posts—or
manually filtering audiences [27]. They recognize that online
disclosure can lead to unforeseen consequences, from various
cyber risks like cyberstalking and identity theft to exposure

'We also confirm that the concept of Privacy as Trust [69], the main
framework we apply in the current paper, extends to teens in Section 4.1
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caused by people they know [9, 77]. Teens also understand
that once information is shared online, it is difficult to con-
trol its spread given the networked nature of social media
platforms [27,30].

However, such an awareness does not eliminate their anxi-
ety [39]. Many teen users experience stress and uncertainty
about their digital footprint, fearing unintended consequences
of their disclosures [72]. They understand that privacy is not
solely an individual concern but is shaped by the actions of
others in their social networks [49]. Given the risks of pri-
vacy breaches that can occur even with careful disclosure,
teens often experience resigned pragmatism—engaging in
privacy protection measures while simultaneously feeling a
sense of resignation [7,71]. In worse cases, this can lead to
outright privacy resignation [48], dysfunctional fear that af-
fects quality of life [39], and fatalistic “network defeatism”
[26]. Recognizing the contextual and relational nature of their
privacy [77], teens desire to have more agency and feel more
empowered in managing their online presence [38,39].

2.2 Privacy as Dynamic Boundary Regulation

Privacy in social media, especially for teens, is not solely
about restricting access to personal information. It is an ongo-
ing process of interpersonal boundary regulation [16,27,57].
However, instead of supporting adolescents in dynamically
managing their boundaries in ways that align with their social
needs, social media privacy narratives and platform designs
often frame privacy as a trade-off—forcing users to relin-
quish control in order to engage socially [74,75]. Further,
social media safety measures often prioritize surveillance and
prevention-based approaches over resilience-based ones [73]—
for example, privacy-preserving tools that encourage open
dialogue [22]. Similarly, the concept of group privacy [21] is
often neglected, often emphasizing individual control rather
than collective boundary-setting mechanisms. Such views and
designs that frame self-disclosure as inherently unsafe largely
ignore the social benefits of self-disclosure that are especially
critical to adolescents [25,71].

Privacy is also context- and norm-dependent [55]. It is
dynamic and situational, influenced by factors such as the in-
tended audience and perceived long-term potential risks [16].
Furthermore, privacy preferences shift over time [16], neces-
sitating adaptable privacy tools that reflect evolving needs.
However, there is often a mismatch between users’ privacy
expectations and needs versus the actual control they have
over the data they disclose [74]. Default privacy settings of-
ten fail to provide the meaningful protection necessary while
navigating the complex and nuanced contexts [7]. Structural
challenges in managing audience and disclosure are well cap-
tured by Knijnenburg et al.’s Network and Territorial Bound-
aries [42], which highlight how overlapping audiences and per-
sistent content complicate boundary regulation. This shapes
platform norms that are not conducive to co-owners of bound-

aries upholding their privacy expectations [6,21].

Compounding this issue, the often-found one-size-fits-all
approach to privacy settings does not account for the diverse
needs of users—especially those of adolescents—who navi-
gate varying levels of social exposure and relationships [74].
In addition, many platforms prioritize public interaction over
privacy, making it difficult for users to navigate context col-
lapse and manage audience segmentation effectively [40, 76].
The interplay of these hurdles results in teens expressing con-
cerns about privacy but still engaging in self-disclosure due
to social benefits or peer influence [39, 73].

2.3 Effective Privacy Management via Trust

Trust and boundary regulation are deeply interconnected [28].
Communication Privacy Management (CPM) theory [58], for
example, highlights how privacy rules and co-ownership of
information depend on trust. Trust is fundamental in an en-
vironment where users rely on each other to uphold privacy
norms [68,69]. A good example of this is trust in “Bounded
Social Media Places” (BSMPs) [47], such as private groups
or direct messages, where users assume their information re-
mains within a limited audience. Empirical research has also
demonstrated that the relationship between privacy concerns
and self-disclosure is significantly mediated by trust [37].
While individuals with higher privacy concerns may be less
likely to disclose information, this effect is substantially re-
duced when they trust the recipient of the information.
Conversely, breaches of trust—whether through breaches,
unintended exposure, or platform failures—create “boundary
turbulence” [58], leading to reduced self-disclosure, blocking,
and stricter regulations. However, current social media plat-
forms often fail to reinforce privacy responsibilities with clear
expectations or reliable controls [21, 56]. Moreover, social
influence plays a crucial role in shaping privacy behaviors—
users are significantly more likely to adopt security features
when they see their peers doing the same [11]. However, most
platforms fail to harness these collective privacy dynamics,
instead burdening individual users with the full responsibility
of managing their privacy [34,36,39,63]. This lack of support
not only increases the complexity of privacy management but
also exacerbates the pervasive negativity in social media [39].

2.4 Existing Design Approaches

To address these issues around boundary regulation in so-
cial media, usable privacy researchers have proposed several
design interventions to enhance trust and privacy while accom-
modating the social needs of users. The overarching theme
around the spectrum of ideas is the recognition that privacy
is not merely about limiting access but rather about enabling
users to negotiate social boundaries dynamically.

One approach is community-based privacy management
mechanisms [11]. These designs acknowledge that users co-

USENIX Association

Twenty-First Symposium on Usable Privacy and Security 497



manage information and establish shared privacy norms with
their friends. However, existing platforms often lack suffi-
cient support for collaborative privacy management mech-
anisms [20]. To address this gap, tools were designed to
enable users to negotiate privacy boundaries together, such
as features that allow co-owners of a post to jointly de-
cide its audience or require mutual approval for tags and
shares [36,75]. Another important approach is “community
oversight” [10, 11], a mechanism that leverages trusted social
groups to help individuals manage their digital safety regard-
ing mobile app use. The approach is based on the principles of
transparency, making community members’ app installations
and permissions visible, and awareness, keeping members
informed of each other’s practices and changes. It is intended
to build trust and foster a sense of shared responsibility for
privacy and security within the group.

Another key design principle is based on the contextual
integrity framework [55] where system design would align
with users’ expectations of information flow. One example
is adaptive privacy defaults, which dynamically adjust visi-
bility settings based on contexts such as content sensitivity,
audience type, or prior user preferences [7,74]. For example,
platforms could suggest context-sensitive audience sugges-
tions recommending different levels of visibility for casual
updates versus personal reflections [51,64]. Another approach
is “role- and relationship-based access control” (RBAC &
ReBAC) [56], where access is determined not just by pre-
defined categories (e.g., “Friends” vs. “Public”) but by the
relational context between the user and their audience. Real-
time audience feedback—such as a preview of who will see a
post—could help users make more informed decisions before
sharing [7,56]. Further, temporary access controls could let
users set expiration dates on posts or limit visibility based on
contextual factors, like whether a viewer has interacted with
them recently [15,51,63]. These design ideas enable users to
regulate disclosure dynamically in ways that better align with
their evolving social contexts.

Lastly, platforms could move beyond one-size-fits-all ap-
proaches to accommodate different attitudes toward boundary
regulation [67, 74]. Given that privacy needs vary widely
across users—some prioritize risk management, while others
may be more concerned with relational dynamics [57,74]—
platforms could offer customizable privacy models, letting
users choose different levels of privacy strictness depending
on their current preferences [24]. For example, discretionary
privacy features like a “hide” option (instead of blocking or
unfriending) could reduce social friction [57]. Nudging mech-
anisms, such as gentle reminders to review audience settings,
can encourage safer practices without disrupting user auton-
omy [7-9]. Namara et al. [52] compare adaptation methods
for tailoring privacy settings, showing that strategies like con-
textual prompts and user-driven customization can improve
alignment with user expectations. By recognizing and accom-
modating these individual differences, social media systems

can provide more flexible, user-centered privacy solutions that
support both nuanced relational concerns and pragmatic risk
avoidance.

3 Method

The study consisted of three procedures: 1) a 30-minute en-
try interview, 2) daily reflection surveys throughout 7 days
(with a minimum requirement of 5 or more entries), and 3) a
60-minute exit interview involving co-design activities. All
interviews were conducted individually.

3.1 Materials and Procedures

Screening survey. We first administered a screening survey
prior to the interviews. The screening survey included basic
demographic questions, three open-ended questions about:
concerns or reservations about sharing on social media, exist-
ing features that currently facilitate sharing, and suggestions
for features that could make sharing easier. The survey also
contained 26 questions from the peer attachment scale [14].

Entry interview. We introduced the overall purpose and pro-
cedure of the study. We also asked about social media plat-
forms where participants felt most at ease sharing posts, what
they shared, who they shared with, any concerns they have
when sharing, and any specific features or designs that affect
the comfort of sharing.

Diary study. The diary study captured data in three scenar-
ios: 1) participants shared something on social media, 2) they
considered sharing but did not share, and 3) they neither con-
sidered nor shared anything. In the first scenario, we asked
participants about the content and location of their sharing, the
audience, their comfort level, and any features that increased
their comfort. We also asked about any risks or benefits they
associated with the sharing. For the other two scenarios, we
posed similar questions focused on what they had intended
or might have shared for the sake of building relationships.
Additionally, we asked why they chose not to share and what
features could have made them more comfortable doing so.
The full questionnaire is available in the supplementary mate-
rials. We required at least five diary entries over the seven-day
period. Most participants submitted five diary entries, with
some submitting between six and 19 entries.

Co-design interview. We used a virtual whiteboard, created
with the Miro platform [4], to anchor a conversation about the
barriers participants face to “sharing comfortably on social
media.” We presented nine sticky notes” that encapsulated

2In no particular order, 1) prevent getting ignored; 2) be able to control
who gets to see what you share; 3) make sharing easier, more casual, more
spontaneous, less pressure; 4) knowing what the right amount of sharing
is; 5) defining and communicating privacy rules/norms; 6) encourage more
effortful communication/response from friends; 7) prevent negative reactions
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the major concerns that participants shared in the screening
survey and during the entry interviews. We also included ad-
ditional subcategories related to each of the nine overarching
concerns. Using virtual sticky notes, participants listed their
concerns in order of personal relevance, and we structured our
interviews based on that order. We addressed each sticky note
in the sequence they considered most important. For each
sticky note, we asked participants to explain the meaning and
relevance of each concern and to suggest potential design
solutions.

One member of the research team conducted the semi-
structured entry and co-design interviews via Zoom, which
lasted 30 to 40 minutes and 60 to 90 minutes, respectively.
Participants received $10 and $20 Amazon gift cards for the
entry and co-design interviews. All participants received a $25
Amazon gift card for their diary study participation, regardless
of the number of entries they submitted. Those who completed
the full co-design study received an additional $5 gift card.

3.2 Participants and Recruitment

We invited 80 participants from an established participant
pool—composed of individuals who had taken part in one of
our previous studies or expressed an interest in future research
via other studies—to complete the screener survey for the co-
design interview. The participant pool consisted of teens aged
13—18 across the U.S., recruited through an Instagram ad
targeting specifically the age group and location. We selected
22 of the 47 teens, chosen based on the thoroughness of their
responses to the open-ended questions and the diversity of
their demographic data and peer attachment responses. Of the
22 invitees, 20 enrolled in the study, one withdrew following
the entry interview, and 19 completed all three parts of the
study.

Twelve participants self-identified as girls, five as boys,
and two as non-binary. Their age ranged from 13 to 19, with
a mean of 15.8 years (SD=1.7). Ten identified as White,
six Asian, two as Black or African American, and one as
White and Asian. Only three identified as Hispanic or of
Latin-American origin. Participants’ social media usage was
diverse but with a significant predominance of Instagram (19)
and BeReal (16). These were also the platforms that partici-
pants reported sharing most frequently (8 and 6 participants,
respectively) and more comfortably (7 and 5, respectively). *

3.3 Reflexive Thematic Analysis

The interviews were transcribed and lightly edited for clarity
and readability while preserving the original meaning and
intent of the participants’ responses. We conducted a reflexive
thematic analysis [18] of the transcripts, ensuring a structured

(e.g., judgment, misunderstanding); 8) increase trust with friends (followers);
9) prevent posts being shared out of context
3See Appendix C for individual demographic data

yet flexible approach to analyzing our data in a nuanced and
exploratory manner not tied to any one existing framework.

Our analysis process began with three members of the
research team independently analyzing the transcripts line
by line using Google Docs [1]. Following this initial cod-
ing phase, we convened for weekly discussion sessions to
develop an initial set of codes based on our individual anal-
yses. We then proceeded to inductively code the transcripts
using Atlas.ti [5], referring to the established codes while
remaining open to identifying new themes. Through collabo-
rative discussions, we reconciled identified codes, resolved
disagreements, and progressively refined our themes through
several iterations. This collaborative process continued un-
til the second and last authors had reviewed over half of the
transcripts (including both entry and co-design interviews), at
which point we reached thematic saturation [62]. After that,
the first author independently coded the remaining transcripts
using the established codes.

Based on the themes that we identified during the thematic
analysis, we developed high-fidelity prototypes of each of the
eight design ideas that we co-designed with the teen partici-
pants. The design ideas and descriptions of the high-fidelity
mock-ups of possible implementation of the design ideas are
available in Table 2 and prototypes in Appendix B. These are
discussed further in Section 4.

All interview and diary study protocols and the final set
of codes are available at https://osf.io/ga3yr/ via the Open
Science Framework [3].

3.4 [Ethical Considerations

All procedures were approved by our Institutional Review
Board (IRB) prior to data collection. Before the interviews,
we obtained written consent from participants and parents.
At the start of each interview, we reviewed the key points
from the consent form and procedures, ensuring participants
had the opportunity to ask any questions. Participants were
informed of their right to decline questions, turn off cam-
eras, and withdraw from the study without consequence. We
emphasized our goal was to understand, not judge, their expe-
riences. We then obtained verbal consent to proceed with the
study and to record the interviews.

4 Results

Through our interviews and diary study data, we find that teens
perceive casual, mundane, and frequent sharing of their daily
lives as meaningful self-disclosure—helpful in building rela-
tionships but not too intimate or high-stakes. However, many
hesitated to share due to concerns about their content being
perceived as underwhelming or trivial. Our study also reveals
that trust is crucial in how teens regulate boundaries around
self-disclosure. When trust in a relationship feels uncertain,
teens face a dilemma: self-disclosure is key to strengthening
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connections, yet within the social media environment, shar-
ing with an ambiguous audience often feels more risky than
rewarding. As a result, many teens default to self-censorship,
limiting the potential for relationship building.

This dynamic suggests that the way social media privacy is
portrayed may discourage trust-building rather than support it.
We explore two overarching themes of barriers to meaningful
self-disclosure: uncertainties in communication (i.e., com-
munication fog) and a high-stakes environment that tends to
skew these uncertainties towards negative interpretations (i.e.,
low-grace culture). Additionally, we examine teens’ design
suggestions for addressing these barriers, providing insights
into potential platform improvements. We denote quotes with
(P.XX) for entry interview data, (P;XX) for diary entries, and
(P.XX) for co-design interview data.

4.1 Trust as Key for Boundary Regulation

Through our interviews and diary studies, we found that
trust functions as a key determinant in shaping teens’ self-
disclosure practices and their ability to regulate boundaries
online—trusted friends or interactions that build trust facili-
tated more open and frequent sharing, while non-trusted indi-
viduals or ambiguous connections led to hesitations.

4.1.1 Self-Disclosure as a Balancing Act Between Rela-
tional Benefits and Privacy Concerns

Participants recognized the relational benefits of disclosure.
They desired to share mundane details or small updates from
their lives on social media but hesitated due to concerns about
how their content would be perceived. For example, one par-
ticipant mentioned wanting to share small updates in their
lives, such as “I made some microwave popcorn and at the
end there were only 11 pop kernels at the bottom of the bag”
(P.19). One participant who initially had concerns about be-
ing perceived as oversharing, reflected:

“When... I see something like this that maybe
shares details that are a little more personal I defi-
nitely feel like I connect to it more, and that’s when I
kind of realize maybe like sharing a couple like per-
sonal details what might be considered oversharing
to some people wasn’t always a bad thing.” (P;08)

However, many teens refrained from posting such con-
tent due to an internalized expectation that self-disclosure
must be curated. They worried that their posts were “not
memorable and significant enough to be shared” (P;03) or
“not Instagram worthy” (P;408), leading to a tendency toward
self-censorship. Some participants expressed frustration at
this pressure, wanting to “just post” (P.09) without feeling
“judged” (P.09).

4.1.2 Trusted Friends as a Safe Space for Self-Disclosure

Teens shared that having a way to carve out their trusted circle
of friends supported disclosure. As P;16 noted, “The limited
nature of my friends on the app helped me feel comfortable,
because I trust everyone on there.” Features such as Insta-
gram’s “Close Friends” reinforced this sense of security: “/
shared these on my Close Friends story. These are people
I am comfortable talking to at any time without it feeling
weird or forced” (P402). Similarly, P;17 noted, “I always
post a daily BeReal. I just love the app and how exclusive it
is.” Moreover, a trusted circle alleviated concerns about judg-
ment. P;16 elaborated, “These are people who either will not
judge me or I simply do not care if they do.” P;19 echoed this
sentiment that with close friends, they do not mind their posts
being perceived as “not... funny” or even “weird.”

4.1.3 Non-Trusted “Friends” as a Barrier to Self-
Disclosure

The presence of ambiguous or distrusted connections, on
the other hand, hindered self-disclosure. Teens frequently
described situations where they wanted to share but refrained
due to the potential presence of audiences they would not trust.
On Instagram, for example, even with a private account, once
someone is accepted as a “follower,” they gain immediate
access to all shared content unless the user curates a “Close
Friends” list. As P;16 explained, “Well | WANTED to share it
with friends, but my followers on Instagram encompass more
than that. I don’t want to be judged.”

Platform norms further complicated boundary management.
Many teens felt compelled to accept “Follow” requests, even
from those who they did not fully trust, to avoid appearing
rude. As P.17 described, Instagram often resembled a “popu-
larity contest” where the “follower to following ratio” (P.15)
dictated social standing. This dynamic pressured users to “ac-
cept all the requests. .. just to increase [their] follower count”
(P.05) and made it harder to regulate self-disclosure. In con-
trast, platforms like BeReal, which de-emphasize follower
metrics and provide clearer expectations for social bound-
aries, were seen as more conducive to trust-based boundary
regulation: “The hidden follower count helps, so I don’t feel
pressured to get a lot of followers” (P;16).

4.1.4 Evolving Boundaries and the Role of Trust

Our findings show that trust-building on social media mirrors
that from prior studies: trust initiation begins with sharing,
and repeated reciprocated interactions are essential for trust
to develop and solidify. Participants highlighted that building
trust with peers online starts with self-disclosure:

“For me, building trust looks. .. kind of like getting

to post what you like, and maybe having a small two-
minute conversation can help build a little more
trust.” (P.13)
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Similarly, P.01 shared that trust is fostered through “messag-
ing them and liking or commenting on each other’s posts.”

Participants also confirmed that favorable responses to self-
disclosure are critical in trust-building. For example, P.10
noted that trust comes mostly from “the way a person re-
sponds to a post that [they] send out.” They elaborated, “if [
post a status update and the person maybe relates or comforts
me or something, then that can obviously make me trust them.”
Reciprocity was seen as key to building trust:

“[Trust is a] mutual thing like if you reply more to
me and I will talk to you more that trust kind of
builds because we get to know each other more.”
(P.13)

The role of effort was also emphasized, as comments that are
“sweet, engaging, and creative,” for example, nurture trust and
a sense of community (P06, P.16).

Conversely, a lack of reciprocity often leads to the ero-
sion of trust. For example, P.10 shared, “If they respond
to it negatively, then my trust in them definitely decreases.”
Non-responsiveness also damages trust, as P.10 explained: if
friends or followers “view it and not do anything” when they
“explicitly ask for” something, it decreases trust. This lack of
engagement, described as giving the “cold shoulder” (P,17),
discourages further self-disclosure (P.01, P,17). Sometimes,
trust erosion extends to groups, as P.14 explained: if they
“get like 300 views on the story but then only 150 likes”, it
often signifies that “people saw it but didn’t really do any-
thing,” leading them to “take it the wrong way” and believe
that people “don’t like [them] anymore.”

4.2 Communication Fog: Barrier to Boundary
Regulation and Trust Calibration

One key aspect that complicated trust-based boundary regu-
lation was the uncertainty about how their posts are received
on social media. Participants were unsure of platform norms,
leaving them burdened with individual responsibility to nav-
igate about what or how much to share. They also question
whether their audience might judge them or not be inter-
ested in what they post. Additionally, interpreting reactions—
especially low-effort, obligatory responses such as “Likes”—
is confusing, making it difficult to gauge genuine engagement
or appreciation. These ambiguities create a “‘communication
fog” that complicates trust calibration and boundary regu-
lation, making users hesitant to share in ways that support
relationship-building.

4.2.1 Ambiguous Norms: Unclear Sharing Expectations
and Individual Burden

Participants highlighted the significant influence of peer
norms on their self-disclosure behaviors, emphasizing their

tendency to align their sharing with the perceived expecta-
tions within their social circles. Teens carefully calibrate their
disclosures to neither exceed nor fall below the perceived
norm, as P,02 noted: “Oftentimes, I kind of match what my
friends post in terms of how public they are.” This balancing
act reflects an ongoing negotiation of social expectations, with
P.07 stating: “So you don’t want to overshare and you don’t
want to undershare.”

However, many platforms lack clearly defined norms for
what constitutes an appropriate level of sharing, leaving users
to navigate ambiguous expectations independently. Partici-
pants interpret implicit norms:

“[On Instagram, ] Not famous people, in my experi-
ence, do not normally post random stuff like this, so
it would be weird to make it my first post.” (P;16)

Therefore, Instagram necessitates users to “make an active
choice” (P.05) about when and what to share. Hence, self-
initiated posting can sometimes be interpreted as “attention-
seeking” (P;16), and teens fear (potential) backlash. For in-
stance, P.12 had been asked “why do you post so much on
Instagram?”, and P.11 described having been “unfollowed”
by a peer who deemed their content uninteresting: “He was
like, oh you don’t post anything interesting. All you do is post
selfies.”

Participants expressed a desire for guided disclosure,
where platforms would offer clear, explicit cues that establish
expectations for how much, how often, and when to share. By
creating shared reference points for appropriate disclosure,
these prompts would reduce the burden of individual decision-
making and reinforce the reciprocity of self-disclosure, reas-
suring users that their vulnerability is not being interpreted
as an isolated attempt for attention but rather as a socially
expected practice.

More specifically, participants envisioned being able to
make “a quick update on [their] life, even if it’s quite boring’
(P405). Platforms like BeReal, which enforce a collective
norm of casual sharing at a predefined time, were appreciated
for “give[ing] everyone a chance to shout out” (P.05). Al-
most all participants advocated for system-generated prompts
or reminders that would encourage low-stakes sharing and
provide implicit permission to disclose, fostering a “sense
of community” (P.12, P.16) while reducing concerns about
“sharing too much” (P.19). Such interventions would also al-
leviate uncertainty when users feel like they “can’t really
figure out what to post” (P.07) by “giv[ing] ideas about what
to share” (P;08), making self-disclosure a more collectively
guided and less individually scrutinized process.

’

4.2.2 Ambiguous Loyalty: When Followers Feel Like
Skeptics

Participants expressed that social media “friends” or “follow-
ers” often lack the established trust of real-world friendships.

USENIX Association

Twenty-First Symposium on Usable Privacy and Security 501



While these connections did not warrant removal—sometimes
due to fears of social repercussions or backlash—their in-
tentions and judgments remained uncertain. This ambiguity
created a challenge in boundary regulation as users struggled
to assess how their audience might interpret their posts. As
P,08 explains: “I don’t want some of my friends to think I'm
oversharing or being ‘cringey.” There are always risks. You
never can really know who’s viewing your content or who'’s
REALLY following you.”

To mitigate these uncertainties and foster a greater sense
of trust-based boundary control, participants proposed sup-
porting mutual commitment in content consumption. One
suggested mechanism involved posters sending invitations,
requiring viewers to actively opt-in (P.16) or out (P.03): “A
pop-up of like ‘Oh you’ve been invited to join’...with a yes
or a no button,” and offering “the option to either join it or
leave if you don’t want to follow those rules” (P.11). This
approach redistributes accountability—allowing viewers to
regulate their access while relieving sharers of sole respon-
sibility for audience reactions. A participant explained how
mutually agreed sharing, such as that on Snapchat private
Stories, provides reassurance:

“If they joined that story, [then] they’re kind of the
ones subjecting themselves to it. If they didn’t want
to see it, they’d never had to join it.” (P,12)

4.2.3 Ambiguous Relevance: Struggles to Identify the
Right Audience

Participants expressed a strong desire to curate their audience,
even when viewers were not overtly toxic or judgmental. This
need stems from their multifaceted identities and diverse in-
terests, which they prefer to compartmentalize for different
social groups. Participants shared various interests that they
felt would only engage a subset of their audience, from po-
etry (P.11) to K-Pop (P.03). One participant explained the
challenge of this:

“sometimes I don’t want to bore some of my friends
with [a specific interest of theirs]... I don’t really
feel the need to share it with them because as much
as I would like them to share my interest in it, I
don’t want them to find that kind of burdensome.”
(P.14)

While many platforms employ algorithms to curate content
based on inferred interests, participants found these coarse and
ineffective. Rather, participants advocated for self-managed
and dynamic calibration of social boundaries through contex-
tual disclosure, allowing them to strategically engage with
groups based on the established and/or perceived potential for
trust. Some users created elaborate systems of nested groups
via Snapchat’s private stories feature:

“I have four [private stories], each getting smaller
to accommodate things I choose to share with. ..
The closer you are to me, the more (and smaller)
private stories you're in.” (P;15)

P, 16 reflected on the flexibility of Discord as providing simi-
lar benefits. These user-curated spaces would not just serve as
secure places for existing trust but as controlled environments
where users could gradually calibrate their social boundaries,
engaging in disclosure that fosters emerging trust while mini-
mizing the risks of sharing too broadly.

Participants were particularly keen on interest-based
spaces, where shared interests would serve as a bridge to
potential trust development. They noted that while common
interests alone do not equate to trust, they provide an initial
context that reduces the uncertainties of broader public shar-
ing and, ultimately, allows trust to form over time. As P.08
explained, such intentional segmentation “could definitely
help people connect more because they’d feel like they had
more to talk about.”

4.2.4 Ambiguous Reactions: When “Likes” Fail to Sig-
nal Trust

Participants expressed confusion about interpreting the mean-
ing of reactions they receive to their posts, particularly when
those reactions felt “obligatory” (P,19). P,19 explained,
“you feel more obligated to like a post. . . [so] it just feels worse
to post and not get as many likes.” Similarly, P.08 remarked
that when “people you’re close with. ..don’t interact with
your post,” they begin to question, “Is it really that boring
that even people I know don’t care?” While “Likes” may
have been designed to signal validation, their meaning has
become obscured in many platforms, making it an ineffective
signal for reciprocity or trust.

To reduce ambiguity in social interactions, participants ex-
pressed interest in having a broader range of mechanisms
for intentional signaling beyond effortless reactions such as
“Likes”. They cited examples from existing platforms where
engagement from other users served as a clear, indisputable
signal of care. For instance, the range and expressive nature
of emoji reactions requires more deliberation than “just dou-
ble tap[ing]”(P.15). When the chosen emoji aligns with the
content, it sends clear signals that the actor actually viewed it.
Comments were also valued as another form of clear signals
of trust as they were seen as requiring individuals “go out
of their way to be nice” (P.08). Participants also appreciated
Instagram’s Story Likes, describing them as “not obligatory
at all” and as a feature that “shows that. . . they decided to go
out of their way to like it” (P,19). To P.13, receiving Story
Likes brings “a lot of trust[s]” given the private—and there-
fore more intimate, deliberate, and less likely performative—
nature of those reactions. These reflections highlight that more
nuanced, intentional reactions could serve as better social sig-
nals that reduce the ambiguity in boundary regulation.
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4.3 Low-Grace Culture: Barrier to Sustained
Trust and Adaptive Boundary Setting

In this section, we explore how social media cultivates a “low-
grace culture” that discourages vulnerability or casual self-
disclosure. This environment is characterized by an emphasis
on polished self-presentation, judgments based on limited
information, the risk of inadvertently burdening others by
sharing, and an overall climate of distrust. These pressures
inhibit the flexibility needed for adaptive boundary regulation,
discouraging trust-building interactions.

4.3.1 High-Stakes Presentation Expectations and Self-
Censorship

Participants frequently expressed fear about not measuring
up to the presentation expectations of platforms such as Insta-
gram. Especially on image-centric platforms, they felt com-
pelled to share only highly polished moments. As P, 18 stated,
“Instagram is only for when the sun sets during the golden hour
when I look my best.” This expectation discourages casual
posting, as teens perceive that they “need to put significant
effort into a post” (P,06). Some worry that deviating from
these norms might make them be judged as “underwhelming”
or “monotonous” (P;z11), leaving them feeling vulnerable
(P413).

To counteract these pressures, many participants expressed
a preference for low-stakes disclosure (Figure B(a)), which
reduces the burden of excessive curation and supports more
casual self-expression. They valued features that support
ephemeral sharing, such as Instagram’s Story or Snapchat
posts, which feel “not as big of a deal” (P,;16) without “peo-
ple saving or revisiting them” (P,06). Participants often lever-
aged these features to share what they felt “doesn’t really live
up to the standards of what I post on Instagram” (P;07). They
also appreciated the support for casual, text-based updates
on Bluesky and Twitter, or platforms that made interactions
feel more like “having a conversation with someone” (P.11)
rather than putting together a “portfolio” (P.11). Some partic-
ipants suggested features like “a little status update” where
people can “learn little facts about other people casually”
(P.05).

These features help alleviate concerns about inadvertently
exposing too much or misjudging boundaries by supporting
and normalizing casual sharing rather than polished, high-
effort posts. If casual sharing is the norm, then posting less
curated content is less likely to be perceived as a disclosure
of something deeply personal or intimate. Instead, it becomes
part of a broader culture of mutual disclosure and relationship
building, reducing the likelihood of boundary missteps and
supporting better trust calibration among peers.

4.3.2 Sparse Sharing and the Heightened Risk of Mis-
representation

On platforms like Instagram, where participants perceived
infrequent posting as the norm, limited content often becomes
the primary basis for one’s digital identity. This leaves users
vulnerable to misrepresentation from acquaintances who may
“make assumptions or misjudge [their] intentions” (P.03).
With such sparse sharing, even a small number of posts can
significantly influence how someone is perceived: “Somebody
might pull up my Instagram and there are only, like, two posts
and I look bad in both of them” (P.12). They also shared
specific examples, such as posting extensively about a single
topic, potentially coming across as being “obsessed” (P;12)
with that subject; sharing multiple photos from a memorable
event might be interpreted as “bragging” (P,12); or inquiring
whether other students have completed their summer assign-
ment could be misconstrued as attempting to “push” (P,12)
peers to do their work, despite that not being the intention of
the post. Such concerns often led participants to lean toward
self-censorship.

To mitigate the risk of trust erosion and promote more
adaptive boundary regulation, participants suggested features
to facilitate contextual clarity (Figure B (d))—designs that
provide additional context to reduce misunderstandings and
support trust-building on platforms like Instagram. These in-
cluded: indicating personal information such as interests on
profiles (P;12), emphasizing the importance of comprehen-
sive information before making judgments (P.03), supporting
explanatory captions for images beyond standard captions
(P.07), and implementing a “social battery” indicator to help
manage interaction expectations (P.11). By fostering mecha-
nisms that encourage giving others the benefit of the doubt,
such designs could prevent trust erosion and provide contexts
for boundary regulation in online environments where full
contextual understanding is not always possible.

4.3.3 Nonconsensual Exposure and the Fear of Burden-
ing Others

On broadcast social media platforms, following a user implic-
itly consents to viewing their content, often leading to viewers
feeling overwhelmed and “buried” (P.12) in posts. As P.12
noted, “If I'm following 100 people and they’re all sharing
Sfour times a day, then that’s 400 things I have to click through.”
Conversely, those that are sharing—aware of this dynamic
from their own experiences—often fear “spamming” (P,03,
P.13) or “clogging” (P416) others’ feeds. This fear of being
perceived as burdensome or irritating was also evident in diary
entries, where participants expressed hesitation “that people
may think I'm oversharing or like posting too much” (P;11),
or regret after realizing, “/I] shared a TON of reels today on
my close friends and public for some reason :crying-face:’
(P409).

i
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Participants sought ways to mitigate such unnecessary fric-
tion. Many desired self-contained disclosure (Figure B(e))
that would allow them to share without imposing their content
on others. These unobtrusive communication mechanisms
included “a little status update” (P.05) or sharing minor
personal interests on profile pages rather than in followers’
feeds. One participant proposed a “red dot” (P.17) on user
profiles to indicate new content subtly, allowing viewers to
“not have to go look at it if they don’t want to” (P.17). P.05
saw parallels to Instagram’s Story feature where “it doesn’t
notify people. .. it’s not like it goes on their feed. .. it’s just ca-
sual.” Participants perceived this as a way to foster connection
without unnecessary friction and trust erosion by ensuring
disclosure remains within a self-regulated and lower-stakes
space.

4.3.4 Absent Norms for Trust-Building and the Cycle of
Distrust

Participants observed social media spaces as often having a
pervasive climate of distrust and the lack of measures to regu-
late such an environment. As P.17 remarked, “On mainstream
social media. . . there’s occasional positivity. .. but mostly it
feels draining”.

They suggested that platforms could shift this culture by
explicitly stating their platform expectations toward trust-
centered norms (Figure B (h)), such as explicitly stating that
the platform is “a judgment-free zone” and communicating
a clear message to users to “decrease judgment and be more
kind” (P.19). They believed that such an approach would
encourage users to “naturally be inclined to conform with
the overall vibe and mission of the other users on the app”
(P.19). Once a culture is established, a “selection bias” would
occur, attracting like-minded individuals who align with these
expectations (P.19). One participant expanded on this idea:

“I'm tired of how curated social media can be, but I
still engage with it... When the culture prioritizes
authenticity and transparency, you'll get people like
me, who are tired of curating, putting in the effort
to be authentic and create this culture.” (P.15)

Similarly, another participant observed:

“When a platform declares itself a judgment-free
zone, it gives people the power to ensure both their
own safety and the safety of others, creating a sense
of control.” (P:13)

Participants emphasized that they believe that setting clear
expectations, rules, and guidelines would foster meaning-
ful changes toward safer environments. P.17 noted that
“teenagers my age listen when things are specifically told to
them,” underscoring the importance of explicit communica-
tion in shaping platform norms.

Participants acknowledged that explicit guidelines could
help mitigate negative interactions, but several also proposed
additional features to actively “regulate toxic behaviors” as
a necessary complement. They recognized that “there’s al-
ways going to be someone that might try to ruin it” (P.18).
To address this, P.07 suggested a “negative comment filter”
that users could toggle to block harmful content. Additionally,
P19 proposed a reporting feature that would allow users to
flag individuals “who may spread hurtful things or judge peo-
ple.” While participants were mindful of the risk of implying
the platform’s distrust in its users, they acknowledged that
tools for enforcing platform expectations could be valuable
in strengthening their efforts to foster trust-enabling environ-
ments.

5 Discussion

Our study extends Waldman’s theorization of privacy as a
mechanism of trust [69] and demonstrates its empirical rel-
evance in the social media context, especially with teens.
We show how specific platform designs shape interpersonal
trust, either reinforcing or undermining it, and how these
trust dynamics unfold into concrete disclosure and boundary-
regulation behaviors. By framing privacy as a shared, dy-
namic process rather than an individual burden, we propose
design strategies that empower teens to regulate boundaries
while fostering meaningful social connections. Specifically,
our findings contribute (1) empirical insights into how teens
navigate boundary regulation in social media environments
based on trust levels, (2) identification of key design short-
comings that undermine trust-building, and (3) a set of design
interventions—including both adaptations of existing mecha-
nisms and novel ideas—that reflect teen users’ perspectives
on what is most effective for supporting boundary regulation
and relational needs.

Importantly, some of the design ideas and prototypes we
discuss are inspired by existing features or implementations.
However, our work extends their relevance by demonstrating
how they contribute to trust-enabled privacy. Rather than
viewing these features in isolation, we show how they func-
tion to foster relationship-building, reduce social risk, and
support dynamic boundary regulation. By centering trust
as the mechanism that integrates boundary regulation and
relationship-building, our work offers a framework for de-
signing social media platforms that are developmentally and
socially attuned.

5.1 Developmentally Sensitive Privacy Design:
Relationship Building and Empowerment

Prior work has emphasized that teens’ privacy concerns are
deeply relational [77] and that boundary regulation is a co-
managed, ongoing process in networked environments [49].
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(a) Platform Design

(b) Platform Norms

(c) Trust Calibration

(d) Boundary
Regulation Decision

(e) Social Outcome

Figure 1: The proposed framework of Trust-Enabled Privacy.

Table 1: Details of Trust-Eroding and Trust-Building Processes in the Trust-Enabled Privacy Framework (Figure 1)

Component Trust-Eroding Trust-Building
(a) Platform Design e.g.) effortless, obligatory reactions; non-consensual feed; Guided / Low-Stakes / Contextual / Self-Contained Dis-
image-forward sharing closure; Contextual Clarity; Intentional Signaling; Mutual
Commitment; Trust-Centered Norms
(b) Platform Norms * Communication Fog: ambiguous norms / loyalty / relevance /  norms conducive to trust-building

reactions
» Low-Grace Culture: presentation expectations; social risk of
misrepresentation; nonconsensual exposure; cycle of distrust

(¢) Trust Calibration lower trust

higher trust

(d) Boundary Regulation

Decision sharing); self-censored, infrequent sharing

withdrawal (i.e., non-disclosure); privacy resignation (i.e., over-

casual, comfortable self-disclosure

(e) Social Outcome missed connections

relationship building and increased trust

The ability to control what they share with specific audiences—
ensuring that disclosures reach trusted friends while remain-
ing shielded from unintended viewers such as teachers or
potential employers—is essential [64,67]. However, privacy
is not merely about separating trusted and untrusted audi-
ences; it is a fluid, iterative process shaped by ongoing in-
teractions, trust-building, and trust erosion over time. Fram-
ing privacy solely as information restriction—an approach
often reinforced by prevention-focused online safety strate-
gies [73]—can push teens toward withdrawal and disengage-
ment [39], ultimately denying them opportunities to develop
and negotiate social relationships online. Given the develop-
mental significance of relationship-building during adoles-
cence [25], privacy protections should not come at the cost
of self-disclosure, as sharing is a fundamental mechanism for
forming and strengthening social connections. Worse, rigid
privacy models that force teens into a false trade-off between
privacy and connection may leave them prioritizing connec-
tion at the expense of privacy rather than enabling them to
manage boundaries in a way that adapts to shifting relation-
ships and evolving trust.

Teens, highly attuned to peer norms and the nuances of
social dynamics [65,66], often perceive online self-disclosure
as high-stakes [76]. While increased sharing might seem risky,
self-disclosure and privacy are not inherently at odds. Rather,
privacy functions as a foundation that enables confident shar-
ing, shaping the conditions under which disclosure feels safe
or precarious. In environments of distrust, teens share less yet
feel more vulnerable when privacy violations occur [58,72].

Conversely, when privacy norms are well-supported and trust
is reinforced, teens not only feel more comfortable disclos-
ing but are also more likely to respect others’ privacy and
assert their own boundaries [33,39, 69]. By fostering an en-
vironment where privacy is actively negotiated rather than
rigidly enforced, platforms can encourage a culture of mutual
respect—helping teens navigate boundary regulation with
greater agency and confidence.

5.2 Trust-Enabled Privacy Framework

Figure 1 illustrates how platform design initiates a cascad-
ing process that shapes boundary regulation through trust.
Design decisions establish platform norms, such as accept-
able levels of sharing, expected reactions, and perceived au-
dience boundaries, which influence how teens interpret their
social environment and assess audience trustworthiness. This
trust calibration then informs decisions to share, withdraw,
or self-censor, leading to social outcomes that feed back into
their sense of trust. The framework contrasts trust-eroding
pathways, fueled by features like non-consensual feeds and
obligatory reactions that create ambiguous norms, with trust-
building designs, such as contextual audience segmentation
and mutual opt-in spaces, which promote safer disclosure and
reinforce relational trust.

Taken together, Figure | and Table | show that trust-
enabled boundary regulation is not just a matter of individual
behavior but an ecosystem-level outcome that starts and often
breaks down with platform design. Many of the current social
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media designs implicitly assume or actively cultivate a low-
trust environment where privacy must be actively defended
rather than mutually respected. By centering trust within the
privacy process, this framework offers a blueprint for future
interventions that support adaptive, socially aware bound-
ary regulation. Instead of treating privacy as a binary on/off
switch, trust-enabled privacy recognizes it as a developmen-
tal, relational process, one that teens need to be empowered
to actively navigate and that platforms must meaningfully
support.

5.3 Design Guidelines for Teen User Social Me-
dia Privacy

Our study shows the need for design interventions that recog-
nize privacy as a relational process rather than individual re-
sponsibility. We propose four key design guidelines to support
teens in managing privacy through trust-based interactions;
details and example prototypes illustrating these guidelines
can be found in Appendix B.

Contextualized and Bilateral Agreement in Sharing. Plat-
forms should support more intentional and segmented sharing
by letting viewers opt into specific content, rather than re-
ceiving posts passively. This model helps both sharers and
audiences set clearer mutual expectations around visibility
and engagement, easing pressure on sharers and reducing am-
biguity. Interest-based, self-curated spaces can also encourage
teens to share more thoughtfully within relevant circles. Giv-
ing viewers a role in managing boundaries would help align
privacy settings with evolving relationships.

Options for Thoughtful, Low-Stakes Sharing. When con-
textual sharing is hard, such as with large, vague audiences,
platforms should offer low-pressure ways to disclose per-
sonal updates. Features like ephemeral posts, subtle status
updates (e.g., profile music), and casual sharing norms let
users open up without feeling overly exposed. To maintain
trust, platforms should minimize friction, such as preventing
posts from auto-appearing in feeds or allowing users to add
context ahead of time.

Better Social Signals for Trust-Building and Boundary
Regulation. Trust builds through repeated, meaningful in-
teraction, but current designs often lack good signals for it.
Platforms should offer more contextual feedback, beyond
“Likes,” such as tailored reactions, quiet acknowledgments,
or small affirmations that reassure sharers. Soft cues about
who’s viewing and engaging (e.g., shared interests or signs of
reciprocity) can also help users feel more confident in setting
boundaries.

Towards Collective Norms for Trust-Building. Privacy is
fundamentally norm-based. Rather than placing the full bur-
den of privacy management on individual users, platforms
should establish shared norms that define and reinforce respon-

sible boundary regulation. By promoting collective norms—
through platform-wide standards, accountability tools, and
proactive enforcement—social media can better support users
in managing privacy within complex social dynamics.

5.4 Limitations and Future Work

We recruited participants through Instagram ads, so all of them
were Instagram users. Although the study did not target any
one platform, most examples participants gave centered on
Instagram. This might suggest that teens see Instagram as the
most representative of social media, though our recruitment
likely influenced this since frequent Instagram users were
more likely to participate. All participants were based in the
U.S., which limits how broadly our findings apply, especially
given that social media use and social norms vary across
cultures. Our sample also skewed toward girls and older teens.

Our research centered on facilitating meaningful self-
disclosure among teens, particularly with peers they do not
yet fully trust. However, it is important to note that social de-
sirability bias [32] may have affected participants’ responses.
The issue of “oversharing” to the point of compromising pri-
vacy without receiving social validation remains prevalent.
We did not explore privacy concerns like screenshots, privacy
breaches, or the broader risks of content being shared out of
context—issues that remain critical.

Future studies should develop and empirically test the de-
sign concepts introduced in this paper and investigate the
specifics of what norms conducive to trust-building (Table 1)
entail.

6 Conclusion

This study highlights the critical role of trust-enabled privacy
in shaping adolescent social media experiences. Our findings
illustrate how communication fog and low-grace culture hin-
der self-disclosure, leading teens to default to disengagement
rather than risk uncertainty. In response, we propose design
interventions that empower teens to regulate their boundaries
dynamically, ensuring privacy is not merely about restricting
access but about facilitating gradual trust-building in evolv-
ing social contexts. Rather than treating privacy as an indi-
vidual responsibility, platforms should reimagine boundary
regulation as a shared, social process. Teens advocate for
contextualized audience control, mechanisms for mutual trust
reinforcement, and lightweight, low-risk sharing options that
align with their relational needs. By integrating these insights,
platforms can move beyond rigid information-control models
and instead cultivate social media environments that actively
support trust development.
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A Appendix: Entry Interview Miro Board Exercise

All Concerns
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Figure 2: Screenshot of PO1’s Miro Boards Used During Co-Design (Exit) Interviews.

Appendix: Design Ideas and Prototypes

Table 2: Taxonomy of designs derived from the co-design study.

This bother me a lot
(=this stops me from sharing
very often)

oversharing
scam/bots.

data
leak /
hacking

having
interactions
with people

you don't trust

impersonation

doxxing

Overall Design Idea

Design Solution and Corresponding Trust-Eroding Platform Norm Addressed

Example
Prototype

Guided Disclosure

Mutual Commitment

Contextual Disclosure
Intentional Signaling
Low-Stakes Disclosure

Contextual Clarity

Self-Contained Disclosure

Trust-Centered Norms

Helps clarify Ambiguous Norms [Section 4.2.1] by providing clear guidelines and
expectations around posting, reducing uncertainty and the need for users to interpret
implicit social expectations independently

Addresses Ambiguous Loyalty [Section 4.2.2] by allowing viewers to opt in or out
of content while requiring them to agree to the space’s rules before joining, ensuring
mutual commitment and accountability for both the sharer and the audience.
Counteracts Ambiguous Relevance [Section 4.2.3] by enabling segmentation of
posts for specific interest groups, ensuring content reaches the right audience
Clarifies Ambiguous Reactions [Section 4.2.4] by encouraging more meaningful,
context-specific reactions beyond simple ‘Likes’

Alleviates Presentation Expectations [Section 4.3.1] by offering casual, subtle, or
ephemeral sharing options that lower the pressure to curate perfect content
Reduces the Social Risk of Misrepresentation [Section 4.3.2] common in CMC by
allowing users to add contextual information, reducing likelihood of misunderstand-
ings and misjudgments

Prevents Nonconsensual Exposure [Section 4.3.3] by ensuring that every user has
a dedicated space from the start, enabling them to share without worrying about
burdening others by “clogging” their feeds

Tackles the Cycle of Distrust [Section 4.3.4] and cultivates positive community
norms by setting clear behavioral guidelines, enabling users with aligned intentions
to join and mutually enforce these norms

Figure B(a)

Figure B(g)

Figure B(c)
Figure B(f)
Figure B(b)

Figure B(e)

Figure B(d)

Figure B(h)
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Figure 3: High-fidelity mock-ups of the eight design approaches derived from the co-design study with teen participants. A
higher-level taxonomy of the designs is available in Table 2. (a) Provides structured prompts that reduce ambiguity around
what’s socially acceptable to post, helping users navigate implicit norms; (b) Fosters low-pressure sharing through casual
status updates (e.g., “pizza »> sushi”) and structured ones (e.g., with multiple choice options), reducing the burden of curating
polished content and supporting low-stakes disclosure; (c) Enables segmentation of posts into interest-based categories like “Cute
Dog Photo Dump” or “LGBTQ+,” ensuring content is directed to the right audience and reducing ambiguity about relevance
and who sees what; (d) Offers each user a dedicated sharing space from the outset, so they can post freely without fear of
“clogging” others’ feeds; (e) Allows users to communicate their availability or current mode (e.g., “On Vacation,” “Digital
Detoxing”’) with contextual status indicators, allowing users to preemptively explain their communication boundaries, minimizing
misunderstandings and social misjudgments; (f) Encourages more expressive and deliberate engagement by offering a wide range
of emoji reactions, moving beyond generic ‘likes’ to support nuanced, deliberate, and context-specific signaling; (g) Enforces
mutual accountability by requiring users to agree to a space’s rules before joining, reinforcing shared responsibility between
sharers and viewers; (h) Cultivates a trusted environment by requiring users to agree to clear community guidelines before
joining, enabling aligned participation and reinforcing shared norms.
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C Appendix: Participant Demographic Information

Table 3: Survey Responses on Social Media Sharing Concerns

PID Gender Age Race Social Media Use Concerns When Sharing on Social Media wE ek ekok
POl  Girl 16 ~ White Instagram, I’'m worried I will be judged or attacked for my opin- 39 27 20
Snapchat, BeReal, ion no matter how passive or considerate I am.
Twitter, TikTok
P02 Boy 18  White Instagram, I’m concerned about my digital footprint being avail- 47 35 16
Snapchat, BeReal, able for all
Twitter, TikTok
P03 Girl 17  Asian Instagram, I am concerned that people may find me bland or 42 27 17
Snapchat, BeReal, they don’t care about what I am interested in. I also
Twitter, TikTok sometimes worry that my posts won’t get as many
likes as previous posts.
P04 Boy 16 ~ White Instagram, Sharing to much personal information. 41 24 13
Twitter
P05  Girl 16  Asian Instagram, One on my biggest concerns is safety leaks. Even 41 32 17
Snapchat, BeReal, with apps like Snapchat it is so easy for your posts to
TikTok get in the wrong hands. As a young teen I also often
feel worried about creepy people online. Lastly, it is
hard when there is people I may not want to allow to
follow me, but I feel pressured to do so in order to
seem cooler and gain more followers.
P06  Girl 18  Asian Instagram, People that I know in real life will read it and judge 35 25 23
Snapchat, BeReal, me/treat me differently for what I share, or look down
Twitter on me for different reasons
P07 Boy 14 White Instagram, My biggest concerns or reservation when I share 45 29 12
Snapchat, BeReal, about myself on social media is how people will think
Twitter of myself and how I look. I have started to make my
accounts private so only people I approve can see my
posts.
P08  Girl 14  White Instagram, That what I share will be used against me or willbe 21 23 23
Snapchat, TikTok  seen by the wrong crowd of people and will be used
in malicious ways.
P09  Girl 13 Black Instagram, People judging me and saying stuff about me 45 38 17
Snapchat, BeReal,
Twitter, TikTok
P10  Girl 17  Black Instagram, I worry about my privacy and how people might react 41 30 16
Snapchat, BeReal, to the information I share.
Twitter, TikTok
P11 NB* 17  White Instagram, That I’'m over sharing or that the people I'm sharing 47 34 16
Snapchat, BeReal, with don’t care. And the need to somehow maximize
Twitter, TikTok, my life experiences to seem as interesting as possible.
Tumblr, Discord,
Reddit
P12 Boy 15  White Instagram, Worried about future image and people I don’t want 43 28 23

Snapchat, BeReal,
Twitter, TikTok

accessing my posts seeing them

Continued on next page

USENIX Association

Twenty-First Symposium on Usable Privacy and Security 513



Continued from previous page

PID Gender Age Race Social Media Use Concerns When Sharing on Social Media W ek ek
P13 Girl 15  White Instagram, Creepy people that are stalking me 46 33 22
Snapchat, BeReal,
TikTok
P14 Girl 13 White, Instagram, My main concern for sharing about myself on social 45 34 15
Asian  Snapchat, BeReal, media is privacy. Especially in the case of people
Twitter with malicious motivations gaining access to my ac-
counts, I sometimes feel nervous about posting, even
on private accounts.
P15 NB* 17  White Instagram, my biggest concern is that people who bullied me 50 40 18
Snapchat, BeReal, in high school see my posts and circulate them and
Twitter, TikTok make fun of me. my account has to be public for
professional purposes, but i still get scared
P16  Girl 15 Asian Instagram, Be- I am kind of anxious that the post won’t be "right" 40 28 20
Real, Reddit, so to speak. When I comment, it’s normally about
Discord, YouTube something I am passionate about or something that
is personal, so I like to keep anonymity (I am still
always very respectful regardless.) Many people use
editing, and it feels difficult to compete with that and
their perfect captions.
P17  Girl 16 ~ White Instagram, looking bad, looking too fake, worrying about who 47 38 15
BeReal is seeing it and what they’re thinking about it, digital
footprint, posting too much, etc
P18  Girl 18  Asian Instagram, Privacy is my biggest concern. I think it’s mainly 42 35 20
BeReal the worry about what’s being viewed by who, and
the fear that what is shared will stay forever/can be
shared to others without my knowledge. I understand
that there’s always going to be a lack of privacy when
posting in public spaces, but I'd prefer to know if
anyone had screenshotted/shared what I have posted.
P19 Boy 18  Asian Instagram, Twit- Among my biggest concerns with sharing things on 43 32 20
ter, TikTok social media is the possibility that others may not

perceive me the way I want or believe them to. When
I post anything, I make sure that nothing about it is
embarrassing and that it gives the people who view it
the impression that I am mature and self-aware.

Above all, social media has become an impor-
tant factor in how people present themselves. One of
the first things that people explore about someone
they meet is their social media profiles; these have
become almost essential, for most, as a presentation
of their identity.

*: Non-binary or third gender

*%: Peer Trust Score (e.g., “My friends listen to what I have to say”)

*#%: Peer Communication Score (e.g., “When we discuss things, my friends care about my point of view”)

w#kk: Peer Alienation Score (e.g., “I feel angry with my friends”)
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