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Abstract
As LLM-based computer-use agents (CUAs) begin to autonomously

interact with real-world interfaces, understanding their vulnerabil-

ity to manipulative interface designs becomes increasingly critical.

We introduce SusBench, an online benchmark for evaluating the

susceptibility of CUAs to UI dark patterns, designs that aim to ma-

nipulate or deceive users into taking unintentional actions. Draw-

ing nine common dark pattern types from existing taxonomies,

we developed a method for constructing believable dark patterns

on real-world consumer websites through code injections, and de-

signed 313 evaluation tasks across 55 websites. Our study with 29

participants showed that humans perceived our dark pattern injec-

tions to be highly realistic, with the vast majority of participants

not noticing that these had been injected by the research team. We

evaluated five state-of-the-art CUAs on the benchmark. We found

that both human participants and agents are particularly suscepti-

ble to the dark patterns of Preselection, Trick Wording, and Hidden

Information, while being resilient to other overt dark patterns. Our

findings inform the development of more trustworthy CUAs, their

use as potential human proxies in evaluating deceptive designs, and

the regulation of an online environment increasingly navigated by

autonomous agents.
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1 Introduction
As large language model (LLM)-powered computer-use agents

(CUAs) increasingly show potential to assist human users in tasks

like shopping, information retrieval, and scheduling to-do lists

[50, 67], users expect agents to interact with user interfaces in ways

that align with their intent. This means navigating a complex web

environment replete with ambiguities that can sometimes render

it difficult for users themselves to act in accordance with their in-

tentions. Users are particularly likely to fail to act in their own

best interests when the digital environment is engineered to subtly

manipulate or deceive them into taking actions that benefit the

provider of a web service. In the field of human-computer inter-

action, such user interface (UI) designs are referred to as “dark

patterns” [24] or “deceptive design patterns” [14, 18], and they

present a unique challenge for CUAs: how to act in accordance with
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user intention across long web trajectories, even as interfaces along

that trajectory seek to undermine this goal.

Previous work in fields ranging from human-computer interac-

tion [46] to psychology [64] to marketing [56] has demonstrated

that humans are vulnerable to a wide array of dark patterns. Even

though such patterns can seem obvious when they are explicitly

identified, they are often easy to miss in real-world contexts. For ex-

ample, an interface may preselect a protection plan or subscription

service by default, making it easy for users to opt into such services

(and potentially pay for them or agree to exchange additional data

with a provider) unless they consciously opt out [44]. If CUAs are

vulnerable to dark patterns, their ability to perform online tasks

on the user’s behalf may be compromised. Conversely, capable

CUAs could be better at identifying and avoiding dark patterns

than human users, making them potentially excellent delegates for

carrying out tasks on users’ behalf. Thus, in this study, we sought

to understand: RQ1) whether CUAs are vulnerable to user interface

dark patterns and, RQ2) how, if at all, they differ from human users.

To investigate these questions, we created SusBench, an online

benchmark that evaluates the capacity of CUAs to remain faithful

to a user’s instructions and intent while navigating a UI trajectory

containing dark patterns. In constructing our benchmark, we con-

solidated nine representative types of dark patterns from existing

dark pattern taxonomies [11, 18, 25], and developed a method for

injecting realistic dark patterns into live websites in real time. Our

benchmark currently includes 313 evaluation tasks and covers 123

variants of common dark patterns which we injected into 55 real-

world user interfaces on consumer websites among nine categories,

including retail, food, travel, media, etc. SusBench is also extensible,

allowing other researchers to add their own dark pattern of choice

to test agents.

We conducted a study with 29 human users and five CUAs, as-

sessing their ability to avoid the injected dark patterns. Human

participants perceived our dark pattern injections to be highly real-

istic and most did not realize they were an artificially constructed

part of the study. We found that both CUAs and human participants

were similarly susceptible to some dark patterns (avoided less than

half the time): including Preselection, Trick Wording, and Hidden

Information, but relatively resilient to other dark patterns (avoided

more than 85% of the time): including False Hierarchy, Confirm

Shaming, Forced Action, and Fake Social Proof. Our results also

suggest that agents’ susceptibility can differ in certain dark patterns,

revealing potential trade-offs in different agent implementations.

Finally, participants described tactics and habits when encounter-

ing dark patterns, suggesting that some manipulative designs may

operate through overt triggers while others rely on more covert

mechanisms.

In summary, the present workmakes the following contributions:

• We contribute a data-construction method that pro-
duces believable dark patterns in real-world interfaces
through UI code injections. This method enables experi-

mental studies that examine how agents and human users

interact with dark patterns by creating a setting that is both

realistic and controlled. In contrast to the many static bench-

marks available, our method affords high ecological validity

and relevance as websites evolve over time.

• We introduce an online evaluation benchmark consist-
ing of 313 tasks, 123 dark pattern UI examples repre-
senting nine common types of dark patterns, and 55
real-world websites. This benchmark enables systemat-

ically testing the capacity of computer-use agents as well

as human users to avoid dark patterns, while also allowing

future researchers to reproduce and extend our evaluations.

• We characterize the susceptibility of five state-of-the-
art CUAs to user interface dark patterns. We contribute

empirical evidence for the susceptibility of each CUA rel-

ative to # = 29 human users recruited for our study, and

provide additional evidence on where agents differ, and the

tactics and habits participants employ when encountering

manipulative designs.

Building on these contributions, we conclude by discussing the

implications for developing more trustworthy CUAs, exploring how

CUAs might serve as proxies for human participants in evaluat-

ing susceptibility to dark patterns, and considering the regulatory

implications for an online environment increasingly navigated by

autonomous agents.

2 Related Work
2.1 Dark Patterns: Definition and Taxonomy
Dark patterns, or deceptive design patterns, are manipulative UI

designs that mislead users such that they make choices at odds with

their interests and intentions. Dark patterns seek to extract money,

attention, and data that users are unlikely to share otherwise [23,

24]. Prior research has observed that dark patterns are common in a

wide variety of online domains, including eCommerce websites [43],

mobile applications [20], and video streaming platforms [9].

A large body of prior work has sought to characterize common

types of dark patterns and the domains and applications in which

they are deployed. Brignull [7] proposed the first typology of dark

patterns as a UX design “Hall of Shame,” including deceptive de-

signs such as Confirm Shaming, Disguised Ads, etc. Gray et al. [24]

extended this taxonomy to create the first widely recognized for-

mal taxonomy of dark patterns. Other studies have identified new

patterns, describing common deceptive designs in mobile UIs [20]

and characterizing the differences in the designs that appear in web

versus mobile app interfaces [27]. Chen et al. [11] constructed a

separate taxonomy of mobile UI dark patterns, which they used

to build a deep learning model to classify dark patterns based on

mobile screens. Most recently, Gray et al. [25] further synthesized

these and other existing taxonomies into a three-level ontology

that provides a shared language for discussing dark patterns. In

the present work, we draw from the most recent and authoritative

sources, as well as technical work on dark pattern detection, to

consolidate which patterns to include in our benchmark and how

to represent them in the UIs we construct [11, 18, 25].

Prior work has also extensively examined the effects of dark pat-

terns on consumers, particularly in domains such as online shop-

ping and privacy consent interfaces. Experimental studies have

demonstrated that manipulative designs can significantly alter user

behavior [5, 33, 40, 48]. For example, Luguri and Strahilevitz [40]

showed that mild and aggressive dark patterns such as hidden in-

formation, trick question, and obstruction strategies substantially
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increased users’ likelihood of signing up for unwanted services, and

that less well-educated individuals were more susceptible to dark

patterns. Similarly, Koh and Seah [33] found that deceptive urgency

cues such as countdown timers and low-stock messages meaning-

fully increased product purchases, especially for older consumers.

In the context of privacy and consent, researchers have shown that

subtle changes in interface design can influence users’ choices. For

example, Nouwens et al. [48] analyzed widespread dark patterns in

consent interfaces and experimentally demonstrated that cookie

banners with opt-out button removed increased consent rates by

over 20 percentage points. Building on this body of research, the

present work extends the study of dark patterns beyond human

users to computer-use agents (CUAs), and systematically investi-

gates whether these deceptive designs can similarly mislead CUAs.

2.2 Dark Patterns and AI
A growing body of work has attempted to understand dark patterns

in a world where AI systems, especially LLM-based generative

models, play an expanding role in human-computer interaction.

First, prior work has attempted to utilize AI to detect dark pat-

terns at scale, and researchers have leveraged computer vision

and vision-language models to identify and modify dark patterns.

For example, Chen et al. [11] used a convolutional neural network

(CNN) to classify dark patterns in mobile applications. Schäfer et al.

[57] demonstrated that generative models can correct some dark

patterns in real-time by rewriting the client-side code of relatively

simple websites. Such studies demonstrate that AI can be used to

identify and address some of the problems caused by dark patterns.

However, other work has demonstrated that generative and

general-purpose AI platforms exhibit dark patterns of their own.

Zhan et al. [72] describe ChatGPT as a “deceptive AI ecosystem” for

its proclivity to generate misleading or fabricated responses, while

Wolfe and Hiniker [68] suggest that model ecosystems like the GPT

Store [49] intentionally obscure the limitations of AI’s capabilities,

a dark pattern they call “expertise fog.” Recent work also highlighted
social dark patterns exhibited by conversational AI agents, such

as guilt-tripping users [3]. To evaluate the presence of deceptive

designs in LLM-based chatbots, Kran et al. [35] introduced Dark-

Bench, a benchmark evaluating six forms of dark patterns in these

chatbots, such as anthropomorphization and sycophancy.

Additionally, past work has found that LLMs can generate in-

terface code that contains unsolicited dark patterns [13, 36]. For

example, Krauß et al. [37] found that generative coding models

(GPT-4) consistently create websites that include dark patterns

without being prompted by the developer to do so, and with no

warning provided to the developer. In this work, we utilize this

property of LLMs to generate dark pattern injections, which allow

us to construct evaluation tasks of dark pattern UI at scale.

As LLM-based AI systems evolve from chatbots to agents that are

capable of completing tasks on behalf of humans, an underexplored

area is how these agents might interact with traditional UI dark

patterns. Very little prior work has focused on this issue. Using

synthetic websites, Tang et al. [62] conducted an exploratory study

to understand how GUI agents interact with UI dark patterns and

compared them with human participants. In this work, we seek to

quantitatively measure CUAs’ susceptibility to dark patterns, and

design a comprehensive benchmark that allows live evaluation of

dark pattern susceptibility on real websites.

2.3 AI Agents, Computer-Use Agents, and
Benchmarks

AI agents are LLM-based systems that can plan out and take their

own actions [71]. They are trained to perform tasks like using digital

tools [59], interacting with websites and APIs [47], challenging

their own reasoning [75], and collaborating with other agents [74],

soliciting direction from a user as needed. In the present work, we

focus on computer-use agents (CUAs), which operate a computer

as a human might, for example, by interacting with file stores,

operating systems, and, importantly for this study, websites and

user interfaces [1, 67]. CUAs are typically equipped with both vision

capabilities and reasoning capabilities that allow them to observe

the visual and textual elements of a website, reflect on the actions

available to them, and carry out actions according to the intentions

of a user [50].

Recent work identified several limitations of CUAs relevant to

the present work. Ma et al. [42] found that multimodal LLMs are

susceptible to distraction in information-rich environments, result-

ing in misalignment with user intentions. Chen et al. [10] found

that LLM-based GUI agents are susceptible to fine-print injections,

especially to contextually embedded threats. Moreover, many schol-

ars have noted that CUAs and other agents may deceptively “fake”

alignment with the user, appearing to carry out the user’s intention

while in fact pursuing other ends [26, 30]. Our work is complemen-

tary to this research, in that we study the deceptive engineering of

the environment navigated by an agent, which can result in failure

to accord with a user’s intent.

To better measure CUAs’ performance on navigating through

interfaces and performing actions on behalf of humans, much prior

work has attempted to benchmark the performance of these agents

across long-horizon tasks. These benchmarks can be categorized

into two types: offline and online benchmarks. Offline benchmarks,

such as Mind2Web and WebLINX [19, 41], operate by caching por-

tions of real-world websites, enabling rapid iteration and repro-

ducibility during agent development, but this setting inherently

lacks completeness due to the dynamic and interactive nature of

live web environments [69]. Online benchmarks, on the other hand,

offer realistic and interactive environments that best approximate

how CUAs are actually used. Many online benchmarks have been

developed to evaluate CUAs. He et al. [28] introduced WebVoyager

to evaluate CUAs on 15 live, real-world websites across 812 tasks.

Zhou et al. [73] created WebArena, which contains sandbox envi-

ronments for evaluating the capabilities of autonomous AI agents.

Xue et al. [69] introduced the Online-Mind2Web benchmark, built

on top of the original Mind2Web [19], to measure CUAs’ capabili-

ties with 135 real websites, using an automated LLM-based judge.

To test how agents perform in malicious environments, Boisvert

et al. [6] introduced DoomArena, a framework which allows in-

jecting malicious content into the user-agent-environment loop to

test agents’ vulnerability to security threats. We build on this large

body of prior work by focusing on evaluating agents’ susceptibility

to more subtle deceptive designs in naturalistic and online settings,

using a code injection method.
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Table 1: Comparison Between SusBench and Existing
General-Purpose Web Agent Benchmarks.

Benchmark
Real

Websites?

Focus on
Deceptive
Design?

Number of
Websites

Number of
Tasks

WebArena [73] No No 4 812

WebVoyager [28] Yes No 15 643
Online-

Mind2Web [69]
Yes No 136 300

SusBench (ours) Yes Yes 55 313

3 Benchmark Construction
In this section, we describe our process of constructing the dark
pattern benchmark, SusBench. As mentioned above, we designed
our evaluations to be conductedonline, with CUAs and human
participants interacting with real-world websites in a live browser.
Compared to using synthetic websites and o�ine benchmarking,
where only website mockups or static snapshots are available to a
model, our benchmark framework enables us to test dark patterns
in a realistic environment that best resembles how dark patterns
are encountered online in the real world.

3.1 Overview
To implement the benchmark, we created programmaticinjections
that introduced dark patterns to webpages, according to a protocol
we developed that emphasized realistic appearance and functional-
ity. We chose to inject dark patterns into live webpages, rather than
relying on existing webpages with dark patterns, so that the dark
patterns being tested are consistent and repeatable. We developed
between 1 and 3 tasks per injection, ensuring the injection is on
the critical path of each task. To implement automatic injection
and reproducible evaluation, we created a browser extension that
handles injection and a benchmark controller that manages tasks,
browser state, and experiment data.

In total, SusBench contains 313 evaluation tasks and 123 unique
dark pattern injections that cover a diverse range of 55 purchase-
related websites, where dark patterns typically appear. Table 1
compares our benchmark with existing web agent benchmarks.
While our benchmark is speci�cally designed to test dark pattern
avoidance, it matches the scale of current benchmarks that evaluate
general browser-use capabilities.

3.2 Dark Pattern Types
We selected nine high-level categories of dark patterns to use in
our benchmark. To select these categories, we reviewed existing
dark pattern taxonomies, especially focusing on taxonomies that
show clear UI examples that we can borrow [11, 18] and the latest
and most comprehensive sources [25]. We consolidated patterns
with substantial visual or operational overlap. For example, the
�Hidden Information� dark pattern is sometimes split into multiple
subcategories such as �Hidden Costs� and �Hidden Subscription�,
but they share similar visual features and implementation, there-
fore we treat them as one composite category. We also excluded

Table 2: Dark Pattern Types and De�nitions.

Dark Pattern
Type

De�nition

Disguised Ad
Presents advertisements as legitimate interface
elements, making it more likely that users will click
on them.

False
Hierarchy

Manipulates the visual prominence or layout order of
interface elements to mislead users about their
importance or recommended choice.

Preselection
Makes certain options that bene�t the platform
automatically checked, toggled on, or selected by
default without user's explicit consent.

Pop-Up Ad
Disrupts the user's current task with an unsolicited
pop-up overlay, often promoting an additional
purchase, subscription, or unrelated product.

Trick
Wording

Uses confusing, tricky wording, such as double
negative language, to manipulate users into taking
actions they did not intend.

Con�rm
Shaming

Uses emotionally manipulative or guilt-inducing
language to pressure users into making a particular
choice, typically one that bene�ts the platform.

Fake Social
Proof

Creates a false impression of popularity, trust, or
credibility by displaying fabricated or misleading
social signals, such as fake reviews or testimonials.

Forced Action

Compels users to perform an unwanted or unrelated
action, such as creating an account, downloading an
app, as a prerequisite for completing their desired
task.

Hidden
Information

Conceals or obscures important options, costs, or
information that are relevant to the user's
decision-making process.

categories of patterns that do not have a de�nable UI structure (e.g.,
�Nagging�) and those that do not require an explicit user action, and
therefore cannot be systematically evaluated for their e�ectiveness
in derailing the user from their task. For example, the dark pattern
�Friend Spam� takes advantage of access to user's contacts to spam
their friends and attempt to enroll users in a service, but the e�ects
of such a design cannot easily be tested in isolation. Our �nal set
of dark patterns represent a diverse range of visual, semantic, emo-
tional, and social manipulations. Table 2 shows a complete list of
dark pattern types and their de�nitions, and Figure 1 shows exem-
plar injections of each dark pattern type and how we measured
avoidance.

3.3 Website Selection
Our target websites are sampled from the Online-Mind2Web bench-
mark [69] and a large-scale dataset of shopping websites from
existing work on dark patterns [43]. We removed websites with a
CAPTCHA that prevented agents from accessing them. In total, we
selected 55 websites among nine categories including retail, food,
travel, media, etc. Table 3 shows these categories and the website
URLs.
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