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OBJECTIVES - 10/19

| = Questlons from 10/14 |

= From: Cloud Computing Concepts, Technology & Architecture:
Cloud Computing Concepts and Models:

= Roles and boundaries

= Cloud characteristics

= Cloud delivery models

= Cloud deployment models

= 2nd hour:

= Introduce Tutorial #3 - Best Practices for Working with
Virtual Machines on Amazon EC2

= Term project case studies

= Team planning
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ONLINE DAILY FEEDBACK SURVEY

= Daily Feedback Quiz in Canvas - Take After Each Class
- EXtra Credlt Announcements

for completing

Discussions

* Upcoming Assignments

| Class Activity 1 - Implicitvs. Expliit Parallelism

_— Avalable unfl Oct 112t 13:59pm | Due Oct 72t 7:30pm | /107t
Grades o Totorial 1- Linux
" Available until Oct 19 at 11:59pm | Due Oct 15 at 11:59pm | +/20 pts.
People
Pages
Files. * Past Assignments
Quizzes
% TCSS 562 - Online Daily Feedback Survey - 10/5
Collaborations ' Available until Dec 59pm | Due Oct 6 at 8:3%m | -/1 pt:
U L ¢ TCSS 562 - Online Daily Feedback Survey - 9/30
UW Resources ' pvatable unti Dec 18 3t 11:59pm | Due Oct4at 85%om | /1 pts
October 19, 2020 TCSS562: Software Engineering for Cloud Computing [Fall 2020] 63
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TCSS 562 - Online Daily Feedback Survey - 10/5
Started: Oct 7 at 1:13am

Quiz Instructions

[ Question1 05pts

©Ona scale of 1 to 10, please classify your perspective on material covered in today's
class:

2 2 3 4 5 6 i 8 9 10

wosta e wostly

Pavion To e e ama Baview Now to e

O Question2 05pts

Please rate the pace of today's class

1 2 3 4 s & 7 8 9 10

Stow Just gt Fast

TCSS562: Software Engineering for Cloud Computing [Fall 2020]
Cochen ey School of Engineering and Technology, University of Washington - Tacoma L64

MATERIAL / PACE

= Please classify your perspective on material covered in today’s
class (16 respondents):

= 1-mostly review, 5-equal new/review, 10-mostly new
= Average - 6.43 (1 - previous 6.31)

= Please rate the pace of today’s class:
= 1-slow, 5-just right, 10-fast
= Average - 5.48 (T - previous 5.38)

October 19, 2020 TCSS562: Soft‘ware.Engineering for Cloud Fom?u(ing [Fall ?UZU]
school of Technology, y Tacoma

FEEDBACK FROM 10/14

= No survey questions

= But there was some good discussion during office hours

TCSS562: i ing for Cloud C i 2020]
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PROJECT PROPOSAL AMDAHL'S LAW

= If unsure of the case study topic: = Portion of computation which cannot be parallelized

= Groups can propose a primary and backup case study topic determines the overall speedup

= Groups can propose a topic, and change once the project = For an embarrassingly parallel job of fixed size

proposal is approved by notifying the instructor In the last class, we were having difficulty moving [LIE]
['"E14{:1 between Amdahl’'s Law and Gustafson’s because
= Reasons for change: as it turns out, this formula was OVERSIMPLIFIED

= Discover that original topic may not work, [(ERIE] from the text
or may require too much effort...
= Once learning more and doing initial investigations, groups

may acquire a sudden passion for a particular topic LESSON LEARNED !!!
= How to change topics: DO NOT TRY TO MOVE BETWEEN THE FORMULAS
= Provide instructor with revised proposal as soon as possible WHEN USING THE SIMPLIFIED FORM OF AMDAHL'S LAW
® |nstructor will review proposal to approve/deny within ~1 day
October 19, 2020 nggggfg;sl’fﬂmﬁ"gi"*,ggg"“;[fg';‘,“" Fm‘-“:“"g[ra" s N— ‘ o7 ‘ etobepll 2020 Iﬁzilsi;Engineeringa‘ndTe‘chr‘\‘:lc:'gliltinri‘versiw;}fWash;ongZ]n'Tawma ‘ e ‘

AMDAHL'S LAW AMDAHL'S LAW

= Portion of computation which cannot be parallelized = Alternate form (may see this form more often):
determines the overall speedup

= For an embarrassingly parallel job of fixed size 1

= Assuming no overhead for distributing the work, and a 8= -_—
perfectly even work distribution (1-F)+ 7{’-

a: fraction of program run time which can’t be parallelized
(e.g. must run sequentially) = f= fraction that is parallel

S o = N= number of processors
= Maximum speedup with a large number of processors (N):

S=1/«
Where a = / (1 + )
Where o= sequential time, © =parallel time
Where T(1)=c + =
And T(N) =c + n / N, where N = parallel computations performed

October 19, 2020 1610
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GUSTAFSON'S LAW GUSTAFSON'S LAW
= Calculates the scaled speed-up using “N” processors = Calculates the scaled speed-up using “N” processors
S(N) =N+ (1-N)« S(N) =N+ (1-N)«

N: Number of processors
arallelized a: fraction of program run time which can’t be parallelized
(e.g. must run sequentially)

N: Number ¢
o fraction dAGCALSCIE RN
ATy simplified, we need to substitute

= Can be usg ion of = Can be used to estimate runtime of parallel portion of
program program

=" Whereax=c / (n + o)

= Where o= sequential time, = =parallel time

= > NEXT TIME will work to provide examples...

TCSS562: ineering for Cloud C¢ i 2020]
School of Engineer Technology, University of i Tacoma

612
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CLOUD COMPUTING:

CONCEPTS AND MODELS

TCSS562: Software Engineering for Cloud Computing [Fall 2020]

(e o) 20 School of Engineering and Technology, University of Washington -

[Fall 2020]

OBJECTIVES - 10/19

= Questlons from 10/14

= From: Cloud Computing Concepts, Technology & Architecture:
Cloud Computing Concepts and Models:

" Roles and boundaries |

= Cloud characteristics
= Cloud delivery models
= Cloud deployment models

= 2nd hour:

= I[ntroduce Tutorial #3 - Best Practices for Working with
Virtual Machines on Amazon EC2

= Term project case studies
= Team planning

for Cloud C¢ i 2020]

o "
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ROLES

= Cloud provider
= Organization that provides cloud-based resources
= Responsible for fulfilling SLAs for cloud services
= Some cloud providers “resell” IT resources from other cloud
providers
Example: Heroku sells PaaS services running atop of Amazon EC2

= Cloud consumers
= Cloud users that consume cloud services

= Cloud service owner
= Both cloud providers and cloud consumers can own cloud services

= A cloud service owner may use a cloud provider to provide a cloud
service (e.g. Heroku)

October 19, 2020 Tcssssz; Software Engineering for Cloud Computing [Fall 2020]

School o Technology, y Tacoma

ROLES - 2

= Cloud resource adminlistrator
= Administrators provide and maintain cloud services
= Both cloud providers and cloud consumers have administrators
= Cloud audItor
= Third-party which conducts independent assessments of cloud
environments to ensure security, privacy, and performance.
= Provides unbiased assessments
= Cloud brokers
= An intermediary between cloud consumers and cloud providers
= Provides service aggregation
= Cloud carrlers

= Network and telecommunication providers which provide network
connectivity between cloud consumers and providers

TCSS562: i ing for Cloud C i 2020]
School of Engineering and Technology, University of Washi Tacoma

October 19, 2020

ORGANIZATION BOUNDARY
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TCSS 562: Software Engineering for Cloud Computing
School of Engineering and Technology, UW-Tacoma

OBJECTIVES - 10/19

= Questlons from 10/14
= From: Cloud Computing Concepts, Technology & Architecture:
Cloud Computing Concepts and Models:

= Roles and boundaries

= Cloud characteristics |

= Cloud delivery models
= Cloud deployment models

= 2nd hour:

= Introduce Tutorial #3 - Best Practices for Working with
Virtual Machines on Amazon EC2

= Term project case studies
= Team planning

TCS5562:Software Engineering for Cloud Computing [Fall 2020]

(i Y AT T B A N s oy T S T = TR

[Fall 2020]

CLOUD CHARACTERISTICS

®0On-demand usage

= Ubiquitous access

= Multitenancy (resource pooling)
= Elasticity

= Measured usage

= Resiliency

mAssessing these features helps measure the value
offered by a given cloud service or platform

TCSS562: i 2020)
School of Engineering and Technology, University of Washington - Tacoma

October 19, 2020 1620

ON-DEMAND USAGE

= The freedom to self-provision IT resources
= Generally with automated support
= Automated support requires no human involvement

= Automation through software services interface

TCS5562: Software Engineering for Cloud Computing [Fall 2020]

School of Engineering and Technology, University of Washington - Tacoma Lot

October 19, 2020

UBIQUITOUS ACCESS

= Cloud services are widely accessible
= Public cloud: internet accessible

= Private cloud: throughout segments of a company’s
intranet

= 24/7 availability

TCSS562: ineering for Cloud C 2020)
School of Engineering and Technology, University of Washington - Tacoma

October 19, 2020 1622

MULTITENANCY

= Cloud providers pool resources together to share them
with many users

= Serve multiple cloud service consumers

= IT resources can be dynamically assigned, reassigned
based on demand

= Multitenancy can lead to performance variation

TCSS562: Software Engineering for Cloud Computing [Fall 2020]

(S T Y Sehoolof Engineernaandiechnolosyilnvers Y ciiWes hinetonETecoms

SINGLE TENANT MODEL

Cloud Cloud
Service Service
Consumer Consumer
A B

TCSS562: ineering for Cloud C 2020)
School of Engineering and Technology, University of Washington - Tacoma
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TCSS 562: Software Engineering for Cloud Computing
School of Engineering and Technology, UW-Tacoma

[Fall 2020]

MULTITENANT MODEL

= Resource is “multiplexed” and Cloud
share amongst multiple users oonoe
A

= Goal is to increase utilization

= Often server resources are
underutilized

= There are many “sunk costs”
whether usage is 0% or 100%

= Cloud computing tries to
maximize “sunk cost”

Cloud
Service
Consumer
B

School of Engineering and Technology, University of Washington - Tacoma

investments 3
shared cloud /
storage device
October 19, 2020 TCSS562: Software Engineering for Cloud Computing [Fall 2020] ‘ 1625 ‘

MULTITENANT DATABASE

Isolated Semi-shared Shared

Tel A

g

TenantB TenantC

Tenant A

Jenant B TenantC

Separate Shared database Shared database
database Separate schema Shared schema
E1 E2 E2

Tesss62: ineering for Cloud Computii 2020]
School of Engineering and Technology, University of Washington - Tacoma

October 19, 2020 ‘ 1626

MULTITENANCY OF RESOURCES

" Where is the multitenancy?

Traditional Single Tenant Multi-Tenant Virtual Appliance
On Premise (Hosted)
{ \er\./
‘?4
2. 1
[Al:plwuuu: Application| | Application

Databasa | | Database

Virtuakizatior| |irtualiz

atior|

TC55562: Software Engineering for Cloud Computing [Fall 2020]
School of Engineering and Technology, University of Washington - Tacoma

October 19, 2020 ‘

ELASTICITY

= Automated ability of cloud to transparently scale
resources

= Scaling based on runtime conditions or pre-determined by
cloud consumer or cloud provider

= Threshold based scaling
= CPU-utilization > threshold_A, Response_time > 100ms

= Application agnostic vs. application specific thresholds
= Why might an application agnostic threshold be non-ideal?

= Load prediction
= Historical models
= Real-time trends

TCSS562: ineering for Cloud C 2020)
School of Engineering and Technology, University of Washington - Tacoma

October 19, 2020 ‘ 1628

PREDICTABLE DEMAND

= Example:
Auto-Scaling Example: Netflix Q:@
B/ \
8/
§
L}
HY

i

TCSS562: Software Engineering for Cloud Computing [Fall 2020]
‘ (S T Y ‘ Sehoolof Engineernaandiechnolosyilnvers Y ciiWes hinetonETecoms

MEASURED USAGE

= Cloud platform tracks usage of IT resources

= For billing purposes

= Enables charging only for IT resources actually used
= Can be time-based (minute, hour, day)

= Can be throughput-based (MB, GB)

= Not all measurements are for billing
= Some measurements can support auto-scaling
= For example CPU utilization

TCSS562: ineering for Cloud C 2020)
School of Engineering and Technology, University of Washington - Tacoma

October 19, 2020 ‘ 1630
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EC2 CLOUDWATCH METRICS EC2 CLOUDWATCH METRICS

GPU tiiation (oco ik Foads 5y

vy Disk: Writes | S Netroaeh In

Max Netveork Ovt

CSS562: ineering for Cloud C

T 2020] TCSS562: i
School of Engineering and Technology, University of Washington - Tacoma

2020]
School of Engineering and Technology, University of Washington - Tacoma
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RESILIENCY

OBJECTIVES - 10/19

= Questlons from 10/14

= Distributed redundancy across physical locations
= From: Cloud Computing Concepts, Technology & Architecture:

= Used to improve reliability and availability of cloud-hosted Cloud Computing Concepts and Models:
applications = Roles and boundaries
= Cloud characteristics
= Very much an engineering problem | = Cloud delivery models |

= No “resiliency-as-a-service” for user = Cloud deployment models

deployed apps “ | )

Resilience = 2" hour: . . - .

= Unique characteristics of user and Reliability = {/r!t:()dluﬁle Tl:]t.orlal #3A— Best PErgzctlces for Working with
applications make a one-size fits all  [@JaWA\WA} irtual Machines on Amazon

service solution challenging = Term project case studies
= Team planning

OREILLY"

TC55562: Software Engineering for Cloud Computing [Fall 2020]
School of Engineering and Technology, University of Washington - Tacoma
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T i 2020]
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CLOUD COMPUTING DELIVERY MODELS CLOUD COMPUTING DELIVERY MODELS

I = |Infrastructure-as-a-Service (laaS) I " Infrastructure-as-a-Service (laaS) delivery model
= Platform-as-a-Service (PaaS) = Virtualization is a key-enabling technology of laa$S cloud

= Uses virtual machines to deliver cloud resources
to end users

= Software-as-a-Service (SaaS)

Serverless Computing:

= Function-as-a-Service (FaaS)
= Container-as-a-Service (CaaS)
= Other Delivery Models

TCSS562: ineering for Cloud C¢

TCS5562: Software Engineering for Cloud Computing [Fall 2020] 2020]
School of Engineering and Technology, University of Washington - Tacoma

School of Engineering and Technology, University of Washington - Tacoma

October 19, 2020
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TCSS 562: Software Engineering for Cloud Computing [Fall 2020]
School of Engineering and Technology, UW-Tacoma

CLOUD COMPUTING DELIVERY MODELS CLOUD COMPUTING DELIVERY MODELS

M Virtualization is key to sharing powerful |

l servers among users by running many i _
isolated private virtual computers They are the “vehicles” used to deliver
known as virtual machines (VMs) compute resources to

. end users...
...VVMs are the basis of cloud v1.0 cloud 1.0

Rl L, il [ P e o
T

CLOUD DELIVERY MODELS 5 CLASSIC CLOUD DELIVERY MODELS
, ,
T

= What is the appropriate level of abstraction?

= How should applications be deployed?
=laaS, PaaS, SaaS, Dbaas, FaaS

=How do we ensure Quality-of-Service?

=Performance, Availability, Responsiveness,
Fault Tolerance

Platform
= How is scalability provided?
= As users, how do we minimize hosting costs?
=How do we estimate hosting costs? f\il Infrastructure
ouberis 2| LS o Soud T o s ovoberss,amo | 1S S e ot TR o wo |

CLASSIC CLOUD DELIVERY MODELS EXAMPLE CLOUD SERVICES

*

-

—_—
User manages: SaaS
Application Services Software Platform Infrastructure
P s as a Service as a Service as a Service
aa Email Application Development | Caching
CRM Decision Support Legacy File
Collaborative Web Networking  Technical
I aas ERP Streaming Security  System Mgmt
CONSUME BUILDONIT MIGRATETO IT
TCSS562: Software Engineering for Cloud Computing [Fall 2020] TCss562: ineeri loud C i 2020]
October 19, 2020 School of Engineering and Technology, University : P 541 ‘ October 19, 2020 o g : R 6.2
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TCSS 562: Software Engineering for Cloud Computing [Fall 2020]
School of Engineering and Technology, UW-Tacoma

Many different »iiE . g INFRASTRUCTURE-AS-A-SERVICE

“cloud” providers =
(especially SaaS) e | = ettt s B ; = Compute resources, on demand, as-a-service
; i = Generally raw “IT” resources
= Hardware, network, containers, operating systems

Retail & E-Commerce.

srpy (O shopity

= Typically provided through virtualization

= Generally not-preconfigured

= Administrative burden is owned by cloud consumer

= Best when high-level control over environment is needed

providers

“9e admaob

= Scaling is generally not automatic...
= Resources can be managed in bundles

= AWS CloudFormation: Allows specification in JSON/YAML of
cloud infrastructures

@oien I

=
[= T

®skytap., =

oond. Ol WO gy cousioc

crace vmware: rvindansnae
, cosmio = 0 5
SR 3 e IS %) DynamicOps
e n | cremark Aot P

TCS5562: Software Engineering for Cloud Computing [Fall 2020]

TCSS562: i ing for Cloud C i 2020] 16.44
school of Technology, y Tacoma i i

October 19, 2020 School of Engineering and Technology, Uniy Tacoma

‘ October 19, 2020

Bell's Number: 4 15
5 52
k: number of ways
n components can be © |2
distributed across containers 7 8717
8 4,140
9 21,147

< —

: Tomcat ApplicationServer I : Tomcat ApplicationServer

: Postgresql DB MD F : Postgresql DB

nginx file server L nginx file server

Log server (Codebeamer) Log server (Codebeamer)

rmos=

o
] |
] -
b || oscis
- mSC14
. £ oml—] | mscis
Component Composition Example g Esei2
2 50% | | @sci10
- . . 8 =
* An application with 4 components has 15 compositions 3 ] | | ‘el
* One or more component(s) deployed to each VM § e
* Each VM launched to separate physical machine o] | Hjec
B sc2
o | | msc1
M: Tomcat ApplicationServer . |
D: Postgresql DB
E Eglgms((:ll'lveefe(g:éebeamer) a7 CPU time dlskreahs disk writes networkreads networkwrites
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School of Engineering and Technology, UW-Tacoma

Resource utilization profile changes
from component composition
M-bound RUSLE2 Soil Erosion Model

100% ‘ ‘

0% -——

] —
A Resource Utilization

* Box size shows absolute deviation (+/-) from mean
* Shows relative magnitude of performance variance s Change 15
E T msots E Min to Max Utilization 15
8 mSC12 s 12
8 ESC1L 8 11
= L Essccléo s m-bound d-bound c’;’
g o sos § CPU time: 6.5% 5.5% o8
& [ | mEs & Disk sector reads: 14.8%  819.6% =
— B Disk sector writes: 21.8% 111.1% &
e Network bytes received: 144.9% 145% (2

Network bytes sent: 143.7% 143.9%

networkreads network writes

diskwrites

CPUtime diskreads

diskreads  diskwrites  networkreads nhetworkwrites

CPUtime

PERFORMANCE IMPLICATIONS OF

APPLICATION DEPLOYMENTS

§ " bound 465 VW 20 difl ensemblos (100 ) £ A Performance Chan ge:
z Min to max performance
=451 |
Slower depl ts £ si
o epoym: P -un 1Y M-bound:  14%
- . 0
Faster deployments : N F D-bound: 25.7%
-10 =IO [| |:| |:|

scl sc2 sc3 scd sc5 sc6 sc7 sc8 sc9 sc10scllsc12sc13scldscls

Service Configurations

PERFORMANCE IMPLICATIONS OF

APPLICATION DEPLOYMENTS

scl sc2 sc3 scd sc5 sc6 sc7 scB sc9 scl0scllscl2sc13scldscls

Service Configurations

CLOUD COMPUTING DELIVERY MODELS

= [nfrastructure-as-a-Service (laaS)
| = Platform-as-a-Service (PaaS) |
= Software-as-a-Service (SaaS)

Serverless Computing:
= Function-as-a-Service (FaaS)

= Examples: N
= Container-as-a-Service (CaaS) = Google App Engine B &\ 9
= Other Delivery Models = Heroku = —H
= AWS Elastic Beanstalk -

TCSS562: Software Engineering for Cloud Computing [Fall 2020]

School of Engineering and Technology, University of Washington - Tacoma 1es3

October 19, 2020

PLATFORM-AS-A-SERVICE

= Predefined, ready-to-use, hosting environment
= Infrastructure is further obscured from end user

= Scaling and load balancing may be automatically
provided and automatic
= Variable to no ability to influence responsiveness

Clents

=

= AWS Lambda (FaaS)

Tessse2: i loud C: all 2020]
School of Engineering and Technology, University of Washington - Tacoma

October 19, 2020
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TCSS 562: Software Engineering for Cloud Computing [Fall 2020]
School of Engineering and Technology, UW-Tacoma

USES FOR PAAS CLOUD COMPUTING DELIVERY MODELS
= Cloud consumer = [Infrastructure-as-a-Service (laaS)
= Wants to extend on-premise environments into the cloud = Platform-as-a-Service (PaaS)

for “web app” hosting
= Wants to entirely substitute an on-premise hosting
environment

I = Software-as-a-Service (Saa$S) I

Serverless Computing:

= Cloud consumer wants to become a cloud provider and

deploy its own cloud services to external users = Function-as-a-Service (FaaS)
= Container-as-a-Service (CaaS)
= PaaS spares IT administrative burden compared to laaS = Other Delivery Models

TCSS562: ineering for Cloud C 2020)
School of Engineering and Technology, University of Washington - Tacoma

October 19, 2020 Tcssssz; Software Engineering for Cloud Computing [Fall 2020] 1655 56

School o Technology, y Tacoma October 19, 2020

Gloud Cloud Cloud
Sonico Sonico Sonico
A 5 ¢
SOFTWARE-AS-A-SERVICE f
= Software applications as shared cloud service T T T
. . Ready-Made. Ready-Made. Ready-Made.
= Nearly all server infrastructure management is Emsarindoi A Ewanert 8 Emiunmant C
abstracted away from the user A
. . 8
= Software is generally configurable B = =] =]
= SaaS can be a complete GUI/UI based environment
= Or Ul-free (database-as-a-service) | |}  L——0—————
= SaaS offerings Sva?e' ;’J&‘;‘
= Google Docs : :
= Office 365 g '
= Cloud9 Integrated Development Environment %
= Salesforce Physial
o
TCSS562: Softy Engi ing for Cloud C iting [Fall 2020]
oo a0 | g n ety ey o coms “ e oy oo Twons

CLOUD COMPUTING DELIVERY MODELS

= [nfrastructure-as-a-Service (laaS)

= Platform-as-a-Service (PaaS) SERVE RLESS COM PUTI NG

Introducing Cloud 2.0

= Software-as-a-Service (SaaS)

| Serverless Computing: |
= Function-as-a-Service (FaaS)

= Container-as-a-Service (CaaS)
= Other Delivery Models Seryerless Computing t

ithout

1659

October 19, 2020 Tcssssz; Software Engineering for Cloud Computing [Fall 2020]

School o Technology, y Tacoma
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TCSS 562: Software Engineering for Cloud Computing [Fall 2020]

School of Engineering and Technology, UW-Tacoma

SERVERLESS COMPUTING

SERVERLESS COMPUTING

Configur,
n amic oel .
Mrer  Maoksaeas ‘ " What is {
How can | control Serverlesso a)

" V o access from my servers?
o f—
xages SN0 qes?
hich P2 ¢ ima
b\,ﬁed into my 580V
e

vow

ve ; T
wil neW5ﬁfversv Build and run applications
(AAHHHHHHHHH!) qeployed ©™ " P
How will the application deploye® without thinking about servers
handle server hardware failure? g users urez“ie(sn s ~ -
hardwars'fallure; o <
2085 oo H %
e Xt o %, ¥y
IR wsS Sholnap, s, Wansin
on u e \ ] Sey 2, S
W;ﬁ/sm « 5“0““:\@\10 o When should | decide to /bqueI'V rs Lee O TCssS62: ineering for Cloud Computing [Fall 2020) o6
w0 o® scale out my servers? forp e 4 School of Engineering and Technology, University of Washington - Tacoma

SERVERLESS COMPUTING

SERVERLESS COMPUTING - 2

{ Pay only for J
CPU/memory utilization

| High Availability |

Evolving
to serverless
SERVERLESS

T & &
=8 & | FaultTolerance |
= Infrastructure EIasﬁcity] [ No Setup J
o [ Funcfion-as-a-Service J
o Snan (FAAS)

CLOUD COMPUTING DELIVERY MODELS

SERVERLESS COMPUTING

= Infrastructure-as-a-Service (laaS)
= Platform-as-a-Service (PaaS)

Why Serverless Computing?
= Software-as-a-Service (SaaS)

Many features of distributed systems,
Serverless Computing:

| = Function-as-a-Service (FaaS) |
= Container-as-a-Service (CaaS)
= QOther Delivery Models

that are challenging to deliver, are
provided automatically
...they are built into the platform

TCSS562: ineering for Cloud Computi 2020) L6 ‘

(i 20D 5ehodl of Engincerng andTechnology/University/of Tacoma
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TCSS 562: Software Engineering for Cloud Computing
School of Engineering and Technology, UW-Tacoma

SERVERLESS VS. FAAS

= Serverless Computing

= Refers to the avoidance of managing servers

= Can pertain to a number of “as-a-service” cloud offerings
= Function-as-a-Service (Faa$S)

= Developers write small code snippets (microservices)
which are deployed separately

= Database-as-a-Service (DBaaS)
= Container-as-a-Service (CaaS)
= Others...

= Serverless is a buzzword
= This space is evolving...

October 19, 2020 TCS5562: Software Engineering for Cloud Computing [Fall 2020]
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FAAS PLATFORMS

AWS Lambda
[ Azure Functions ] 3
| IBM Cloud Functions |

[Google Cloud Funcfions

{[ Apache OpenWhisk J
Open Source
Fn (Oracle)

AWS LAMBDA
Using AWS Lambda
Bring your own code Simple resource model
lode.js, Java, Python, : \];> « Select power rating from

N
c# v 128MBto' 3 GB
« Bring your own libraries + CPU and network
(even native ones) allocated proportionately

Flexible use o Flexible authorization
W | « Synchronous or :? « Securely grant access to
asynchronous ‘ V2 resources and VPCs
« Integrated with other « Fine-grained control for
AWS services invoking your functions

Images credit: aws.amazon.com

FAAS PLATFORMS - 2

= New cloud platform for hosting application code

= Every cloud vendor provides their own:

= AWS Lambda, Azure Functions, Google Cloud Functions,
IBM OpenWhisk

= Similar to platform-as-a-service
= Replace opensource web container (e.g. Apache

Tomcat) with abstracted vendor-provided
black-box environment

TCSS562: ineering for Cloud C 2020)
School of Engineering and Technology, University of Washington - Tacoma
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FAAS PLATFORMS - 3

= Many challenging features of distributed systems
are provided automatically

= Built into the platform:

= Highly availability (24/7)
= Scalability

= Fault tolerance

October 19, 2020 TCSS562: Software Engineering for Cloud Computing [Fall 2020]

School of Engineering and Technology, University of Washington - Tacoma e

CLOUD NATIVE

SOFTWARE ARCHITECTURE

= Every service with a different pricing model

! Example: Weather Application i

s3 API GATEWAY DYNAMODB

e

TCSS562: ineering for Cloud C 2020)
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TCSS 562: Software Engineering for Cloud Computing

School of Engineering and Technology, UW-Tacoma

IAAS BILLING MODELS

= Virtual machines as-a-service at ¢ per hour
= No premium to scale:

@ 1 hour
@ 1000 hours

1000 computers
= 1 computer

= |llusion of infinite scalability to cloud user

Spot nstance Pricing History

= As many computers as you can afford

= Billing models are becoming
increasingly granular

= By the minute, second, 1/10th sec

= Auction-based instances:
Spot instances >

[Fall 2020]

October 19, 2020 g:ssssz;SDf(_ware_Engineering for Cloud Computing [Fall 2020]
y

Technology,
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FAAS COMPUTING

BILLING MODELS

= AWS Lambda Pricing

= FREE TIER:
first 1,000,000 function calls/month > FREE
first 400 GB-sec/month > FREE

= Afterwards: obfuscated pricing (AWS Lambda):
$0.0000002 per request
$0.000000208 to rent 128MB / 100-ms

TCSS562: ineering for Cloud C 2020)
School of Engineering and Technology, University of Washington - Tacoma

October 19, 2020
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WEBSERVICE HOSTING EXAMPLE

= ON AWS Lambda
= Each service call: 100% of 1 CPU-core
100% of 4GB of memory

= Workload: 2 continuous client threads
= Duration: 1 month (30 days)
= ON AWS EC2:
u Amazon EC2 c4.large 2-vCPU VM
= Hosting cost: $72/month
c4.large: 10¢/hour, 24 hrs/day x 30 days

="How much would hosting this workload
cost on AWS Lambda?

October 19, 2020 TCSS562: Soft‘ware.Engineering for Cloud Fom?u(ing [Fall ?UZU]
school of Technology, y Tacoma
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PRICING OBFUSCATION

= Workload: 20,736,000 GB-sec
= FREE: - 400 GB-sec
:;h Worst-case scenario = ~4.8x !

™ AWS EC2: $72.00

Ll AWS Lambda: $345.88

n c/— oo

= Calls: $.84
= Total: $345.88

=" BREAK-EVEN POINT = ~4,326,927 GB-sec-month

FAAS PRICING

= Break-even point is the point where renting VMs or
deploying to a serverless platform (e.g. Lambda)
is exactly the same.

= Qur example is for one month
= Could also consider one day, one hour, one minute

= What factors influence the break-even point for an
application running on AWS Lambda?

1677

October 19, 2020 TCSS562: Soft‘ware.Engineering for Cloud Fom?u(ing [Fall ?UZU]
school of Technology, y Tacoma

FACTORS IMPACTING PERFORMANCE OF

FAAS COMPUTING PLATFORMS

= Infrastructure elasticity

= Load balancing

= Provisioning variation

= Infrastructure retention: COLD vs. WARM
= Infrastructure freeze/thaw cycle

= Memory reservation

= Service composition

TCSS562: ineering for Cloud C 2020)
School of Engineering and Technology, University of Washington - Tacoma
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TCSS 562: Software Engineering for Cloud Computing [Fall 2020]

School of Engineering and Technology, UW-Tacoma

FAAS CHALLENGES

=Vendor architectural lock-in - how to migrate?

= Pricing obfuscation - is it cost effective?

= Memory reservation - how much to reserve?
mService composition - how to compose software?
= Infrastructure freeze/thaw cycle - how to avoid?

TCS$562: Software Engineering for Cloud Computing [Fall 2020]

School of Engineering and Technology, University of Washington - Tacoma o7

October 19, 2020

VENDOR ARCHITECTURAL LOCK-IN

= Cloud native (FaaS) software architecture requires
external services/components

s Client el s s

c
s3 API GATEWAY DYNAMODB

Images credit: aws.amazon.com

= Increased dependencies > increased hosting costs

PRICING OBFUSCATION

MEMORY RESERVATION

QUESTION...
= VM pricing: hourly rental pricing, billed to = Lambda memory v Basic settings
nearest second is intuitive... reserved for functions
Temry (MB) o
= FaaS pricing: = Ul provides “slider bar”

AWS Lambda Pricing

to set function’s
memory allocation

FREETIER: first 1,000,000 function calls/month > FREE = Resource capacity (CPU, Do 3
first 400 GB-sec/month > FREE disk, network) coupled to
AT Broge Performance

= Afterwards: $0.0000002 per request

$0.000000208 to rent 128MB / 100-ms

October 19, 2020 16.81

TCSS562: Software Engineering for Cloud Computing [Fall 2020]
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“every doubling of memory,
doubles CPU...”

= But how much memory do model services require?

TCSS562: ineering for Cloud C ing [Fall 2020]

School of Engineering and Technology, University Tacoma o8z

October 19, 2020

SERVICE COMPOSITION

= How should application code be composed for
deployment to serverless computing platforms?
Client flow control,  Server flow control,

INFRASTRUCTURE FREEZE/THAW CYCLE

Unused infrastructure is deprecated &
e But after how long? @

Monolithic Deployment ghfunctions _ 3functions Infrastructure: VMs, “containers”
£9-9-0-9 -0 [-em Provider-COLD / VM-COLD Performance
:::g *-Q-o- ? * “Container” images - built/transferred to VMs
- -~ BUAR | Container-COLD
= Recommended practice: 4) e Image cached on VM
Decompose into many microservices 3 Container-WARM

= Platform limits: code + libraries ~250MB  performance

= How does composlition Impact the number of
functlon Invocatlons, and memory utllization?

e “Container” running on VM

Image from: Denver7 — The Denver Channel News

Slides by Wes J. Lloyd
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AWS

FUNCTION-AS-A-SERVICE | Lembua

Demo

[Fall 2020]

CLOUD COMPUTING DELIVERY MODELS

= Infrastructure-as-a-Service (laaS)
= Platform-as-a-Service (PaaS)
= Software-as-a-Service (SaaS)

Serverless Computing:

= Function-as-a-Service (FaaS)
| = Container-as-a-Service (Caa$S) |
= QOther Delivery Models

TCSS562: ineering for Cloud Computi 2020)
School of Engineeri Technology, University i Tacoma

October 19, 2020

us |

CONTAINER-AS-A-SERVICE

= Cloud service model for deploying application containers
(e.g. Docker) to the cloud

= Deploy containers without worrying about managing
infrastructure:
= Servers
= Or container orchestration platforms

= Container platform examples: Kubernetes, Docker swarm, Apache
Mesos/Marathon, Amazon Elastic Container Service

= Container platforms support creation of container clusters on the
using cloud hosted VMs

= CaaS Examples:
= AWS Fargate
= Azure Container Instances
= Google KNative

October 19, 2020 ;cssssz;Sof(_ware_sngineering for Cloud Computing [Fall 2020] o8
y

Technology,

acoma

CLOUD COMPUTING DELIVERY MODELS

® Infrastructure-as-a-Service (laaS)
= Platform-as-a-Service (PaaS)
= Software-as-a-Service (SaaS)

Serverless Computing:
= Function-as-a-Service (FaaS)
= Container-as-a-Service (CaaS)

| = QOther Delivery Models |
TCSS562: i i loud C¢ i 2020]
‘ (e, 20D Schoolof Engineering and Technology, Universty of Washi Tecoma Lese ‘

OTHER CLOUD SERVICE MODELS

= laaS
= Storage-as-a-Service
= PaaS
= Integration-as-a-Service
= SaaS
= Database-as-a-Service
= Testing-as-a-Service
= Model-as-a-Service
u?
= Security-as-a-Service
= Integration-as-a-Service

October 19, 2020 Tcssssz; Software Engineering for Cloud Computing [Fall 2020]

School o Technology, y Tacoma
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OBJECTIVES - 10/19

= Questlons from 10/14
= From: Cloud Computing Concepts, Technology & Architecture:
Cloud Computing Concepts and Models:

= Roles and boundaries
= Cloud characteristics
= Cloud delivery models
| =Cloud deployment models |

= 2nd hour:

= Introduce Tutorial #3 - Best Practices for Working with
Virtual Machines on Amazon EC2

= Term project case studies
= Team planning

ing for Cloud C i 2020]

T "
(i 20D Sehosl of Engineering andTechnolosylUnwversity of S coma

1650
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CLOUD DEPLOYMENT MODELS

= Distinguished by ownership, size, access

= Four common models
= Public cloud
= Community cloud
= Hybrid cloud
= Private cloud

October 19, 2020 TCS5562: Software Engineering for Cloud Computing [Fall 2020] ‘ oot ‘

School of Engineering and Technology, University of Washington - Tacoma

PUBLIC CLOUDS

organizations

TCSS562: ing for Cloud Computi 2020) 692
School of Engineering and Technology, University of Washington - Tacoma

October 19, 2020

COMMUNITY CLOUD

= Specialized cloud built and TR~
shared by a particular g
community

= |Leverage economies of scale
within a community

= Research oriented clouds

= Examples: . ) =
= Bionimbus - bioinformatics -

e EEE B BEE

commaniyof oganzatons

PRIVATE CLOUD

= Compute clusters o]
configured as ~N N\ —
laaS cloud “—

= Open source software floscie)
= Eucalyptus

= Openstack

= Apache Cloudstack

= Nimbus

= Virtualization:
XEN, KVM, ... organization

TC55562: Software Engineering for Cloud Computing [Fall 2020] ‘ 693
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HYBRID CLOUD

= Extend private cloud typically =S

with public or community cloud

resources o —"
= Cloud bursting:

Scale beyond one cloud when PN

resource requirements exceed “

local limitations L —— - N—
= Some resources can remain

local for security reasons

Eﬂ

OTHER CLOUDS

= Federated cloud
= Simply means to aggregate two or more clouds together
= Hybrid is typically private-public
= Federated can be public-public, private-private, etc.
= Also called inter-cloud

= Virtual private cloud
= Google and Microsoft simply call these virtual networks
= Ability to interconnect multiple independent subnets of cloud
resources together
= Resources allocated private IPs from individual network subnets can
communicate with each other (10.0.1.0/24) and (10.0.2.0/24)
= Subnets can span multiple availability zones within an AWS region

TCS5562: Software Engineering for Cloud Computing [Fall 2020] ‘ 1695
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TCSS 562: Software Engineering for Cloud Computing [Fall 2020]

School of Engineering and Technology, UW-Tacoma

WE WILL RETURN AT TCSS 562

~7:12PM K &4 TERM PROJECT

TCSS562: Software Engineering for Cloud Computing [Fall 2020]
Coiobesgia20zy School of Engineering and Technology, University of Washington -

TCSS 562 TERM PROJECT DESIGN TRADE-OFFS

= Build a serverless cloud native application = Service composition
= Switchboard architecture:

= Application provides case study to investigate " compose services in single package
= Address COLD Starts

architecture/design trade-offs
= Infrastructure Freeze/Thaw cycle of AWS Lambda (FaaS)
= Application provides a vehicle to compare and contrast = Full service isolation (each service is deployed separately)

one or more trade-offs = Application flow control

= client-side, step functions, server-side controller, asynchronous
hand-off

= Programming Languages

= Alternate FaaS Platforms

TCSS562: ineering for Cloud Computi 2020) L6100 ‘

(e, 20D School of Engineering and Technology, University Tacoma
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DESIGN TRADE-OFFS - 2 OTHER PROJECT IDEAS

= Elastic File System (EFS)
Performance & Scalability Evaluation

= Resource contention study using CpuSteal metric

= Alternate Cloud Setrvices (e.g. databases, queues, etc.)
= Compare alternate data backends for data processing pipeline

= Performance varlabllity (by hour, day, week, and host

locatlon)

= Deployments (to different zones, regions)

= & others...

= Service abstraction
= Abstract one or more services with cloud abstraction
middleware: Apache libcloud, apache jcloud; make code
cross-cloud; measure overhead

16102
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SERVERLESS APPLICATIONS

= Extract Transform Load Data Processing Plpellne
= * >>>This is the STANDARD project<<< *
= Batch-oriented data
= Stream-oriented data

= Image Processing Plpellne
= Apply series of filters to images
= Stream Processing Pipeline
= Data conversion, filtering, aggregation, archival storage

Can use AWS Kinesis Data Streams and DB backend:

= https://aws.amazon.com/getting-started/hands-on/build-serverless-real-time-
data-pr i pp-lambda-kinesis-s3-d gnito-athena

= Kinesis data streams claim multiple GB/sec throughput
= What throughput can Lambda ingest directly?
= What is the cost difference?

EXTRACT TRANSFORM LOAD

DATA PIPELINE

= Service 1: TRANSFORM

= Read CSV file, perform some transformations
= Write out new CSV file

= Service 2: LOAD
= Read CSV file, load data into relational database

= Cloud DB (AWS Aurora), or local DB (Derby/SQLite)
= Derby DB and/or SQLite code examples to be provided in Java

TCS5562: Software Engineering for Cloud Computing [Fall 2020]

School of Engineering and Technology, University of Washington - Tacoma 16103

October 19, 2020

TCSS562: i 2020)
School of Engineering and Technology, University of Washington - Tacoma

October 19, 2020 16104 ‘

EXTRACT TRANSFORM LOAD

DATA PIPELINE - 2

= Service 3: QUERY

= Using relational database, apply filter(s) and/or functions to
aggregate data to produce sums, totals, averages

= Qutput aggregations as JSON

SERVICE COMPOSITION

A C 3 services
Full Service

Isolation

Fine grained 2 services
services

A B C 1 service

Full Service
Aggregation

Remote
Client

Other possible compositions: group by library, functional cohesion, etc.

TCS5562: Software Engineering for Cloud Computing [Fall 2020]
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SWITCH-BOARD ARCHITECTURE

APl Gat:
ateway @
QH% @ g g 1 service
Remote @ @ @
Client Switchboard
Single deploy ' with lidated codet (Java: one JAR file)
Entry method i i logic

Case statement that route calls to proper service

Routing is based on data payload
Check if specific parameters exist, route call accordingly

Goal: reduce # of COLD starts to improve performance

APPLICATION FLOW CONTROL

= Serverless Computing:

= AWS Lambda (FAAS: Function-as-a-Service)
= Provides HTTP/REST like web services

= Client/Server paradigm

= Synchronous web service:
= Client calls service
= Client blocks (freezes) and waits for server to complete call
= Connection is maintained in the “OPEN” state
= Problematic if service runtime is long!
= Connections are notoriously dropped
= System timeouts reached
= Client can’t do anything while waiting unless using threads

TCSS562: Software Engineering for Cloud Computing [Fall 2020]
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APPLICATION FLOW CONTROL - 2

= Asynchronous web service
= Client calls service
= Server responds to client with OK message
= Client closes connection
= Server performs the work associated with the service
= Server posts service result in an external data store
= AWS: S3, SQS (queueing service), SNS (notification service)

[Fall 2020]

APPLICATION FLOW CONTROL - 3

Client flow control Microservice as controller @
Srenronous

s
- @
a
Remote APl Controller
iy Gateway

Microservices (@ Microservices

Remote AR
Client Gateway

(a)

Eﬁ@

AWS Step Functian@ Asynchronous

Microservices

APl Gateway

Client - AWS Step Function Remote L
Client Polling Mestage
Queue

(& Microservices @

October 19, 2020 TCS5562: Software Engineering for Cloud Computing [Fall 2020]
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PROGRAMMING LANGUAGE COMPARISON

= FaaS platforms support hosting code in multiple
languages

= AWS Lambda- common: Java, Node.js, Python
= Plus others: Go, PowerShell, C#, and Ruby

= Also Runtime API (“BASH”) which allows deployment of
binary executables from any programming language

= August 2020 - Our group’s paper:

= https://tinyurl.com/y46eq6np

= |f wanting to perform a language study either:
= Implement in C#, Ruby, or multiple versions of Java, Node.js, Python
= OR implement different app than TLQ (ETL) data processing pipeline

October 19, 2020 TCS5562: Software Engineering for Cloud Computing [Fall 2020]

School of Engineering and Technology, University of Washington - Tacoma Lot

FAAS PLATFORMS

= Many commercial and open source FaaS platforms exist

= TCSS562 projects can choose to compare performance and
cost implications of alternate platforms.

= Supported by SAAF:

= AWS Lambda

= Google Cloud Functions
= Azure Functions

= |IBM Cloud Functions

TCSS562: ineering for Cloud C 2020)
School of Engineering and Technology, University of Washington - Tacoma

October 19, 2020 6112

DATA PROVISIONING

= Consider performance and cost implications of the data-tier
design for the serverless application

= Use different tools as the relational datastore to support
service #2 (LOAD) and service #3 (EXTRACT)

L] L / Relatlonal:

= Amazon Aurora (serverless cloud DB), Amazon RDS (cloud DB),
DB on a VM (MySQL), DB inside Lambda function (SQLite,
Derby)

= NO SQL / Key/Value Store:
= Dynamo DB, MongoDB, S3

TCSS562: Software Engineering for Cloud Computing [Fall 2020]
(S T Y Sehoolof Engineernaandiechnolosyilnvers Y ciiWes hinetonETecoms
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PERFORMANCE VARIABILITY

= Cloud platforms exhibit performance variability which
varies over time

= Goal of this case study is to measure performance
variability (i.e. extent) for AWS Lambda services by hour,
day, week to look for common patterns

= Can also examine performance variability by availability
zone and region
= Do some regions provide more stable performance?

= Can services be switched to different regions during different
times to leverage better performance?

= Remember that performance = cost
= |f we make it faster, we make it cheaper...

TCSS562: ineering for Cloud C 2020)
School of Engineering and Technology, University of Washington - Tacoma
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ELASTIC FILE SYSTEM (AWS EFS)

= Traditionally AWS Lambda functions have been limited to
500MB of storage space

= Recently the Elastic File System (EFS) has been extended to
support AWS Lambda

= The Elastic File System supports the creation of a shared
volume like a shared disk (or folder)
= EFS is similar to NFS (network file share)

= Multiple AWS Lambda functions and/or EC2 VMs can mount and
share the same EFS volume

= Provides a shared R/W disk
= Breaks the 500MB capacity barrier on AWS Lambda
= Downside: EFS is expensive: ~30 ¥/GB/month
= Pro]ect: EFS performance & scalability evaluation on Lambda

October 19, 2020 Tcssssz; Software Engineering for Cloud Computing [Fall 2020]
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= CpuSteal: Metric that measures when a CPU core is ready to
execute but the physical CPU core is busy and unavailable

= Symptom of over provisioning physical servers in the cloud

= Factors which cause CpuSteal:
1. Physical CPU is shared by too many busy VMs
2. Hypervisor kernel is using the CPU

On AWS Lambda this would be the Firecracker MicroVM which is
derived from the KVM hypervisor

3. VM’s CPU time share <100% for 1 or more cores, and 100% is
needed for a CPU intensive workload.
=  Man procfs - press “/” - type “proc/stat”
= CpuSteal is the 8t column returned
=  Metric can be read using SAAF in tutorial #4

TCSS562: ineering for Cloud C¢ i 2020]

(i 20D School of Engineering and Technology, University Tacoma
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CPUSTEAL CASE STUDY

= On AWS Lambda (or other Faa$S platforms), when we run
functions, how much CpuSteal do we observe?

= How does CpuSteal vary for different workloads? (e.g.
functions that have different resource requirements)

= How does CpuSteal vary over time hour, day, week,
location?

= How does CpuSteal relate to function performance?

TCS5562: Software Engineering for Cloud Computing [Fall 2020]
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QUESTIONS
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QUESTIONS
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