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CometCloud Manages Business Workflows on Federated Cloud 
Infrastructure

Public clouds have emerged
as an important solution that
enables the renting of
resources on-demand and
supports a pay-as-you-go
pricing policy. Furthermore,
private clouds or data cen-
ters, which cater to a
restricted set of users within
an organizational domain,
are exploring the possibility
of scaling out to public
clouds to respond to un-
anticipated resource require-
ments. 

Rutgers and Xerox collabo-
rated to develop and deploy
an innovative framework for
executing business work-
flows using a dynamically
federated cloud infrastruc-
ture. The framework builds
on CometCloud, an autonomic cloud engine developed at Rutgers, and dynamically federates hybrid infra-
structure, such as private clouds, enterprise data centers, grids, and public clouds, on demand, to meet the
requirements and constraints of the business workflow. An enterprise workflow typically consists of an
ordered set of heterogeneous applications (stages), each of which may have specific resource requirements
and constrains in terms of performance, completion time, cost, data privacy, etc. Using CometCloud, differ-
ent workflow stages can be deployed on the appropriate mix of resources to satisfy application require-
ments and constraints. 

Test bed based on Supervisory Control and Data Acquisition (SCADA)  
systems provides a platform for testing both hardware and software.
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The breakthrough enabled Rutgers and Xerox to demonstrate for the first time a number of key capabilities
in a single framework: 1) Dynamic cloud federation - managing resources across multiple private and pub-
lic clouds in order to dynamically scale the execution of application workflows up, down, and/or out and/or
to compose appropriate capabilities, according to high-level policies; 2) Programming management -
resource scheduling and provisioning within the federated cloud infrastructure; and 3) Workflow deploy-
ment -  deployment of real-world application workflows running on the federated cloud infrastructure.
Specifically, the hybrid infrastructure used in the demonstration dynamically integrated private clouds at
Rutgers and ACS with the Amazon EC2 public cloud.

Such an autonomic workflow framework can dynamically select an optimal mix of resource classes (clouds
or grids provider, types of nodes, the number of nodes, etc.) based on application QoS and resources
requirements (e.g., performance, latencies), user policies (e.g., budget, deadline), and constraints (e.g.,
security/privacy). The workflow framework can also monitor the execution of the applications services
within the workflow, and can adapt both the resource provisioning as well as the services to ensure that
the application requirements and user constraints continue to be satisfied. Adaptations may involve scal-
ing resources up, down, or out within the federated cloud infrastructure and can allow the system to han-
dle unanticipated situations such as workload bursts, system performance degradation, or resource
failures.

Economic Impact: In spite of being in its early stages, cloud computing is already reshaping the
IT world. In fact, according to The Wall Street Journal, four out of five businesses are moving or
planning to move some of their business functions to Cloud services. A recent report by Gartner
estimates that Cloud services will be a $150 billion industry by 2015. Enabling on-demand provi-
sioning and construction of hybrid federated cloud infrastructures has the potential to reduce
computational costs and improve efficiency of cloud computing service centers. These structures
can support heterogeneous and dynamic workloads and on-demand cloud bridging. Federated
cloud infrastructures also provide opportunities to improve application quality of service and
lower cost by mapping applications of scientific or business workflows to appropriate resource
providers. 

For more information, contact Manish Parashar, 732.445.5388, parashar@rutgers.edu.
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Autonomic Critical Infrastructure Protection System (ACIP)

Numerous serious cybersecurity exposures occur
because of widespread use of Supervisory Control
and Data Acquisition (SCADA) systems that were
never designed with security in mind. Consequently,
SCADA systems become a prime target for cyberat-
tacks due to the profound and catastrophic impacts
they can have on our economy and on all aspects of
our life. In fact, critical infrastructures have expanded
to include not only the energy critical infrastructures,
but also many process control systems, networks,
and infrastructures of which approximately 85% are
privately owned. 

A recent Forrester survey reported that 75% of orga-
nizations experienced Distributed Denial of Service
Attacks (DDoS) even though they implemented
cybersecurity solutions. One third of attacked organi-
zations experienced service disruptions. 

The problem is that many of the systems are ineffective against novel and well-organized attacks. The
nation’s critical energy infrastructures (power, water, gas and oil) are moving to modernize their industrial
control systems to build what is referred to as “Smart Grids” that use advanced computing and communi-
cations technologies to bring knowledge so they can operate far more robustly and more efficiently. 

Motivated by these exposures, researchers at the Center for Autonomic Computing (CAC) and industrial
center members (Raytheon and AVIRTEK) are collaborating to develop an innovative cybersecurity
approach based on autonomic computing technology. It is analogous to the human nervous system
where computing systems and applications can be self-configured, self-optimized, self-healed, and self-
protected with little involvement from the users and/or system administrators. CAC has successfully devel-
oped and implemented an Autonomic Critical Infrastructure Protection (ACIP) appliance and currently
being tested and evaluated. This involves evaluating the appliance’s self-protection capabilities using an
industrial process control test bed that offers multiple capabilities for both hardware and software experi-
mentation. 

This breakthrough technology is validating the thesis that autonomic paradigms have the potential to
detect and mitigate cyber threats launched against industrial control systems. Responding faster than a
human operator, SCADA and their associated control elements can effectively immunize against cyber
malware and mitigate the effects of control. 

Economic Impact:  Enhancing the ability of the nation to provide undisrupted service of electric
power, clean potable water, transportation, and other necessary societal support services, saves
lives, preserves the domestic tranquility, and can help protect industry’s and the nation’s eco-
nomic vitality.  The economic impacts of avoiding such cyber attacks are difficulty to estimate.
That said, a study conducted by the same group, Forrester Consulting, indicated that organiza-

Test bed based on Supervisory Control and 
Data Acquisition (SCADA) systems provides a 
platform for testing both hardware and 
software.
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tions that provide online services as their core business stand to lose millions of dollars per hour
when their services are down. The ACIP technology when fully matured can be exploited by west-
ern world societies to immunize critical infrastructures against being targeted by malcontents
and terrorists. 

For more information, contact Salim Hariri, 520.621.4378, hariri@ece.arizona.edu.

Demand-driven Service and Power Management in Data Center

Power consumption represents an increasingly significant percentage of the cost of operating large data
centers. One approach to reduce power consumption in the data centers is to keep the computers in
standby or off modes except when the data center workload requires them to be fully on. This approach
depends on being able to effectively monitor performance, workloads, and to anticipate the need for
resources required to meet the users’ service-level agreements of that generate the workload.

This project has generated: a) mechanisms to monitor, model and predict workloads associated with indi-
vidual services; b) models for prediction of global resource demands; c) data management methods based
on control theory and market-based approaches; d) mechanisms to minimize the cost of providing individ-
ual services while globally minimizing power consumption;  and e) development and evaluation of soft-
ware that implements all of the aforementioned methods. Ongoing experimental evaluations on an IBM
BladeCenter have shown that the proposed approach can efficiently and stably reduce thermal hotspots,
power consumption and performance degradation caused by virtual machine consolidation, while balanc-
ing conflicting objectives.  

Data centers are used by banks, investment firms, research organizations, major municipalities and 
by homeland security. 
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Economic Impact: Annual energy and administration costs associated with today’s data centers
amount to billions of dollars; power and cooling rates are increasing by an alarming 8 fold every
year and are becoming the dominant part of IT budgets. The high-energy consumption of mod-
ern data centers causes excessive heat dissipation, which, in turn, increases cooling costs and
server failure rates. One of CAC’s main research thrusts aims to address these problems because
doing so lowers data center ownership costs in all sectors of today’s economy. Doing so can also
increase the reliability of the infrastructure that provides critical services. 

For more information, contact Jose Fortes, 352.392.9265, fortes@ufl.edu. 
 2014 Compendium of Industry-Nominated NSF I/UCRC Technological Breakthroughs   57



58     2014 Compendium of Industry-Nominated NSF I/UCRC Technological Breakthroughs 


	Center for Cloud and Autonomic Computing (CAC)
	CometCloud Manages Business Workflows on Federated Cloud Infrastructure
	Autonomic Critical Infrastructure Protection System (ACIP)
	Demand-driven Service and Power Management in Data Center



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


