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Abstract—The capabilities of autonomy have grown to
encompass new application spaces that until recently were
considered exclusive to humans. In the past, automation has
focused on applications where it was preferable to completely
replace the human. Today, though, we have the opportunity to
leverage the complementary strengths of both human and
autonomy technologies to maximize performance and limit risk,
and the human should therefore remain “in” or “on” the loop. To
adequately assess when and how to accomplish this, it requires us
to assess not only the capabilities, but the risks and the ethical
questions; coupled to this are the issues with degradation of
performance in specific instances (for instance, recovery from
failure) that may require a human to remain the sole control
authority. This paper investigates the contributors to
success/failure in current human-autonomy integration
frameworks, and proposes guidelines for safe and resilient use of
humans and autonomy with regard to performance, consequence,
and the stability of human-machine switching. Key to our
proposed approach are (i) the relative error rate between the
human and autonomy and (ii) the consequence of possible events.

either an active participant (“in-the-loop”) or take on a
supervisory role (“on-the-loop”) to ensure safe and effective
operation (particularly in the case of failure modes).
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II. STATE-OF-THE-ART AUTONOMY AND HUMAN-AUTONOMY
APPLICATIONS

human-machine

I. INTRODUCTION

The present work addresses the ambiguity in human/
autonomy role designation by investigating the contributors to
success and failure in current and proposed human-autonomy
control frameworks. We focus on the issues of confidence in
performance quality, consequence of control actions, and timescale issues. First, we examine the scope of applications that
could plausibly be performed by autonomy or human-autonomy
teams by reviewing the state-of-the-art in autonomy and humanautonomy integration. Second, we categorize human-autonomy
systems and review the types of failure modes that may be
experienced. We then elaborate on the notion of consequence as
it relates to the limits of autonomous decision-making and the
need for human involvement. Lastly, we provide guidance for
assessing the proper level of human involvement (and
consequently, autonomous involvement) across a broad range of
potential applications.

Automated systems have outperformed humans for more
than a century. For instance, assembly lines [1], autopilots [2],
and treatment plant automation [3] have all been employed to
improve efficiency and guard against human performance
degradation due to fatigue, high workload, complacency, and
other factors [4, 5, 6]. However, only in the past few years has
autonomy begun to outperform humans in tasks assumed to
require “human-like” perception and judgement. Such new
capabilities have raised new questions regarding what is lost by
replacing the human. The use of autonomy in situations where
the consequences of failure are significant has been the subject
of major debate [7].

A. The Range Between Human and Autonomy Control
It is important to note that there is a difference between
autonomy and automation. Automation is generally the
repetition of the same task with no or minimal adaption between
repetitions. Autonomy is allowing a system to adapt and make
decisions independent from constant human input, and that
there are varying degrees of autonomy. It is a continuous
spectrum, but for the purposes of this work we will classify the
levels of autonomy as: human, human in the loop (HIL), human
on the loop (HOL), and complete autonomy (note that level of
autonomy can vary between stages of the decision-making
process; see [8] for details).

A major question for any application that could potentially
be performed autonomously is: Should the human remain part
of the control loop? There are numerous commercial, domestic,
and military-relevant tasks/applications where humans cannot or
should not be relieved of all responsibility, and must remain

Human (H) control implies that the human is actively
involved in all aspects of an agent’s task, and this level of
autonomy most closely resembles automation. This does not
imply that a human does everything themselves, but that the
human is involved with all aspects of decision making. For
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example, a human may use a calculator or software
computation package to perform an analysis, or a human may
control all degrees of freedom of a teleoperated robot. In both
cases the autonomy is only executing the commands of the
human and does not make any but the most rudimentary
decisions. In human control: the human has a very high task
load for decision making; is the ultimate arbiter of decisions;
and is actively involved in all autonomy decisions.
Human-in-the-loop (HIL) control is characterized by the
human actively (often continuously) engaging in control
decisions. There are many examples of human-autonomy
teaming that provide improved performance compared to either
humans or autonomy in isolation. Advanced chess, also known
as “centaur chess”, combines humans actively making
decisions that are augmented by autonomous suggestions and
simulations, resulting in “extraordinary rises in the level of play
at both the tactical and strategic level” [9]. Similarly, recent
studies have investigated robotic surgery performed by a
surgeon continuously operating a remote interface (i.e.
teleoperation) [10, 11] while autonomy is employed for
stabilization and virtual fixtures to enhance safety [12]. This is
expected to result in shorter hospital stays and smaller incisions.
In human-collaborative industrial robot systems, a human
worker and robotic manipulator share a physical space [13]. In
such systems, safety is a major concern, as collisions with
industrial robots can cause injury [14]. In HIL, the human has a
large task load for decision making, is the ultimate arbiter of
decisions, and is actively involved in most, if not all, agent
decisions.
Human-on-the-loop (HOL) control is supervisory control
in which the human monitors the operation of autonomy, taking
over control only when the autonomy encounters unexpected
events or when failure occurs. Facebook M is a virtual assistant
that defers to humans when it has low confidence in its ability
to perform tasks on its own [15]. Although many existing
remotely piloted vehicle systems can be characterized as HIL
(with one or more operators per vehicle), HOL architectures are
also being implemented so that a single operator can control
multiple vehicles that may autonomously re-rout in
communications-denied environments, as envisioned in the
DARPA CODE program [16]. In HOL, the human has a
minimal task load for decision making, is the ultimate arbiter
for some, if not all, decisions, and is only actively involved in
the most crucial agent decisions.
Complete autonomy (CA) is often considered a sub-task of
supervisory control, as it is difficult to envision autonomous
agents operating sans any human intervention. This is the
“teammate” role, where there may even be a human “captain”
calling plays, but the agent understands its role and is allowed
to complete it with minimal intervention. In CA, the human has
a minimal task load for decision making, is not the ultimate
arbiter on decisions, and is only minimally involved in agent
decision making.

B. Human & Autonomy Involvement Considerations
Remarkable advancements in autonomy have occurred
over the past decade. Many of these advancements are a result
of novel machine learning techniques that fall under the popular
term “deep learning”. For instance, image recognition powered
by deep convolutional neural networks has surpassed humanlevel performance [17, 18], and video-game playing using deep
reinforcement learning has exceeded human levels on a wellknown gaming platform [19]. Google DeepMind recently
developed a Go-playing AI (AlphaGo) that trained its
value/policy neural networks using both supervised learning
from experts and reinforcement learning from self-play.
AlphaGo defeated a European Go champion [20], and months
later a world Go champion [21], demonstrating marked skill
improvement within the short time period. In spite of these
historical achievements, there is no evidence that deep learning
or other current forms of artificial intelligence will gain humanlevel general intelligence. Therefore, many systems will
include both human(s) and autonomy as part of a symbiotic
team.
The level of human vs. autonomy involvement necessary
and/or permissible to perform a particular task depends on the
nature of the task and any performance goals. In many cases,
the strengths of humans and autonomous systems are
complementary. In order to select optimal roles, it is important
to first consider the individual strengths of human and
autonomy as sensors and controllers. Humans are highly
flexible, operate well in dynamic environments, and are capable
of complex social interaction and moral judgement.
Autonomous systems are generally capable of higher
computational performance, produce repeatable results, can
handle multiple simultaneous tasks, and are not prone to
fatigue, stress, or boredom. The ‘Fitts list’ [22] is a compilation
of these general strengths/weaknesses and has traditionally
been used to inform (static) function allocation [23] between
humans and machines.
However, it is critical to acknowledge the dynamic
characteristics of the human operator and the coupled interplay
between agents. These factors imply a need for dynamic
adjustment between human and machine roles to maintain
optimal performance, yet it is not straightforward to decide
what to adjust and when to adjust it. Dynamic function
allocation [24] frameworks have been proposed to adaptively
allocate subtasks or adjust levels of automation involved in
these subtasks. The recent paradigm of “coactive design” [25,
26] goes beyond task decomposition and allocation, reasoning
that human-machine frameworks should be designed according
to mutual interdependence relationships. Understanding how
the agents’ actions affect one another can help the designer
predict the impact of changes to the system. The authors of [26]
stress the importance of communicating status/needs, ensuring
agent actions are predictable, and ensuring agents can be
directed by their counterparts. When neither the human nor the
autonomy perform a subtask reliably, flexibility is designed
into the system so that both can attempt the subtask.

III. HUMAN-AUTONOMY FAILURE AND RECOVERY
Two key factors in gauging the level of human and/or
autonomous involvement are (i) when and (ii) how these
systems fail. In addition to the potential failures of humans and
autonomy in isolation, new failure modes may arise from their
(improper) integration. It can be difficult to predict system
behavior—and therefore, failure behavior—a priori because of
the tight coupling between the human and autonomy [27]. In this
section, we describe examples of HIL and HOL failure, finding
common themes in response time and communication issues.
A. HIL vs. HOL Failure
When the human is an active participant in a shared or
switched control loop, the probability of human error causing
system failure is relatively high. For instance, the safety features
of current high-end motor vehicles such as adaptive cruise
control and automatic braking may help avoid accidents [28],
but the human is responsible for the overall goal of reaching the
destination, and may fail for a variety of reasons.
In application areas with high-bandwidth dynamics and/or
high control order [29], the use of hybrid human-autonomy
control introduces the possibility of instability in the feedback
loop. Instability may occur when communication delay and/or
operator reaction time degrade feedback to a plant with highspeed dynamics. It may be difficult to attribute a precise cause
in these cases, as it is often a combination of human error and
human-machine coupling behavior. For example, the Air France
Flight 447 crash was caused by lost situational awareness due to
failed sensors and instrumentation [30]. After losing awareness,
the pilots panicked and continued to react improperly. Similarly,
during testing of the prototype F-22 fighter aircraft, the pilot was
not aware of transitions to a high-gain flight mode when landing
gear were retracted near ground level [31]. The test pilot’s
overreaction caused pilot-induced oscillation (PIO) that resulted
in a crash.
In contrast to in-the-loop failure, on-the-loop failure occurs
when the autonomy fails and performance cannot be recovered
by the human supervisor. The causes of autonomous failures are
different than typical causes of human failures (fatigue,
workload, etc.) and are therefore difficult for the human operator
to understand or predict. Short-term loss of situation
understanding and long-term loss of expertise are prominent
issues in HOL frameworks. As detailed in [8], recovery from
failure may suffer because more time is required for the human
to gain situational awareness and uncover the root cause of the
failure.
Transparency between human and autonomous agents is a
major issue for HIL and HOL systems. Accidents like the
shooting down of Iran Air Flight 655 by the USS Vincennes [32]
were in major part caused by the inability to efficiently
communicate contact information, leading to the
misidentification of a commercial jet as threat. The growing
employment of neural networks in autonomous applications,
which are often integrated as “black box” systems, may be
difficult for humans to interpret. Obscurity can lead to
unnecessarily low operator trust when failure occurs, and may
cause the operator to disable the autonomy even if it is beneficial
overall. In general, interfaces can be made more transparent to

the human operator by conveying confidence in the information
presented. This transparency allows the human to make better
assessments of when the autonomous control is operating
correctly and when human intervention is necessary. Similarly,
the interface can convey a notion of expected consequence so
that the human operator is aware of potential risks when
particular actions are taken [33].
B. Failure and Resilience in Human-Cyber-Physical Systems
From the perspective of resilience literature, failures of
networked systems can be split into three categories: cyber
failures, physical failures, and human error. Tight coupling of
human, cyber, and physical elements creates redundancy that
can increase resilience but also introduces unique disadvantages
that need to be addressed. We describe some of these issues with
regard to a semi-autonomous driving example.
Cyber: A cyber-attack may corrupt the sensors of a semiautonomous vehicle, as well as the diagnostic systems of the
autonomous controller. In severe cases, the controller may
induce and/or permit a crash. An alert human on the loop has a
short window of time in which to recognize the potential failure
and switch to manual control to avert a collision. However, there
is evidence that the human quickly disengages with the task
when the autonomy’s routine performance is high [34, 35].
Physical: In the event of a physical failure (and in the
absence of cyber failure), the autonomous controller may
recognize the issue and safely stop before a collision takes place;
however, there may be a lag between the failure and this
recognition, and human intervention may be necessary to avoid
a collision.
Human: Finally, human error typically occurs when the
human misdiagnoses a potential issue and switches in to take
control of the vehicle when it is not needed. In this case, the
performance will often degrade and there is a slightly elevated
risk of collision, as was recently observed to be the case by the
auto insurance industry for lane departure warning systems [36].
However, it is assumed that the human is trained well enough to
operate the vehicle that this increased risk is small.
IV. IMPACT AND CONSEQUENCE
When a system fails and nothing happens, is it truly a
failure? Failure implies that there is an unintended outcome
with negative consequence. Consequence is inherently
subjective, and in many cases inherently uncertain. However,
for cases involving autonomy, that impact of the consequence
is borne by humans. While humans are often poor at estimating
consequence [37], machines cannot judge consequence without
bounded pre-programming (e.g. using a utility function).
Learning techniques are not practical as machines do not
understand the “why” of consequence (e.g. “why is collateral
damage bad”) and therefore must be validated. In this way,
evaluating consequence requires imposing ethics: “what
actions are right or wrong in particular circumstances.” These
decisions are beyond what autonomy technologies are capable
of making, and more importantly, we, as a society, are not
willing to allow an autonomy to make.

V. DISCUSSION: METHODS FOR ASSESSING LEVEL OF
INVOLVEMENT
A. Risk Management
In most applications, some level of risk is unavoidable.
Risk has two primary dimensions: (i) “impact” (i.e.
consequence) of possible events and (ii) the probability of such
events occurring. Fig. 1 displays a general probability-impact
matrix [38], denoting the risk associated with various levels of
these two variables. For instance, if the probability of a majorimpact event is “likely”, then there is high risk associated with
that event. It is the responsibility of the designer to minimize
the probability of high-impact events. Most safety mitigation
strategies try to push the composite probability-impact score
down and to the left. This approach holds for managing the risk
associated with autonomy. However, with regard to
applications potentially involving both humans and autonomy,
it may be useful to consider the relative probability of human
error vs. autonomy error; we discuss this in the following
section.

Fig. 1. Probability-impact matrix typically employed in safety protocols.

B. Guidelines for Human and/or Autonomy Control
Taking into account the unique properties of humans and
autonomy, as well as effects of their coupling, we can begin to
develop guidelines for human autonomy collaboration. Fig. 2
illustrates a representative sequence of questions/answers that
can be used to inform the use of human-only, autonomy-only, or
human-autonomy joint control.
First, any decision to employ autonomy must insist that the
autonomy be built to the highest professional and ethical
standards [39]. Assuming this is true, one must assess the overall
benefits of using autonomy; if the autonomy is not able to
perform a useful function such as increase productivity, decrease
cost, and/or reduce workload then the application may as well
be performed solely by the human.
If autonomy does improve routine performance, the next
step is to examine consequence/impact. If system failure or poor
decision-making is guaranteed to have low impact (e.g. no
potential for loss of life, property, etc.), then autonomy should
be worthy of a role. Alternatively, if high-consequence events
are possible, one should first examine the nature of these
consequences. It is important to distinguish between
applications where harm can come to humans and those where
it cannot, given ethical standards and the need for accountability.
An autonomy cannot readily be held responsible for (or
punished for) its actions; therefore, it is critical to minimize the
number of “ethical dilemmas” an autonomy must solve. If, in the

event of an impending failure or ethical dilemma, transitions
from autonomous control to human control can be performed in
time to prevent catastrophic failure and allow the human to make
an informed decision, then it is recommended that autonomy be
part of the control loop.
Unfortunately, there exist applications where (i) the time
scale for successful intervention is so short that the human
cannot possibly regain timely control, or (ii) the human may
have become complacent and require excessive time to regain
situational awareness [6, 40]. In these cases, the designer must
focus on the benefits of autonomy during this high-consequence
event, rather than the benefits to routine performance. If the
probability of a high-consequence event is reduced because of
the use of autonomy, then it may be permissible to employ
autonomy. The example of self-driving vehicles is apt: if
autonomous driving can be proven to reduce accidents/deaths
(perhaps by an order of magnitude or more), then the required
autonomous decision-making may gain social acceptance.
If it can be shown that the chance of a major accident is
significantly lower due to autonomy, then the final question is:
Is the human a necessary/useful component of the control loop?
If the human serves no additional function (or perhaps inhibits
optimal performance), then generally they should not be part of
the control loop. The level of utility that the human can provide
at different stages in the decision-making process [8] will help
dictate whether the human should be placed “in” or “on” the
control loop.
Currently there are no accepted thresholds that define
metrics such as “significant” improvement over human-only
performance, a “high-impact” event, or the significantly high
probability of such an event. Nevertheless, it is possible to
outline a strategy for controller selection by adapting the
probability-impact matrix described above to consider the
relative probability of human error vs. autonomy error. Fig. 3
depicts such a matrix, partitioning the area between CA, HOL,
HIL, and H control frameworks. This example would allow
complete autonomy control (CA) over all tasks with trivial
consequences, but only consider CA in higher-impact categories
if the probability of human error was significantly higher than
the probability of autonomy error. On the other hand, the human
should be given complete control of high-impact tasks if the
human errs much less than autonomy. In intermediate zones
(moderate impact, closer relative error rate), a combination of
human and autonomy may be ideal, especially if the systems are
complementary. Within this range, HOL should be adopted with
lower-impact, lower autonomy-to-human error rates, and HIL
would be preferred with higher-impact, higher autonomy-tohuman error rates.
We show in Fig. 3, how an impact-probability matrix can be
utilized to determine under what conditions each agent, or
combinations of agents should be given authority. This
framework is agnostic to the specific failure mode; it only
assumes that the failure can be classified with an impact and
probability. Note that the decision tree shown in Fig. 2
represents discrete decisions, though we acknowledge that it is
unlikely that these decisions will be discrete. Understanding
how to arbitrate between human and autonomy decisions, or

HIL or HOL, can be informed by a thorough understanding of
the impact-probability score across all combinations of agents.

Fig. 2. Decision tree recommending controller type (human, autonomy, or
joint control) based on application qualities.

Fig. 3. Adapted probability-impact matrix considering the ratio between
autonomous error and human error. Extreme impact (high-consequence) events
are biased toward human operation, even if the human is more likely to fail,
because of ethical concerns related to autonomous decision-making.

C. Passivity
Many systems will be designed to have varying levels of
human-autonomy integration depending on circumstances.
Design with respect to the concept of passivity provides a
straightforward methodology for assessing stability in a
(potentially modular) system with one or more humans and one
or more autonomous agents (or autonomous modes within the
same agent) that switch between exclusive control of a plant.
Passivity of the entire system is guaranteed when each
subsystem is passive and the switching between

human/machine controllers does not violate the notion of
passivity, and stability follows from this passivity guarantee.
This type of design is most applicable to systems where the
human is “in the loop” performing a tracking/regulation task. In
our prior work, we demonstrated stable switching between a
simulated passive human and passive autonomy on an EulerLagrangian dynamic system [41]. Note that in some
applications, ethical questions of autonomous decision-making
coupled with the inability to relinquish control to the human
with sufficient time to make informed control decisions may
render the human unable to intervene appropriately, and as such
these needs must be taken into consideration when designing
the system.
D. Regulatory and Societal Burdens
It is our conclusion that the technological issues facing
ubiquitous autonomy adoption are imminently solvable, and
solvable in the near term. We also believe that for the
foreseeable future, the human will retain at least some role in
that decision loop. So, what is inhibiting adoption of currently
capable technologies today? While autonomy technology will
create some advantages to individuals, we will see the largest
impacts at the societal level. However, autonomy technology
will occasionally fail; those failures will have consequences;
and, those consequences will be felt most acutely at the
individual level. This is the societal good vs individual risk
paradox colloquially known as NIMBY (not in my back yard).
This is a monumental hurdle, especially in today’s litigious
society that has inhibited many companies/organizations from
pursuing autonomous technologies [42]. The solutions perhaps
can be found by examining another controversial technology
that has now found near-ubiquitous adoption. In 1988 the US
Congress passed the National Childhood Vaccine Injury Act
established a framework with clear methods for arbitrating
between the rights of consumers and companies [43]. This
framework has enabled companies to bring products to market
that provide significant societal benefits despite initial risk or
uncertainty regarding individual outcomes. A similar approach,
as recently proposed by Congress [42] that limits corporate risk
while also protecting consumers for autonomy technologies
may see many more companies willing to enter the market with
much more impactful technologies.
E. Future of Autonomy and Humans
In many cases, as autonomy increases in capability (makes
fewer errors), humans will be moved from in the loop to on the
loop, (moving down and to the left on the impact-probability
matrix) and potentially out of the loop. Semi-automated driving
[34, 44] will eventually give way to fully self-driving cars
where the human is completely out of the loop (but not out of
danger). However, in other cases, as autonomous platforms
become more capable, the need for human interaction often
increases because the autonomy’s new responsibilities are part
of an interdependent, “team” relationship [39]. Autonomous
systems can only responsibly fill these roles if their social
capability is adequate.
Many systems will contain coupled and/or cascading control
loops that can be characterized as HIL, HOL, or both. For

instance, the transportation network company Uber employs
(semi-)autonomous algorithms to produce recommendations
and incentives for contracted drivers to work at a particular time
or in a particular area [45]. The choices/actions of the drivers
provide feedback to the autonomy. Uber drivers may be
considered “in-the-loop” while Uber employees may be “onthe-loop” supervising both the autonomy and the drivers.
Another example are military decision support systems [46], in
which the human typically supervises during information
collection and integration but is an active participant during
decision-making. A recently-developed framework for humanmachine image triage comprises human and computer-visionbased target detectors working in parallel; the individual
“scores” can be dynamically weighted based on the confidence
in individual sensor modalities, and high-consequence
detections may be passed to other humans “on the loop” for
further analysis and decision-making [47].
There is a special case of when we allow the autonomy to
take control from a human in based on an evaluation of human
mental/physiological state. As a society we are becoming more
comfortable with an autonomy taking control in dire
circumstances, such as anti-collision systems, anti-lock
braking, and breathalyzers to prevent the starting of a car. In the
near term, as autonomy becomes more ubiquitous, we will need
to address under what conditions we will allow autonomy to
over-rule our decisions. Many banks have systems that warn
you when you have violated your budget criteria. Should we
empower autonomy to keep us frugal? Doctors’ offices will
send automated reminders about upcoming appointments we
have made or should make. Should we empower autonomy to
keep us well?
CONCLUSIONS
Despite the growth of autonomy in many modern
industries/fields, legal and ethical concerns ensure that humans
will occupy a critical role in many systems for the foreseeable
future. It is therefore in our best interest to capitalize on the
abilities of both agents. Solutions will vary based on task type,
failure modes/consequences, and autonomy-to-human error
ratio.
We conclude with a prescription for deploying autonomy:
If (i) the action-consequence relationship can be accurately
encoded in an impact-probability matrix (by a human
professional, based on social and ethical guidelines), (ii)
system, environmental, and human states can be estimated
reliably (by autonomous sensors), and (iii) the probability of
negative consequences (e.g. potential for human injury or
death) satisfies acceptable bounds, then it is acceptable to
deploy autonomy.
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