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What is a Personal Area Network (PAN)?

A number of technologists and commentators have developed their own definitions of PANs, but for purposes of this review we define a PAN from the users point of view as a one-to-many and many-to-one, non-wired connections between a user (one) and multiple devices (many) that are “nearby” in space.  The term “nearby” is taken to mean within about 10 meters or less.  This definition therefore includes only technology applications that provide links between a user and many devices that can provide services to the user within a limited, “personal” space.  While some long-range devices can function within this personal space, we exclude them from this definition, since they are typically not restricted to short range interactions.  Using a cell phone to deliver a credit message to a vending machine in exchange for a can of Coke for example would not be consider a PAN application.

Most references to PANs in the literature seem to be divided into the following ranges: intra-body, inter-body, under 1 meter and under 10 meters.  Intra-body refers to links between devices that reside solely on the user’s person.  Inter-body refers to links between devices that reside on two or more individual persons, however the link cannot be established without body to body physical contact, for example, a handshake.  Clearly intra-body and inter-body links as defined here rely on wireless, non-radiative technology that can route messages along the human body.  PANs that operate in the under 1 meter and under 10 meter ranges rely on radiative technology that passes information without physical touch.

Given that it is possible to send messages from one part of your body to another without wires or radio frequency (RF) broadcast, why would you want to?  Consider the following.  In the near future, people may be carrying a number of electronic devices including a cell phone, pager, PDA, an entertainment device such as a MP3 player or Walkman, perhaps a notebook computer and of course a watch.  In this array of items there are multiple displays and memories, some of which need to be coordinated so that a user does not have to manually transfer a phone number from a PDA to a cell phone for example.  How much savings in weight, power, memory, cost and user time could be realized if these devices could all communicate with one another?  Devices that automatically recognized each other’s presence on a user’s body and shared data as needed could provide less complicated interface for the user.  Of course if devices such as these can be networked, there are possible applications for other devices as well.  A miniature camera and microphone embedded in a pair of glasses could record names and faces at a large meeting and download the data to a PDA located, for example in a shoe, for later retrieval to create an electronic Rolodex file of contacts.  Limiting the signals to the user’s body has obvious advantages in security and privacy, although the relevant technology also reduces power needs considerably compared to even low power RF broadcast.

If there are intra-body signaling applications, then there are also inter-body applications.  Perhaps the most obvious is wearing a PDA that puts out an on-body signal that contains your professional contact information – a business card.  The PDA also monitors body signals from similar devices that are sending business card data from other people.  When you shake hands with a similarly equipped person, your PDAs automatically exchange business cards.  Of course if you PDA can “recognize” a person that you have met before, it can provide you with data you have collected about the person.  As you shake hands with a previous contact, your PDA could cue you, through a tiny earpiece, with the business affiliation of the other person, as well as relevant personal information.  Imagine hearing a whisper as you shake hands: “Bill Jones, Marketing VP at Microsoft, married to Janet, kids Scott and Sarah, races sailboats.”  Similar concepts could provide a patient’s medical information to doctors by touch.   In retail applications, imagine a supermarket that no longer prints pricing labels several times a week for posting on shelves.  Instead, when a customer touches the shelf display, information is captured by a PDA and provided to the customer’s earpiece, “Campbell’s Chunky Chicken soup, 29 cents each or today only, 4 for $1.”  Of course information could flow both ways in retail environment.  Imagine touching a kiosk in a supermarket entry-way to download your shopping list.  The kiosk screen could display locations of the items you wan to buy and perhaps offer to print on the spot coupons for some of the items.  Receiving and delivering data by touch enhances privacy while reducing interference inherent with broadcast systems.  In addition, security applications are possible.  Imagine wearing a PDA that downloads a unique access code to a house or automobile security system by touch.  The system reads the code and scans the touching fingerprint to evaluate decide if access will be granted.

In some applications, users will want to communicate to nearby objects without needing to touch them.  Simple examples already exist today.  Wireless headsets can connect a user to phones within a few feet without the need to handle the phone instrument.  Wireless keyboards, mouses or joysticks provide computer interface without cabling to enhance mobility and convenience.  Now imagine a PDA that can communicate your identity, shopping list or other data when you enter a store, place of work or even social situations.  One imaginative application that has been proposed consists of a PDA that broadcasts a short-range signal containing a person’s dating preferences and monitors broadcasts from other PDAs.  When two users with compatible datasets come within a few feet of each other, each user is cued.  This may be the ultimate mixer idea for parties.

The distance of the desired links will define the range of the desired connection.  In some cases, links of around 1 meter will be sufficient and perhaps desirable because of security and privacy issues.  For example, a user may be perfectly willing to broadcast personal contact information in a hotel ballroom that is hosting a business conference as long as the signal is not likely to be carried beyond the confines of the room.  In other cases, retail shoppers walking through a mall or shopping center may be perfectly willing to broadcast their shoe size, style and color requirements to any store within the mall that might be holding a shoe sale.  Stores that receive message expressing an interest in size 6 red dress shoes at a low price could respond with an enticing message to the shopper’s PDA.  Thus there are likely to be applications for short ranges around 1 meter and longer ranges around 10 meters.  These applications can be thought of as “bubbles” surrounding a user that provide a particular message, dataset or connectivity link depending on the desire of the user.

Technology

Four main technologies have been developed that could potentially be used as a Personal Area Network.  The technologies are: electric field, magnetic field, RF, and optical infrared.

Electric field technology was developed in 1995 at IBM.  For this technology, the human body is used as a conductor.  A small, modulated current is transmitted through one body to another body where the current is read and the resulting data is stored.  If the body is grounded, then the current cannot be sent from one body to another.  The transmitter of the prototype was approximately the size of a pack of cards.  Currently IBM is not pursuing the electric field PAN.  

Magnetic field technology was developed at MIT and works on the basis of magnetic inductance.  The MIT professors founded a business, Aura, and now sell a magnetic field PAN that is used primarily for two-way communication.  The main disadvantage with magnetic field PANs is that a fairly large antenna is required.  This antenna would fit inside a cellular phone or a PDA but not inside a miniature PAN.  This is generally considered a low range, low cost solution.

The motivation for RF technology appears to stem from the cellular phone market and from the digital camera market.  Although RF might not pass muster as a pure PAN, numerous companies are using RF to establish their versions of a PAN.  Bluetooth is being touted as the most likely solution.  Most of the applications to date seem to involve syncing up your cellular phone or PDA with a computer.  
RF, using Bluetooth, has the largest range of any of the technologies.  It is almost a mini-LAN.  On the downside, RF operates in a very busy carrier frequency (2400 MHz), is more expensive than other solutions, and has higher power consumption than other solutions.

Numerous IR-enabled products have been shipped in recent history with many more to come.  IR has a low range but has low power consumption and low cost.  The main disadvantage, however, is that infrared is inherently directional.  This is good from a security standpoint but very bad when communicating with the environment.    

All of the technologies have pros and cons associated with them.  At the end of the day, the solution that wins will be the solution that the buying public will most use.  Some questions that the buying public will most likely ask are:  How will I use the machine?  How fast will the machine operate?  How far will the data transmit?  Does a person mind carrying a battery?  What sort of security concerns exists?  All of these are important questions and right now, most have not been answered. Table 1 provides a summary of the four leading PAN technologies.

Table 1:  Summary of Four Leading PAN Technologies
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Some of the more salient points from Table 1 are:

•Electric field, magnetic field, and infrared all have relatively low ranges.

•Besides low range, one of the drawbacks for magnetic field is that an antenna is required.  May be unsuitable for very small personal devices but is suitable for PDAs, cellular phones, etc.

•RF operates at a high (and busy) frequency range and requires a lot of power but has a high data transmission rate. RF is also the most expensive option.

•Of the three “pure” PANs, magnetic field has the highest transmission rate.

Issues
In summary, power is only a concern for RF PANs.  Although RF takes requires a relatively large amount of power, RF provides a large range and data transfer rate.  Is this desirable?  Since both of these are very dependent upon the type of applications desired in the marketplace, I suspect that the market will make this answer crystal clear over the next several years.  Despite the fact that Bluetooth was excluded from windows XP, many companies are betting that RF will be the winner in the PAN wars.

Security is a major concern for all of the devices.  A great deal of work is being done in this area but a solution is viable.  Consumers will not support an overburdened security program but will trade some security risk for ease of operation.  Perhaps this factor may determine the winner or serve as a source of competitive advantage.
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						Channel Medium		Carrier Frequency (Mhz)		Maximum Bit Rate (Kbps)		Range (Meters)		Advantages		Problems		Application

						Electric Field		0.1 - 1		20		2		Low range, Data transmitted by touch, International use		Grounded objects		Identification

						Magnetic Field		5		250		6		Signal goes through body, International use		Antenna size		Picocells data messaging

						RF		2400		1000		10-100		International, Fast		Cost, Power		Data networking

						Optical Infrared		Light		10		10		Simple, Very inexpensive, No regulations		Directional		Home remote control
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