
Privacy and the Encryption Debate 

A d a m  M o o r e  

�9 trusting the government with your privacy is like trusting a Peeping Tom with 
your window blinds. 

--John Perry Barlow,"Introduction to PGP" 1 

Regulated [weak] encryption would provide considerably greater security and 
privacy than no encryption . . . .  We must balance our competing interests in a 
way that ensures effective law enforcement and intelligence gathering. 

--Dorothy Denning, "To Tap or Not to Tap" 2 

I n t r o d u c t i o n  

The tension between privacy and surveillance or public accountability 
has long been an area of intense philosophical and political debate. Many 
defend the view that upstanding and good citizens should not fear robust 
government surveillance because they have nothing to h ide - -h id ing  from 
public scrutiny is the domain criminals or those with suspect moral char- 
acters. On the other side of the "nothing to hide" view are defenders of 
privacy rights that limit invasions into private domains. There has always 
been a tenuous balance between individual privacy and public account- 
ability. Searches and seizures may be conducted in private domains but 
only if certain conditions are met. Moreover, the Privacy Act of 1974 "regu- 
lates virtually all government handl ing of personal data." 3 

This balance, however tenuous, is being threatened by the ever increas- 
ing flow of data streams across electronic networks. The world of the fu- 
ture is a digitally networked world and information is its currency. The data 
that flows across computer  networks,  satellite transmissions, television 
broadcasts, and cellular phones could be about financial transactions, vot -  
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ing trends, or personal medical records. The ones and zeros that  make  up 
digital informat ion streams transfer content  almost  f lawlessly--any con- 
tent. An e-mail message could contain sensitive personal  informat ion or 
plans for criminal activity. 

In this article I will consider a n u m b e r  of issues related to governmenta l  
and societal control of information.  More specifically, I will focus on the 
question of when  privacy rights to control certain kinds of informat ion may 
be justifiably overridden in the name  of public security. For example, the 
wiretap laws of 1968 give certain gove rnmen t  agencies l imited authori ty to 
conduct  wire surveillance. In a digitally ne tworked world, however,  encod-  
ing programs allow individuals to encrypt informat ion so that  no one (in 
theory) could ever view this informat ion wi thout  a pass key. If digital cell 
phones,  e-mail messages,  electronic transfers, and the like are encrypted 
with unbreakable codes, then governments  will have a difficult t ime spy- 
ing on and catching criminals. 

Moreover, if money,  sales, and services can all be h idden  th rough  the  
use of encryption software, then  gove rnmen t s  may have a difficult t ime 
collecting taxes. For example, if financial advice is sold and the transfer of 
funds encrypted, then it would  be virtually impossible for any gove rnmen t  
to discover this transaction and levy a tax. Business conducted  over secure 
lines, whether  a computer  ne twork  or a cellular p ho ne  transmission,  may 
become impossible to trace. Financial privacy guaranteed through the use 
of strong encryption software could have a p rofound  impact  on govern-  
mental  redistributive mode l s?  

Nevertheless, I will argue that  a gove rnmen t  manda ted  s tandard of weak 
encryption is not  just if ied--securi ty a rguments  are not  forceful e n o u g h  to 
override individual privacy rights. In fact, security a rguments  actually cut 
in the other direction. It is only th rough the use of strong encrypt ion that  
we can obtain an appropriate level of security against industrial  espionage,  
unwarranted invasions into private domains ,  and informat ion warfare or 
terrorism. 

Privacy and  Informat ion  Control  s 

Privacy may be unders tood  as that  condit ion where others do not  have 
access to you or to information about  you. I has ten to note that  there are 
degrees of privacy. There are our own private though t s  that are never dis- 
closed to anyone, as well as informat ion we share with loved ones. Fur- 
thermore,  there is information that we share with mere  acquaintances and 
the general public. These privacy relations with others can be pictured "in 
terms of a series of 'zones '  or ' r e g i o n s ' . . .  leading to a core self. "6 Thus, 
secrets shared with a loved one can still be considered private, even t h o u g h  
they have been disclosed. 

A right to privacy can be unde r s tood  as a right to main ta in  a certain 
level of control over the inner spheres of personal  information.  It is a right 
to limit public access to the"core se l f ' - -pe r sona l  information that  one never 
discloses--and to information that  one discloses only to family and friends. 
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For example, suppose that I wear  a glove because I am ashamed of a scar 
on my hand. If you were to snatch the glove away you would not only be 
violating my right to property (the glove is mine to control), you would 
also violate my right to privacy; a right to restrict access to information 
about the scar on my hand. Similarly, if you were to focus your x-ray cam- 
era on my hand, take a picture of the scar through the glove, and then 
publish the photograph widely, you would violate a right to privacy. 7 What 
binds these seemingly disparate cases under  the heading "privacy inva- 
sions" is that they each concern personal information control. And while 
there may be other morally objectionable facets to these cases, for example 
the taxi driver case may also be objectionable on grounds of defamation, 
there is arguably privacy interests at stake as well. 

Having said something about the definition of privacy rights we may 
ask how such rights are justified. A promising line of argument  combines 
notions of autonomy and respect for persons. A central and guiding prin- 
ciple of western liberal democracies is that individuals, within certain limits, 
may set and pursue their own life goals and projects. Rights to privacy erect a 
moral boundary that allows individuals the moral space to order their lives as 
they see fit. 8 Privacy protects us from the prying eyes and ears of govern- 
ments, corporations, and neighbors. Within the walls of privacy we may ex- 
periment with new ways of living that may not be accepted by the majority. 
Privacy, autonomy, and sovereignty would seem come bundled together. 

A second but related line of argument  rests on the claim that privacy 
rights stand as a bulwark against governmental  oppression and totalitar- 
ian regimes. If individuals have rights to control personal information and 
to limit access to themselves, within certain constraints, then the kinds of 
oppression that we have witnessed in the twentieth century would be near 
impossible. Put another way, if oppressive regimes are to consolidate and 
maintain power, then privacy rights (broadly defined) must  be eliminated 
or severely restricted. If correct, privacy rights would be a core value that 
limits the forces of oppression. 9 

Arguably, any plausible account of human  well being or flourishing will 
have as a component  a strong right to privacy. Controlling who has access 
to ourselves is an essential part of being a happy and free person. This may 
be why "peeping Toms" and rapists are held up as moral mons te r s - - they  
cross a boundary that should never be crossed without  consent. 

Surely each of us has the right to control our own thoughts, hopes, feel- 
ings, and plans, as well as a right to restrict access to information about our 
lives, family, and friends. 1~ I would argue that what  grounds these senti- 
ments is a right to privacy--a right to maintain a certain level of control 
over personal information. 1~ Lacking complete control of all our personal 
information, simply because the information is a lready"out  there"and most  
likely cannot or will not be destroyed, does not detract from the view of 
personal information ownership. Through our daily activities we each cre- 
ate and leave digital footprints that others may follow and exploi t - -and 
that we do these things does not obviously sanction the gather ing and 
subsequent disclosure of such information by others. 
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Whatever kind of personal information we consider, there is a gathering 
point that individuals control. For example, in purchasing a new car and 
filling out the car loan application, no one would deny we each have the 
right to demand that such information not  be sold to other  companies .  I 
would  argue that  this is true for any disclosed personal  informat ion,  
whe the r  it be pat ient  ques t ionnaire  information,  video rental  records, 
vot ing information,  or emp loymen t  applications.  In agreeing with this 
view, one first has to agree that individuals have the right to control their 
own personal information--i.e. ,  binding agreements about controlling in- 
formation presuppose that one of the parties has the right to control this 
information. 

If I am correct about all of this there is a fairly strong presumption in 
favor of individual privacy rights. Other  things being equal, consent is what  
justifies a photographer  taking pictures of someone in an intimate per- 
sonal setting, or a news service publishing sensitive medical information 
about an individual. Most would agree that absent such consent, a serious 
violation of privacy would have occurred. The question now becomes when,  
if ever, can this fairly strong presumption in favor of privacy be overridden 
by public interest security arguments? 

Cryptography  and G o v e r n m e n t  Access  to Informat ion  

A prominent view in the encryption verses privacy debate is that good 
upstanding citizens should have nothing to hide. Why, they ask, should 
you be worried about government agents poking around your hard drive, 
reading your e-mail, or looking at your financial records? Only criminals 
should be worried about such surveillance. 

Generally, I am dumbfounded by the naivet6 exhibited in these views, 
as if our government,  or other governments,  would never use such power 
immoral ly  or illegally. One of the major  batt les fought  over the U.S. 
government 's  weak encryption scheme (Clipper) was a provision that what  
would have allowed ill-gotten information to hold up in court: ". . .noncom- 
pliance with these procedures [failure to get a warrant or subpoena] shall 
not provide the basis for any motion to suppress or any other objection ...,,12 
The Fourth Amendment ,  protecting citizens from "unreasonable searches 
and seizures," and the decades of supporting case law allowing the sup- 
pression of information or evidence that was unjustifiably obtained is qui- 
etly swept aside. 

To take another example, in the 1950s the United States government  
sponsored a coup d'6tat in Guatemala to overthrow a democratic govern- 
ment  that had initiated land reform policies. Information control was es- 
sential to the overthrow. By restricting access to the area and planting certain 
stories and rumors, government officials were able to convince the Ameri- 
can public that we were behind the overthrow of a communist  dictator. 13 

It would be quite naive of us to think that Big Brother has not already 
compiled databases on many of us along with algorithms, sometimes called 
"spiders , ' to  search for certain patterns that point toward criminal activity. 
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Keeping records of citizens has been,  and cont inues  to be, a way for gov- 
e rnments  to mainta in  control over their  populat ions.  

Behind a locked door on the second floor of the Beijing Engineering Design 
Institute is a small room stacked with files from floor to ceiling. There is a file 
here on each of the institute's 600 employees, and although they are never 
allowed to peek inside, they live their lives with their files looming over 
them. 

As part of China's complex system of social control and surveillance, the au- 
thorities keep a dangan, or file, on virtually everyone except peasants. Indeed, 
most Chinese have two dangan: one at their workplace and another in their 
local police station . . . .  A file is opened on each urban citizen as he or she enters 
elementary school, and it shadows the person through school to college and 
employment. Particularly for officials, students, professors, and Communist Party 
members, the dangan contain political evaluations that affect career prospects 
and permission to leave the country. TM 

Currently, under  the Privacy Act of 1974, U.S. citizens can view their  
government  files, a l though such requests  take years and much  of the infor- 
mat ion is blacked out due to nat ional  security provisions. The Privacy Act 
requires that  federal agencies: 

1. Permit an individual to determine what records pertaining to him are col- 
lected, maintained, used, or disseminated; 

2. Permit an individual to prevent records pertaining to him obtained by such 
agencies for a particular purpose from being used or made available for 
another purpose without his consent; 

3. Perrnit an individual to gain access to information pertaining to him in fed- 
eral agency records, to have a copy made of all or any portion thereof, and 
to correct or amend such records; 

4. Collect, maintain, use, or disseminate any record of identifiable personal 
information in a manner that assures that such action is for a necessary 
lawful purpose, that the information is current and accurate for its intended 
use, and that adequate safeguards are provided to prevent misuse of such 
information; 

5. Permit exemptions from the requirements with respect to records provided 
in the act only in those cases where there is an important public policy need 
for such exemption as has been determined by specific statutory authority; 
and, 

6. Be subject to civil suit for any damages which occur as a result of willful or 
intentional action which violates any individual rights under the Act. 15 

In reviewing these provisions,  it is a la rming  to see h o w  little control  
individuals have over their own personal  informat ion.  G o v e r n m e n t  agen-  
cies are l imited in what  they  can do with  personal  in format ion  and  indi- 
viduals may  request  that  inaccurate informat ion  be corrected, but  this hardly 
consti tutes control in any robust  sense. 
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Moreover, data sharing by different gove rnmen t  agencies may lead to 
the creation of a national database filled with sensitive personal  informa- 
tion about most  Americans. h6 Kentucky has a law that allows for the sus- 
pens ion  of a s tudent 's  drivers license if that s tudent  cuts class. In Detroit,  
reporters for various news organizations were tracing the strands of a ma-  
jor web of organized crime by recording license plate numbers  on autos 
parked outside a reputed mobster 's  home.  In Los Angeles, a disturbed young  
man  who was infatuated with an actress spot ted her at the wheel  of her 
auto, hired a private investigator to run her plate n u m b e r  th rough a data 
base, and learned that her address was in the Fairfax ne ighborhood  of Los 
Angeles. The obsessed fan shot actress Rebecca Schaeffer to death as she 
o p e n e d  her front door. 17 W h e n  school reports, driving histories, criminal 
files, library records, income statements ,  and the like all become connected,  
there is the danger  of bureaucrats allowing this informat ion to be used in 
suspect ways. ~8 

Wire Tapping and Electronic Searches 

In O l m s t e a d  v. Un i t ed  S ta tes  (1928) 19 the court  ruled that  the Fourth 
A m e n d m e n t  against unreasonable  searches and seizures applied to physi-  
cal things like houses,  notebooks,  and receipts, but not  to electronic com- 
munications.  Thirty-nine years later the Supreme Court, in Katz  v. Uni ted  
States, 2~ overturned the Olmstead decision affirming that privacy interests 
may be found in personal  communica t ions  as well as "persons,  houses,  
papers, and effects." More recently, Digital Telephony (1994) was s igned 
into law. This law allows the FBI and other  law enforcement  agencies to 
eavesdrop on conversations by simply flipping a (digital) switch at head-  
quarters. Moreover, the cost of ensur ing this ability may fall on the p h o n e  
companies.  In the end though,  law enforcement  walked away with much  
less then they would have liked. 

The Electronic Frontier Foundation led a powerful opposition, backed by AT&T, 
DEC, Lotus, Microsoft, and Sun Microsystems, which were able to effectively 
remove on-line information providers from the legislation. The final vers ion. . .  
also required law enforcement agencies to obtain a court order to obtain tele- 
phone transactional information--as opposed to a mere subpoena which was 
previously required. 21 

But now the stage is set for the encryption debate. If p h o n e  and other  
electronic transmissions are protected with s trong encryption,  then  whe the r  
or not  law enforcement  can jack in is irrelevant. 

Encryption 

Phil Z immerman,  in 1992, developed an encryption program that was, 
in large part, built on the work of others. Along with wha t  is no w k n o w n  as 
public-key cryptography, new encryption algori thms had been  developed 
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by a company  called RSA. 22 Private/Public key encryption works in the 
following way: each individual gets a private key that no one else has ac- 
cess to. Everyone also gets a public key that is widely accessible--perhaps 
posted on a web page. If Fred wants to send a secret e-mail to Ginger, he 
types it up, encodes it with Ginger's public key, and sends it to her. She 
then decodes it with her private key. Public keys can encode messages but 
not decode them. Private keys can decode messages but not encode them. 
Simple but brilliant! 23 The system RSA developed was powerful and the 
encryption algorithms were eventually patented. 24 Zimmerman,  not want-  
ing such important privacy tools to be monopolized by a single company 
or government,  copied RSA's encryption algorithms and produced an en- 
cryption program called PGP- -wh ich  stands for Pretty Good Privacy. In 
terms of protection, PGP is a remarkable program that affords the user 
virtually unbreakable encryption power along with an authentication sys- 
tem that leaves a digital signature which cannot be falsified. PGP was then 
placed on the Internet  and downloaded  by thousands of individuals in 
numerous countries. 25 

RSA cried foul and threatened to sue Zimmerman while the National 
Security Administration (NSA) questioned him and hinted that use of en- 
cryption tools might be unlawful under  an Arms Regulation law. 26 It seems 
that cryptographic tools are listed as national security threats along side of 
tanks, biological weapons, and nuclear warheads�9 The National Security 
Administration's position is that the widespread use of encryption soft- 
ware will allow criminals a sanctuary to exchange information necessary 
for the completion of illegal activities. 

The battle lines over the general use of encryption technology have al- 
ready been drawn. On one side are the cypherpunks and net-anarchists 
who champion complete privacy secured by unbreakable encryption algo- 
rithms, oddly many of these same individuals also champion the claim that 
"information wants to be free." These individuals argue tha t governments 
have no business reading the e-mail  messages that flow between indi- 
viduals on the Internet or nosing around on network servers looking for 
incriminating discourse. This is not to deny that governments  have a le- 
gitimate role to play in protecting individuals against criminal activity. In 
the most general terms, what  many net-anarchists are against is govern- 
ment  interference with thought; the thoughts  of millions of individuals 
flowing in bit streams around the globe. Allowing governments to govern 
thoughts and ideas is quite alarming, for crime it is argued, is about action, 
not thought. 

Many different arguments are given in support of this view, ranging from 
the privacy right arguments already discussed, to John Stuart Mill's argu- 
ment  for the freedom of thought  and expression. Mill argues that allowing 
complete freedom of thought and expression has certain benefits. 

� 9  the peculiar evil of silencing the expression of an opinion is that it is robbing 
the human race, posterity as well as the existing generation--those who dissent 
from the opinion, still more than those who hold it. If the opinion is right, they 
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are deprived of the opportunity of exchanging error for truth; if wrong, they 
lose, what is almost as great a benefit, the clearer perception and livelier im- 
pression of truth produced by its collision with error. 27 

The problem, frequently cited by the opposition, is that other concerns 
such as national security or pursuing and stopping criminal activity may 
overbalance the benefits gained by complete freedom of expression and 
thought. More importantly, those against the proliferation of strong en- 
cryption programs do not want to censure thought  or expression but merely 
want to monitor them. If terrorists and criminals are allowed a sanctuary 
where information can be disseminated without  risk of interception, then 
national security may be compromised. As already noted, the wiretap stat- 
utes of 1968 and 1978 allow government  agencies to monitor communica-  
tions so long as a court order is secured. The idea is to expand this kind of 
monitor ing into computer  environments .What  the NSA and other gov- 
ernment  agencies propose is the use of Clipper (also known as Slipjack) 
encryption which would require a key escrow system. 28 The idea is that 
government  agencies could access encrypted data with a court order by 
obtaining a copy of the encryption key, which would be stored at some 
secure site. Furthermore, this strategy not only works for computer  net-  
works, but it also works for cordless transmissions such as cellular phone 
operation, pagers, satellite transmissions, and the like. Current technology 
leaves cellular phone conversations unprotected and easily intercepted by 
anyone with the appropriate scanning device. Under Digital Telephony, the 
government 's  telephone equivalent of Clipper, all telephone transmissions 
will be encrypted. Like Clipper, however, there will be a back-door key so 
that the government  can listen in. 

The insidious element in this debate about privacy and the government 's  
ability to pursue and catch criminals is that policy seems to be driving the 
debate. The NSA and other government  officials propose some new key 
escrow encryption scheme and then try to get it adopted as an industry 
standard. If all, or most, of our e-mail  software, te lephone communica-  
tions, and other transmissions are protected by some "built in" version of 
Clipper, then one side has won by default. 

Cypherpunks and net-anarchists typically respond by claiming that new 
technology coupled with government  monitoring through the use of "back- 
door" encryption keys will allow invasions of privacy unparalleled in his- 
tory. John Perry Barlow, a co-founder of the Electronic Frontier Foundation, 
writes: 

I'm willing to take my chances with the few terrorists and drug lords there are 
out there rather than trusting government with the kind of almost unlimited 
surveillance power which Clipper and Digital Telephony would give them. It's a 
tough choice. But when you look at the evil perpetrated by government over 
this century in the name of stopping crime, it far exceeds that done by other 
organized criminals. > 
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Moreover, like the NSA's strategy of winn ing  by default, those wh o  de- 
fend strong privacy rights have used this m e t h o d  themselves.  Z immerman ' s  
creation of PGP and subsequent  dispersal can be viewed as no th ing  more  
than an a t tempt  to win by default. No matter  what  conclusions are reached 
in the debate about information ownership,  privacy, and gove rnmen t  ac- 
cess, the cat is already out of the bag, so-to-speak.  PGP is available, and 
barring making  its use illegal, it or similar encryption software will be used. 
Only stupid criminals or those individuals who  do not  care if the govern-  
men t  has access to their personal  informat ion will use Clipper w h e n  more 
secure encryption is available. 

Put t ing aside questions about wha t  will actually occur concerning en- 
cryption technology, we may ask what  should be the case. As I have argued, 
it seems plausible to maintain that individuals have, or should have, con- 
trol of their own personal  information.  Consider  the following example. 
Suppose that in a few years a new frequency is discovered and a system 
developed that  allows others to moni to r  your thoughts .  Rather than  lis- 
tening to your words with microphones ,  recording your mov emen t s  with 
remote video cameras, or accessing your  hard drive with a back door  en-  
cryption key, suppose the gove rnmen t  could obtain a court order and plug 
into your very thoughts .  Advocates of law enforcement  may charge that  
this is going too far, but there is little difference be tween  this case and the 
digital profiling that  will be possible in a few short  years. It seems that  
digital technology has put  us on a very slippery slope and grant ing govern-  
ments,  the most  coercive and oppressive insti tutions in history, this kind of 
power is risky to say the least. Consider  the following a rgument  given by 
Ron Rivest, a developer of RSA. 

Given the small number of currently available wiretaps per year (under 1,000) 
and the ease of using alternative encryption or superencryption it seems plau- 
sible to me that law enforcement could expect at most ten "successful" Clipper 
wiretaps per year. This is a pretty marginal basis for claiming that Clipper will 
"block crime, "3~ 

Rivest raises two important  points. First, on average there are less than 
1,000 legitimately conducted wiretaps per year in the United States. Sec- 
ond, under  the current proposal, the use of Clipper is voluntary. This makes 
the law enforcement argument very suspicious. Are there numerous  illegal wire 
taps that strong encryption will block? Is the plan to outlaw strong encryption 
after Clipper, or some other weak encryption standard, becomes the norm? ~1 

Consider  how easily the "security" a rgument  can be stood on its head. 
National security for government  agencies, companies,  and individuals re- 
quires s t rong encryption. The following was taken from a Chinese military 
newspaper .  

After the Gulf War, when everyone was looking forward to eternal peace, a new 
military revolution emerged. This revolution is essentially a transformation from 
the mechanized warfare of the industrial age to the information warfare of the 
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information age. Information warfare is a war of decisions and control, a war of 
knowledge, and a war of intellect. The aim of information warfare will be gradu- 
ally changed from 'preserving oneself and wiping out the enemy' to 'preserving 
oneself and controlling the opponent. '  Information warfare includes electronic 
warfare, tactical deception, strategic deterrence, propaganda warfare, psycho- 
logical warfare, network warfare, and structural sabotage. 32 

With the growing number  of attacks on compute r  networks,  it is s t rong 
encryption, not  weak encryption, that  will protect  us from informat ion war, 
industrial espionage, and other  unwarran ted  invasions of private domains .  
Both the French and Soviets have admi t ted  to "tapping in" and collecting 
valuable information on U.S. companies-- informat ion that was then used to 
gain a competitive advantageY A report from the CSIS Task Force on Infor- 
mation Warfare & Security notes that"Cyber terrorists could overload phone  
l ines . . ,  disrupt air traffic con t ro l . . ,  scramble software used by major financial 
institutions, hospitals, and other emergency se rv ices . . ,  or sabotage the New 
York Stock Exchange." 34 With all of this at stake we may wonder  why  the 
FBI and other  law enforcement  agencies insist on weak encryption. 

There used to be domains  of a person 's  life that were totally inacces- 
sible. A person's  home  and bedroom, notebook and hard drive, were all sanc- 
tuaries against the prying eyes and ears of others. What is alarming is that 
digital technology is sweeping these domains away. Allowing government  re- 
stricted access to private telephone conversations may have a cost, in terms of 
privacy, that we are each willing to tolerate, but few would feel comfortable 
with allowing the government  to freely monitor  our motions, speech, and ex- 
p r e s s i o n s - a n d  fewer still would defend gove rnmen t  access to our thoughts .  

What grounds  these sent iments  is the plausible intuit ion that individu- 
als have rights to control personal  information.  Would I be doing some-  
thing morally illicit if I put  on my new an t i -moni to r ing  suit that afforded 
me complete  protection from every surveillance device except the h u m a n  
eye? It is not  as if we have a choice be tween  a ring of gyges problem and a 
b reakdown of privacy. 35 Old fashioned bugging  and physical surveillance 
will cont inue to work. There will still be gove rnmen t  informants  who  will 
gladly hand  over incriminating evidence in exchange for immuni ty  from 
prosecution. Moreover, technological advances will allow law enforcement  
to keep pace with even the most  thrifty of criminals. 36 Given this, and my 
view that  individuals have rights to control personal  information,  I would  
advocate a standard of strong encryption; let us make  gove rnmen t  surveil- 
lance of private citizens difficult and costly. To put  the point  another  way, I 
do not think that there is a s t rong enough  "public interest" a rgument  on 
the side of law enforcement  to warrant  the level of access permi t ted  by 
weak encryption standards. 

C o n c l u s i o n  

Robert Heinlein, author  of Stranger in a Strange Land as well as countless 
other science fiction stories, once claimed that  "The sole th ing achieved by 
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a n y  pr ivacy  l aw is to  m a k e  the  bugs  smal ler .  "37 H e i n l e i n  m a y  be  correct ,  
b u t  t ha t  t r aves t i es  will  h a p p e n  d o e s  n o t  s a n c t i o n  t h e m - - a n d  m a y b e  w e  
will i nven t  bugs  to  roo t  ou t  a n d  foil o t h e r  bugs .  

I ha ve  a r g u e d  for i n d N i d u a l  p r ivacy  r igh t s  or  r igh t s  to  c o n t r o l  s e n s i t N e  
p e r s o n a l  i n f o r m a t i o n .  The  e x p l o s i o n  of  d igi ta l  t e c h n o l o g y  h a s  m a d e  p o s -  
sible seve re  v io l a t i ons  of  i nd iv idua l  p r ivacy  by  c o r p o r a t i o n s ,  n e w s  a g e n -  
cies, a n d  the  g o v e r n m e n t .  38 If I am  correc t  a b o u t  all of  this,  o n e  c o m m o n l y  
u s e d  "pub l ic  i n t e r e s t "  a r g u m e n t  g iven  for  l imi t ing  p r ivacy  r igh t s  has  b e e n  
u n d e r m i n e d .  It is also far f r o m  t rue  to  c la im th a t  t he  p r e v a l e n c e  of  s t r o n g  
e n c r y p t i o n  t e c h n o l o g y  will l ead  to  disaster .  W h i l e  I do  n o t  a d h e r e  to  t h e  
v iew t h a t " r i g h t s  hold ,  t h o u g h  the  h e a v e n s  m a y  fall," in th is  ar t ic le  I h av e  
m a i n t a i n e d  t ha t  the  secur i ty  a r g u m e n t s  of  l aw e n f o r c e m e n t  do  n o t  c o m e  
close to  m e e t i n g  the  t h r e s h o l d  for v io l a t i n g  p r ivacy  r ights .  T h e  h e a v e n s  are  
far f rom falling. 
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