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Introduction. Rare diseases collectively affect over 300 million people worldwide, yet their underlying
causes remain poorly understood. Genomic advances in rare disease research are limited due to small,
heterogeneous cohorts that are further constrained by the difficulty of sharing data across institutions because
of privacy regulations [11, 2, 3]. A central barrier to sharing this genomic data is that it is inherently
identifying [6, 5].These challenges are heightened for individual-level germline variant data stored in Variant
Call Format (VCF) files, where variant combinations unique to patients act as quasi-identifiers.

Synthetic Data Generation (SDG) offers a promising approach by generating artificial data that preserves
the statistical characteristics of real datasets without replicating personal information [8, 7]. However,
synthetic data may not be inherently privacy-preserving, especially when generators are tuned for high
fidelity. Therefore such SDG need to be audited for privacy risk alongside fidelity and utility prior to release.
While recent work has introduced privacy auditing frameworks for synthetic single nucleotide variants (SNVs)
level genomic data [10, 13], they operate on fixed positioned genotypes, and cannot accommodate mixed
variants SNVs and insertions/deletions (indels) and generator-introduced positional perturbations.

To address this gap, we adapt and develop a model-agnostic privacy auditing framework for rare disease
germline variant data, combining three complementary metrics. Our framework requires only the real data,
the synthetic data to be audited, and public population allele frequencies.1 Specifically, we design (a)
a record-level proximity metric based on Distance to Closest Record (DCR) using Gower’s distance [4],
which quantifies how close each synthetic record is to its nearest real record, with unusually small distances
indicating potential memorization or data leakage; (b) a membership inference attack (MIA) adapted from
the genomic beacon likelihood-ratio framework [14, 12], which tests whether an adversary can determine
if a specific individual was in the training cohort given the synthetic data and public allele frequencies;
and (c) rare variant exposure scoring, which measures how much of each real patient’s unique variant
fingerprint is reproduced in the synthetic data, providing a continuous, per-patient measure of identifiability
risk. Extending the notion of rare-variant collision risk in Rojo et al. [13] to the VCF setting, we introduce
per-patient re-identification and exposure scores under both exact and position-tolerant (fuzzy) matching.

Methods. Let P = {p1, . . . , pN } denote the set of N real patients and S = {s1, . . . , sM } the set of M
synthetic patients. For any patient pi (or sj), let V (·) denote their variant set, where each variant is a
tuple v = (CHROM, POS, REF, ALT), representing the chromosome, genomic position, reference allele, and
alternate allele. We compute 3 privacy metrics over the real and synthetic data as below.
• Distance to Closest Record (DCR). Instead of comparing raw variant sets, we summarize each patient’s

VCF into a profile record of d = 33 features: variant type ratios (SNV, indel, complex), Ti/Tv ratio,
variant tier counts (common, recurrent, unique), mean quality, tumor type, and per-chromosome variant
fractions. For each synthetic patient sj , we compute DCR(sj) = minpi∈P dGower(sj , pi), where Gower’s
distance averages |ak −bk|/rangek over numerical features and exact matches (0/1) for categorical features,
yielding a score in [0, 1]. Low DCR indicates the generator is copying rather than generalizing. We
additionally report the nearest-neighbor distance ratio NNDR(sj) = d

(1)
j /d

(2)
j , where d

(1)
j and d

(2)
j are the

distances to the first and second closest real records; low NNDR suggests a synthetic record matches one
real patient disproportionately.

• Membership Inference Attack (MIA). We assess the extent to which the synthetic data reveals whether a
given real patient (target candidate) was used to train the generator. For each candidate patient pi, we
compute a likelihood-ratio test (LRT) score over their rare variants (allele frequency f < 0.05). For each
such variant v, we define P0 = 1 − (1 − f)2N , P1 = P0 + (1 − P0) · m, where P0 is the probability that
v appears in the synthetic data if pi was not in training, P1 is the probability if pi was in training, and
m ∈ (0, 1) is an assumed memorization rate. The LRT score accumulates log(P1/P0) for variants present
1https://gnomad.broadinstitute.org/
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in the synthetic data and log((1−P1)/(1−P0)) for those absent in the synthetic data.2 We test every real
patient as a candidate member and calibrate using two approaches: (1) an empirical null [12], comparing
against pseudo-non-members generated by sampling variants from population allele frequencies, yielding
AUC, where higher values of AUC indicates successful MIA; and (2) a theoretical null [14], yielding closed-
form per-patient p-values under a Gaussian approximation where a lower p-value indicates memorization
and thus membership.

• Rare Variant Exposure Scores. For each real patient pi, we define a fingerprint U(pi) as the set of variants
carried exclusively by pi in the cohort (i.e., appearing in exactly one patient). We compute a pairwise
overlap score between each synthetic patient sj and each real patient pi as ωm(sj , pi) = |V (sj)∩mU(pi)|

|U(pi)| ,
where V (sj) is the variant set of synthetic patient sj , and m ∈ {exact, fuzzy} denotes the matching
mode. Exact matching requires identical variant tuples; fuzzy matching relaxes POS to a tolerance
of ±δ = 500 base pairs, accounting for perturbations introduced by the generator. From this overlap
matrix we derive two complementary metrics: (1) a re-identification score Rm(sj) = maxpi ωm(sj , pi),
measuring how closely a synthetic record resembles any real patient’s fingerprint, and; (2) an exposure score
Em(pi) = maxsj

ωm(sj , pi), measuring how much of a real patient’s fingerprint is recoverable from the
synthetic data. Together, these capture leakage risk from both the synthetic and real patient perspectives.

Results. We evaluated the above on synthetic data generated from germline variant calls (SNV + indels)
from a cohort of 61 (N) Neurofibromatosis type 1 (NF1) patients [1], generating 61 (M) synthetic patients
using SYNTHPOP [9],a non-differentially-private generator, which integrates domain knowledge such as patient
profiles and variant classifications. Table 1 summarizes the privacy audit. Profile-level metrics indicate
strong separation: median DCR 0.138 (5th pct. 0.114; none < 0.05) and NNDR 0.968 rule out proximity or
clustering, suggesting generalization. However, variant-level leakage persists. The worst case Rfuzzy = 0.187
(∼19% overlap; 9.0% exact) and the ∼2× gap between fuzzy and exact means (0.096 vs. 0.028) reveal leakage
missed by position-exact audits. Moreover, Efuzzy mean (0.160) exceeds Rfuzzy mean (0.096), indicating
broadly distributed exposure. MIA achieves AUC = 1.0 with all 61 members significant at p < 0.05, even at
m = 0.1.3 With thousands of rare variants per patient (AF < 0.05), the cumulative LRT perfectly separates
members from non-members, making membership fully identifiable from the synthetic VCF. Table 2(a)
shows the most exposed patients (Efuzzy ≈ 0.18–0.19) despite widely varying fingerprint sizes (115–2,941),
so exposure is not driven by size.Discrepancies between R and E highlight complementary views, e.g.,
Rexact = 0 but Eexact = 0.070 indicates non-dominant leakage. Table 2(b) shows that despite high variant-
level exposure, DCR remains 0.132–0.160 (> 0.05), confirming distinct privacy dimensions. MIA detects all
members (p < 0.001) but cannot distinguish which patients are most exposed or how much leaks, which
R and E provide. No single metric suffices– DCR, MIA, and variant-level exposure reveal complementary
risks, motivating multi-dimensional privacy auditing before releasing synthetic germline VCF data.
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2We assume (a) each variant is independent and (b) public allele frequencies approximate the population distribution from
which the cohort is drawn.

3We sweep m ∈ {0.1, 0.3, 0.5, 0.7, 0.9} and report worst-case results.
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Table 1: Privacy audit summary. DCR: record prox-
imity (lower = higher risk); MIA: membership inference
(AUC = 0.5: no power, higher = higher risk); R/E: fin-
gerprint leakage (0 = no leakage, higher = higher risk).

Metric Statistic Value

Record Proximity (DCR, Gower’s)
Median DCR 0.138
5th pct. DCR 0.114
NNDR median 0.968
Frac. < 0.05 0.000

Membership Inference (Beacon LRT)
AUC (empirical) 1.0
TPR @ 5% FPR 1.0
Frac. p < 0.05 (theor.) 1.0
Best m 0.1

Re-identification Rm

Rexact max / mean 0.090 / 0.028
Rfuzzy max / mean 0.187 / 0.096
Frac. Rexact > 0.01 0.426

Exposure Em

Eexact max / mean 0.090 / 0.072
Efuzzy max / mean 0.187 / 0.160

Table 2: Top 5 most exposed patients, ranked by Efuzzy. |U|:
unique variants in fingerprint. (a) Exposure and re-identification
scores under exact and fuzzy matching. The gap between exact
and fuzzy quantifies how much leakage exact-matching methods
would miss. (b) Cross-metric comparison for the same patients.

(a)

Patient |U| Eexact Efuzzy Rexact Rfuzzy

p1 2941 0.0704 0.1874 0.0000 0.1874
p2 2930 0.0788 0.1870 0.0399 0.1870
p3 2520 0.0754 0.1853 0.0000 0.1369
p4 115 0.0870 0.1827 0.0870 0.1478
p5 1934 0.0822 0.1810 0.0822 0.0000

(b)

Patient Efuzzy MIA p DCR

p1 0.1874 0 0.132
p2 0.1870 0 0.143
p3 0.1853 0 0.160
p4 0.1827 0 0.134
p5 0.1810 0 0.149
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