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ABSTRACT
A password is one of the oldest forms of authentication whose
popularity has not waned. Passwords are easy to use, inexpensive
to deploy, and are familiar by everyone. However, this comes with
a cost. Passwords are easy to guess, difficult to remember when
they are made complex and unique, and found everywhere on the
Dark Web. The security usability paradox suggests that any im-
provements in security will result in a decrease in usability, and
vice versa. In this paper, we examine the feasibility of a visual pass-
word system in which a traditional password is used, but with the
additional capability of modifying the characters of the password
to provide significantly higher levels of entropy.

CCS CONCEPTS
• Security and privacy → Graphical / visual passwords; Us-
ability in security and privacy; Social aspects of security and
privacy.
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1 INTRODUCTION
Passwords became the most accepted way of authenticating users
even though they violate the psychological acceptability design
principle for protection of information [14]. Psychological accept-
ability depends on easy to use systems, and although passwords
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have become familiar to the user, they require a focused effort. The
use of passwords is widespread, and users are required to supply
passwords through multiple interfaces to many vendors. Password
rules added to boost security through complexity has reduced us-
ability. The design goal should be to improve both security and
usability rather than trading off one for the other [1]. Although var-
ious efforts have been undertaken to encourage the user to create
more complex passwords using traditional text-based entry (e.g.,
[5]), the ability to remember and effectively recall such complex
passwords remains problematic. And given that less than one-third
of individuals use a password manager [4], we need to continue to
explore other possible solutions.

For a password schema that uses color as one of the options, there
are five general requirements that must be met. First, the colors that
are chosen as part of the password schema must have a roughly
equivalent chance of being selected. Otherwise, a false sense of
security with respect to perceived improvements in entropy will
occur. Second, there must be a significant enough number of colors
available to increase the entropy such that implementing such a
schema is worth any costs associated with doing so, whether on the
implementation side or for the end users. Third, the colors chosen
as part of the schema must have enough separation between them
for end users to be able to quickly and clearly identify a preferred
color and later select that same color without being confused by
one that is similar. While the number of color choices available is
theoretically over 16 million, this is not realistic if we expect end
users to be able to later recognize their preferred choice. Fourth, the
colors chosen must be able to be represented consistently enough
across different devices and visual displays that they can then be
successfully recognized as part of the authentication process. Fi-
nally, other options must be available for individuals with visual
and other impairments such that entropy is not sacrificed in the
process.

The purpose of the current paper is to examine the efficacy of
using color as part of a password schema by examining some of
these requirements. We do this by reviewing the literature with
a particular focus on visual password systems. Next, we discuss
the concept of color preference since this will inform any system
that uses color as part of its schema. Then, we outline the methods
used in this study to assess whether color could be an effective
component of a text-based password. Finally, we discuss the results
from two surveys and what this may mean going forward.
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2 BACKGROUND
2.1 Graphical Methods
Graphical methods include any component of a password that is vi-
sual rather than composed from data in the ASCII Table. Graphical
authentication provides a memorable solution for the user through
recognition. Some drawbacks include large database sizes to store
images, mouse location clicking inaccuracies, and password colli-
sions for basic shapes. The graphical password methods include
alignment, color, and images.

Adding color as an option for passwords, Gao and company gen-
erated the ColorLogin schema [8]. ColorLogin allows configuration
for the number of rounds (1-3), a number of colors (3-5), and some
password icons. A group of pictures arranged in 3 x 3 squares create
a 9 x 9 over-all group of icons in each round. The user picks their
password icons from the group for each round. A benefit of Color-
Login is that the password entry is faster than other graphical icon
methods because the color background allows the user to focus on
specific 3 x 3 squares for locating their password icons.

Other approaches have also included color as part of the pass-
word schema in conjunction with other components, such as shapes,
patterns, and objects [11, 12]. For example, the Random Geometric
Graphical Password technique has a set of three geometric shapes,
three colors, and five click points [12]. There is a random number
that is created to determine the colors and the tracks for the objects
to follow. The user picks three shapes and clicks on the image to
direct the pattern five times. In another example, association meth-
ods are used since they may make memorization easier [11]. The
password triplet contains a location, a color, and an object. The
method of creating the password includes visualization methods
on the location, color, and object which encourages the use of im-
age associations and cues for recall. In yet other another approach
incorporating a graphical method for password entry is to have the
user doodle their password [9]. Users were allowed to generate a
password by doodling a color image.

2.2 Color Preferences
Research has been examining the color preferences of individuals
for several decades (e.g., [2, 6, 10, 13]). Their research covered areas
in advertising, marketing, and even the association of color with
shapes and objects. With the large number of studies conducted on
colors and color preferences, the focus has often been on the colors
red, blue, and green as this is what the cone cells in our retina see.

These colors appear to be the foundation behind the research in
trying to understand how they relate to an individual’s preference
based on human emotions, association to shapes and objects, and
individual buying choices. However, there is still little scientific
data on how that color can influence or affect a person’s reason-
ing, behavior, or preference. This notion is becoming increasingly
important in the digital era. Trying to understand why and how
people choose a certain color plays a role in creating websites, web
pages, and in the current research, password alterations.

A study of color perception and color working memory (CWM)
was conducted with a variety of colors in hue. During the trial,
between one and eight colors were shown for study with a delayed
period of (100-1500ms). The participants were then instructed to
select the color that they viewed during the study period from the

circular color ring [7]. After completing the trials, the responses
were reviewed. The results showed that there were different col-
ors chosen by the participants than the ones shown during the
study period. The assumption was that the individual’s memory is
imperfect when trying to select different colors in hue.

Without significant studies being conducted on how and why
people choose a particular color, it is hard to know what type
of colors should be implemented into a new innovated password
solution. There was no research found on what will make an end
user use a particular color for a password. However, it was shown in
previous studies that colors in hue are less likely to be remembered.
Based on that study, the assumption would extend that conclusion
to the multiple of shaded colors. The realization is people choose
colors because that color resembles something that they like or is
associated with an object that they like with the same color.

3 SURVEY 1: COLOR PREFERENCES
3.1 Methods
The goal for this study was to examine how color may be used as
part of a broader password schema. We conducted two separate
surveys to provide some baseline information on the possible effi-
cacy of using color as part of a broader password schema that also
includes other manipulations, such as formatting and orientation.

For each of the surveys, we recruited participants using Ama-
zon’s Mechanical Turk (mTurk) platform. Recruitment through
mTurk has wide acceptability and several advantages [3], including
providing a greater cross-section than a college psychology class
consisting of mostly sophomores [15].

In our first survey, we successfully recruited 1,177 participants
and compensated them with $0.25 each. Our sample consisted of
644 participants that identified as male (54.7%), 518 that identified
as female (44.0%), and 15 (1.3%) participants that did not identify
their gender preference. The participants were more highly edu-
cated (87.3% had a bachelor’s degree or higher) and younger (62.6%
were 18-34) than the general population, which is consistent with
participants from the mTurk platform [3].

We presented participants with a hypothetical new system that
would use color as part of the password. Basically, it would color
the characters of the entire password their chosen color. While the
system we have discussed in this paper is capable of having each
character a different color, it was important that we begin with
an assessment of the feasibility of something simpler—the entire
password being a single color. Each participant was presented with
14 different color choices in random order. The colors selected were
chosen from the 16 HTML colors noted in the HTML 4.0 speci-
fication with the exception of black and white, which were both
omitted. They were asked to state their preference. The presen-
tation of these colors was done by using the text "password” in
various colors. See Figure 1.

Figure 1: Password with the Color Blue Used (#0000FF)
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A follow-up question asked them what their color preference
would be if their first choice was not available.

3.2 Results
There were 1158 responses to the question related to their color
preference. And perhaps not too surprisingly, individuals tended
to gravitate toward a few colors more than others. In fact, the top
three color preferences were chosen by 38.8% of the participants
rather than 21.4% if the distribution had been equal. Similarly, the
bottom three choices should also represent 21.4% of the choices
people made, but instead only represent 6.7%.

In order for color to be as effective as possible to be used as
part of a password schema, the distribution of color preferences
must be equal among the color choices available to the end user.
This is where the theoretical possibilities of such a system conflict
with an implementation in the wild. If the implementer of a system
knows that the probability of a chosen color is more or less than
the 7.14% probability in a system with 14 colors then the would-be
adversary would know this as well. While it is not probable that
equal distributions will be achieved in a real-world setting, the color
palette used must seek to achieve this to the extent possible. The
results from the first survey are depicted in Figure 2.

Figure 2: Color Preference for Password, Survey 1

Based on these results, we wanted to test the efficacy of a new
color palette in achieving a more equal distribution of color prefer-
ences from end users. Thus, we conducted a second survey.

4 SURVEY 2: REFINEMENT OF COLOR
PREFERENCES

In our second survey, we wanted to accomplish three things: 1)
Increase the size of the color palette; 2) Obtain a more equal dis-
tribution from participants with respect to their color preferences,

and 3) Determine how many people would choose color as a modi-
fication when having to choose at least three out of five possible
modifications.

4.1 Methods
As before, we employed mTurk for participant recruitment. Given
the more complex nature of this survey, we doubled the compensa-
tion being provided. As a result, our sample size was also decreased
accordingly. There were 544 completed surveys with 512 usable re-
sults. We had 32 participants that failed one or more quality control
questions for a 5.9% rejection rate. Participants were compensated
with $0.50 each for their time. Out of 512 participants, there was
essentially an even split between those that identified as male (255)
versus those that identified as female (254) with the remaining
participants opting to not select an answer for that question.

We increased the size of the color palette from 14 to 18. In order to
minimize the likelihood for compounding the results we obtained,
we opted to increase the size only marginally. Additionally, we
examined the color choices individuals made from the first survey.
We eliminated the top four choices and replaced each one with two
similar shades of the same color. The hopewas that this would result
in a more equal distribution. As before, we provided a hypothetical
scenario for our research participants by telling them that we were
testing issues related to a possible new password system. We also
asked participants to select three out of five possible modification
types for their password with color as one possible option.

After selecting their preferred password modification types, par-
ticipants then chose the specific modification for each of the modi-
fication types. After completing the first part of the survey, they
were asked a series of questions from an unrelated psychological
questionnaire. Once they had completed this, they were asked to
re-identify the modification types previously chosen and the spe-
cific modifications for each type. It was emphasized to them when
making the initial selection and then later when recalling their
prior selection that they were not quality control questions and
they would not be penalized if their response was incorrect.

4.2 Results
In the second survey, the top three choices represented 32.2% of
all selections. While this number is lower than what was found in
the first survey (38.8%), it nonetheless represents a much higher
percentage than what we otherwise expect if the distributions were
equal. Since we now have 18 colors rather than 14 from survey
one, we would expect the top three colors to represent 16.7% of all
selections. Our results are almost twice this amount with a different
of 15.5 percentage points. This is only marginally better than what
was found in survey one (16.9 percentage points). Likewise, the
three colors selected the least amount of times represents 4.9% of
all selections. These results are depicted in Figure 3.

These participants were also asked to re-identify the specific
modification they had selected earlier in the survey. Out of 469
participants, 388 (82.7%) were able to correctly re-identify the color
they had previously chosen.

As previously noted, we were curious how many individuals
would choose color as a modification if they had to select three out
of five possible modification types. Most (91.6%) participants did
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Figure 3: Color Preference for Password, Survey 2

choose color as one of their three modification types. Out of 469
participants that chose this as one of their modification types, 99.8%
of participants correctly re-identified color as one of the types they
had chosen when asked again toward the end of the survey. Only
four participants incorrectly identified color as something they had
chosen at the beginning of the survey.

5 DISCUSSION
5.1 Limitations
There are a few limitations worth noting. First, the use of color in
any system poses significant challenges for those that are visually
impaired, color-blind, or have cognitive limitations that make recog-
nition and recall problematic. The system that was developed in-
cludes color as one possible modification out of several others. Thus,
this may mitigate the impact for individuals with color-blindness,
but not necessarily for those with other impairments.

Second, our data is based on a description of a hypothetical
system as presented to individuals completing a survey that were
recruited from a crowdsourcing platform. There are issues related
to both internal and external validity that cannot be ignored. How-
ever, the purpose of this research was to highlight some of the
possible benefits and challenges of using color as part of a pass-
word schema, as well as some of the considerations that must be
taken into account. We believe we accomplished this despite some
of the limitations inherent in this research.

Third, color preferences do vary some based on gender. While we
did not analyze that specifically in the current study, it is something
that must be taken into account before the implementation of such

a system. An adversary would likely know the gender of his target.
This could make it easier to guess the most likely color choices
among even a large color palette.

5.2 Future Work
There are several opportunities for additional improvements in the
selection of an ideal color palette. While some marginal improve-
ments were made from survey one to survey two, much greater
improvements would be needed prior to the implementation of
such a system. Similar to distribution problems for the use of color
as a modification type, it is expected that these challenges are also
present in the other types of modifications. The implications of test-
ing such a system and knowing its limitations is important. A false
sense of security through perceived higher levels of entropy based
on theoretical considerations alone can be dangerous. Once further
refinements have been made based on additional testing such as
detailed in this study, it will be important to test the feasibility of
this system in real-world experiments and implementations.
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