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ABSTRACT

Cybersecurity camps provide participants with an opportunity to
learn about cybersecurity in a fun and safe environment. Tradition-
ally, such camps, like many others, are held in-person. However,
the COVID-19 pandemic created unique challenges and also an
opportunity to counter those challenges—holding a cybersecurity
camp virtually. While countless other camps, both cybersecurity-
related and others, moved to a virtual environment so that such
camps could continue to be held, this paper presents some lessons
learned and suggestions that may be helpful to others deciding to
hold a virtual camp in the future. Some of the lessons learned may
be specific to a cybersecurity camp, but most would be applicable
to a broad audience.
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1 INTRODUCTION

In March of 2020, the entire landscape for summer camps began
to shift dramatically. What would soon become clear was that
holding in-person camps for the upcoming summer as originally
planned was ill-advised given the continued uncertainty related to
the pandemic and the path it may take. Suddenly, like the plans for
many activities involving close proximity with one another, were
being cancelled, moved to a virtual environment, and/or delayed
indefinitely.

Funding agencies were forced to provide additional flexibility in
the wake of such massive disruptions to our entire way of life. For
example, the National Security Agency (NSA) allowed for GenCyber
camps originally planned for the summer of 2020 to be postponed
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a year. They also began to allow virtual camps, which allowed for
greater certainty with respect to planning and recruitment. This
paper details some of the lessons learned and suggestions for others
as it relates to hosting a virtual camp.

2 BACKGROUND

The original cybersecurity camp was going to consist of two one-
week-long in-person camps in two geographically distant locations.
There were going to be 60 participants for each week of camp with
a goal of an approximate even gender identification split between
those that identify as males and those that identify as females.
Recruitment was to be focused on those entering 7th-12th grade for
the upcoming school year. Participants were going to be recruited
from the immediate geographic area of each camp location given
that it was a day camp and not residential.

Once flexibility was provided to move to a virtual camp, we pro-
ceeded accordingly. Our original plans did not include the use of
Raspberry Pis since camp participants were going to be in computer
labs equipped with all necessary hardware and software. However,
issues related to equity and access caused us to rethink how we
would approach a virtual camp and ensure a fun and engaging expe-
rience for everyone. Thus, the decision was made to use Raspberry
Pis as part of the camp experience.

3 RECRUITMENT

Recruitment efforts had to be altered substantially to take into
account the change from an in-person camp to a virtual camp
experience. While prior contacts and avenues for recruitment could
still be used, the shift to virtual provided a unique opportunity
to reach participants from across the entire state and beyond. A
short recruitment video was created that provided an overview
of the camp and was overlayed with lively music, graphics, and
text (https://youtu.be/UG3QrBlzzrE). A website was also created
with information on the camp, how to register, and a substantial
FAQ section. Finally, we also made a one-page flier that could be
used for quick reference of pertinent information. These various
recruitment materials were shared during our recruitment efforts.

3.1 Organizations and Social Media

Each member of the team reached out to organizations they were
familiar with, such as school district contacts, Girls Who Code ad-
visors, and community leaders. We received responses from several
of these efforts that they had in fact shared the information with
eligible individuals that they had contact with in their professional
and personal capacities.

Social media was used extensively in the recruitment of 7th-
12th graders from across the state. In particular, Facebook was
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used to reach communities from all geographic regions within the
state with an emphasis on communities that have large numbers of
individuals from backgrounds traditionally under-represented in
the computing disciplines.

While advertising on the platform could have been used and
targeted to these specific communities, we instead chose to join
several community groups representing these cities, towns, and
neighborhoods. Once we were a part of these groups on Facebook,
we would create posts that clearly indicated that the camp was free
and sponsored by the federal government. Although this was some-
what time-consuming initially, the results were quite promising.

3.2 Results

Through our various recruitment efforts and with a strong emphasis
on providing opportunities to those with backgrounds that are
traditionally under-represented in computing [7], we were able to
achieve over 260 registrations for the camp for an initial 120 spots
(60 per week).

By making adjustments to budget allocations, we were able to
make room for an additional 42 participants for a total of 162 camp
participants with 82 during the first week and 80 the following week.
Approximately 74% of our participants came from backgrounds
traditionally under-represented in computing with 81 identifying
as female, 74 identifying as male, and seven indicating non-binary
or other. Based on ethnic background identification, we had 59
individuals identify as Asian, followed by White (55), Other/Multi-
Racial (26), Black/African American (16), and Hispanic (6).

4 LOGISTICS

There were three primary logistical challenges we faced in holding a
virtual camp. First, acquiring enough Raspberry Pis quickly enough
to then package them with the rest of the items and have them
shipped to participants was a challenge. Part of what made this
challenging is the overall cost, which requires different budgetary
and bidding processes at the public institution level, as well as
order limits placed by several vendors with respect to the number
of Raspberry Pis that may be ordered at a time. Dozens of small
orders had to be placed from a variety of vendors to ensure an
adequate number of devices, including extra devices in the event
of malfunction or theft (e.g., porch theft). Out of approximately 310
shipments (monitors were shipped direct from the vendor(s)), only
two packages were stolen and both at the same house as they had
two camp participants. Thus, it would not have been worthwhile
to have required a signature with the packages that were shipped
directly from us, which would have added approximately $5 per
package.

Second, packaging and then shipping approximately 180 pack-
ages (participants and staff) requires significant planning and sup-
port. Boxes that were of sufficient size had to be purchased, as
well as other items, such as snacks and giveaways. With respect to
giveaways, such as t-shirts, there needs to be sufficient lead time
for not just production and shipping, but also approvals for when
institutional trademarks are used. In some instances, registrants
did not provide full or accurate addresses. This added time to the
process, which was often in short supply.
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Third, communication with registrants poses a large logistical
challenge as you are often interacting with both the minor and one
or more guardians for each registrant. When final confirmations
were requested, we did not rely on email alone. In addition to send-
ing emails to each email address we had on file for a registrant (up
to five each when including primary and secondary email accounts,
GMail accounts, and parents/guardians), we also sent text messages
to ensure they would see it and respond appropriately. We used a
service called ClickSend, which allowed us to send bulk texts out
in a cost effective and efficient manner, including through email.
Similar to emailing, the text messages were sent to each of the
phone numbers we had on file (up to three each when including
parents/guardians).

4.1 Camp Staff

Although not a challenge unique to a virtual camp environment,
hiring a staff of student leaders poses its own unique challenges.
We wanted to hire student leaders that would help ensure the
participants would have a fun, engaging, and safe time learning
about cybersecurity. Additionally, we also wanted balance among
our student leaders with respect to the backgrounds they bring to
the camp. This, along with the variety of guest speakers we had,
helps make it easier for the camp participants to see themselves in
cybersecurity.

A challenge related to hiring student leaders is having a sufficient
number of applicants for a 100-hour commitment in the middle of
summer when many potential student leaders may be otherwise
engaged in internships. Reaching out directly to prior students is
an effective way to encourage additional applicants. Some student
leaders chose to use their position as an internship as well. In those
cases, additional work was assigned to meet the minimum number
of hours necessary for internship credit. For example, some created
video tutorials on how to complete specific labs, which were then
made available to the camp participants.

Additionally, all camp staff had to undergo background checks
and training specific to working with minors. While none of us
had any physical proximity to camp participants, the training helps
ensure that we all understand what is and what is not appropriate
when interacting with minors. Each camp week had to be registered
with the lead institution’s office that handles youth programs. Then,
each staff member had to be entered into the registration so that they
may be contacted further for the requisite training and background
check. This process can take some time and the requirements of
each institution will likely vary substantially.

5 CURRICULUM

The curriculum we used came from a variety of sources, including
curriculum that we had developed ourselves, Cyber.org, and Teach-
Cyber.org, among others, including our own relevant research (e.g.,
[2-4, 6]. The focus was on as much hands-on active learning as
possible. The shift in mindset from a college course (e.g., [1]) to
a camp experience for youth is very important since developing
interest and active engagement is key for camp participants rather
than demonstrating memorization of specific principles at the end
of a course.
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We used the Canvas LMS platform to provide access to the learn-
ing materials for camp participants. Multiple formats were provided
for each resource to ensure equitable access to participants that
may be using a screen reader due to visual impairments. In addition
to the guest speakers sharing their cybersecurity career paths with
the participants, the three authors of this paper did that as well.
Participants appeared to greatly appreciate hearing the different
paths we each took, which helps them see themselves pursuing a
career in cybersecurity. Both technical and non-technical pathways
were emphasized throughout the camp.

6 CAMP EXPERIENCE

6.1 Structure

The general approach to the structure of the camp was to have
everyone in the main Zoom room for general announcements, mini-
lectures, guest speakers, and overviews of the day. Beyond that,
participants spent most of their time in their breakout rooms with
their assigned student leader that was maintained for the duration of
the camp. Groups ranged in size from about eight to 10 participants
per group.

Groups were made based on gender identification. For partici-
pants that registered and indicated non-binary or other, we reached
out to them to determine what group they would prefer to be in for
the camp. Many of them responded to this email thanking us for
asking them about their preference. The main reason for dividing
camp participants based on gender was to ensure a welcoming
environment for all, including those that identified as female given
the propensity for those that identify as male to at times domi-
nate discussions in mixed gender computing-based settings [8]. We
wanted to ensure that everyone felt empowered in the camp.

6.2 Icebreakers

An in-person camp experience is inherently quite different than a
virtual camp experience. With in-person camps you can engage the
students with physical-based icebreakers, see their expressions, and
feel their energy in a sense. Virtual camps do not provide those same
opportunities; however, there are ways to emulate the experience as
much as possible. We employed a variety of icebreakers throughout
the entirety of the camp.

This included large-scale icebreakers when we were all together,
such as the use of polls with “would you rather” type questions
and a Tablet, which is an online platform that collects and displays
data in real-time, to assess the similarities and differences between
everyone. Individuals would often speak up by unmuting their
microphones and/or putting their thoughts into the chat. During
small group time, the student leader would engage them in another
icebreaker aimed at building trust and rapport within their small
group. This would generally occur one to two times per day.

6.3 Schedule

The typical schedule each day consisted of a morning icebreaker
and mini-lecture (9-9:30) followed by a lab/activity (9:30 — 10:30),
a 15-minute break, and then another mini-lecture and lab activity,
which would conclude at noon for a 45-minute lunch. After lunch,
we had one-hour allocated to a guest speaker with a 15-minute break
afterward. We then engaged in another mini-lecture, lab/activity,
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15-minute break, and then a short mini-lecture and lab/activity to
end the day. Camp concluded by 4:30 each day. It is difficult to
overstate the importance of multiple breaks and a day that is not
too long.

7 TECHNOLOGICAL CONSIDERATIONS

Participants were provided with a Raspberry Pi 400 kit to use dur-
ing camp and keep upon its conclusion. We were able to obtain
additional funding outside of the GenCyber funds to also purchase
small monitors for each participant so that they could use it with
their Raspberry Pi. This resulted in each participant having a com-
plete computer for free. We also flashed onto a microSD card Kali
Linux for the Raspberry Pi.

And similar to an in-person environment in which technological
problems do occur, the same was true for a virtual environment.
Technological problems in a virtual environment provided unique
challenges in troubleshooting. Simple side conversations that may
occur in-person to workout a problem were not possible in the same
manner in a virtual environment. Therefore, we created two break-
out rooms dedicated to technical support. When an individual was
having technical difficulties, the student leader would place them
in one of the breakout rooms dedicated to technical support. This
proved to be a very efficient method of handling such challenges.

Another technical consideration is the use of Ethernet instead
of WiFi for camp staff, when possible. This helps ensure that their
bandwidth is as high as possible and provides a greater level of
connection stability [5].

8 PROGRAM OUTCOMES

The camp had three primary intended outcomes: 1) Increased cy-
bersecurity knowledge, skills, and abilities among program partici-
pants related to the GenCyber Cybersecurity Concepts; 2) Improved
cybersecurity hygiene of program participants, both within and
outside of their educational institutions, and 3) Dissemination of
information on advantages of pursuing cybersecurity careers for
program participants, including the variety of opportunities avail-
able within cybersecurity.

Based on the comments received, we believe we were successful
in achieving our three intended outcomes.

e “The camp clearly explained cybersecurity topics in a fun
and engaging manner and really helped increase my interest
in cybersecurity”

e “the exposure...all the information was all new to me and it

made me so much more aware like your files are not actually

deleted just because you delete them...it’s awesome.”

“I learned a lot of new things about Cyber Security and all

the activities went really smoothly”

“Getting to know what cyber security is and the basic con-

cepts surrounding it

“Expanding my knowledge and interests in cybersecurity.”

“I also really enjoyed learning new terms like the ‘Black

Swan’ and thinking like your adversary, which I found really

important to note if I were to join the cybersecurity field.

And the people I met like the guest speakers and student

leaders were amazing in what they did”
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o “Guest speakers were all absolutely great in sharing their
advice and tips on the industry”

The use of the Raspberry Pi also appeared to resonate well with
camp participants:

e “The activities involving the Raspberry Pi really made me
love coding more and the capabilities of this new computer
I've never heard of. ”

e “Iliked that we got the electronics because it made the camp
more engaging by having hands-on activities.”

o “Iliked using the pi and actually doing things with the com-
mand line”

Out of 71 responses in an end-of-camp questionnaire, we asked
them to rate how well we did at several different activities on a
seven-point Likert scale (Excellent; Great; Very Good; Good; Some-
what Good; Okay, and Poor). Some of the results from those ques-
tions include:

e 97.2% of the respondents indicated that we did a very good
job or better at increasing their interest in cybersecurity
e 87.3% of the respondents indicated that we did a great or
excellent job in explaining cybersecurity concepts
® 90.1% of the respondents indicated that the labs were great
or excellent
e 95.8% of the respondents indicated that the instruction was
great or excellent
® 91.5% of the respondents believed that we were great or
excellent at providing a supportive environment to learn
about cybersecurity
® 97.1% of the respondents indicated that we did great or ex-
cellent at providing a positive environment
Overall, all respondents indicated that they were glad that they
participated in the camp with 46.5% indicating they were extremely
glad and another 43.7% indicating they were very glad.
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9 CONCLUSION

Transitioning from an in-person camp to a virtual camp introduced
several unique challenges, such as logistical issues with shipping
packages to each participant and lack of in-person engagement and
immediate feedback since most participants did not consistently
have their cameras on (or did not have cameras to begin with).
However, it also allowed us to reach participants for whom such
opportunities are generally not available, such as those that live
in more rural parts of the state or are geographically distant from
larger population centers that often hold such camps.
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