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ABSTRACT

In this paper, we begin by discussing the challenges associated with
phishing email simulations. In part, we note how challenging it is to
achieve realism in such a simulation and what this may mean for the
results obtained. Next, we detail a real-world phishing simulation
that targeted participants involved in an unrelated research project.

CCS CONCEPTS

« Security and privacy — Social aspects of security and pri-
vacy; Privacy protections; Phishing,.
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1 INTRODUCTION

The continued success of social engineering attacks is perhaps most
evident in the use of and response to phishing emails. Despite the
relatively long history of studying phishing and attempts to miti-
gate its effectiveness (e.g., [5]), it remains a significant challenge
and threat for end users, including to their personal information [2].
There are many challenges associated with phishing email simula-
tions. In particular, it can be incredibly difficult to achieve realism
in such a simulation. This has implications for the results obtained
and any inferences that can be reasonably drawn. A realistic look-
ing phishing email will mimic what individuals would typically
receive from an organization or other entity for which they have
a prior relationship. The problem is that emulating such an email
inherently means using the name, likeness, and images associated
with that entity; this presents legal challenges for the campaign.

2 RELATED WORK

Previous studies have used a variety of experiments to test user
susceptibility. These experiments have varied between extremely
controlled lab conditions [4], in which participants were fully aware
of the nature of the study to uninformed participants receiving
phishing emails and being notified and surveyed later [3]. The first
type of study frequently suffers from the Hawthorne effect, as being
aware that a study is based on phishing alter the way in which
participants would otherwise behave.
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3 METHOD

IRB approval was obtained prior to engaging in the phishing ex-
periment. Due to the subterfuge involved in collecting data in a
real-world scenario, we do not attempt to gain a user’s information
in any way. Participant information used in this experiment came
from an unrelated study for which they were recruited. To track
emails, each participant was assigned a random ID, which was ap-
pended to the URLs in the email. Then, the usage statistics were
taken from the domain, and filtered to get the events. These were
then re-attributed to the user with the relevant ID.

4 RESULTS

Of the 146 participants that were sent the email, only 16 clicked
on the phishing link. Overall, 11.0% of the participants were suc-
cessfully phished, which includes 5.7% of participants that identify
as female and 19.3% of participants that identify as male. We con-
ducted a chi-square test to determine if there was a significant
difference based on gender and found that gender was related to
the propensity to click on this phishing email, y?(2, N = 146) = 6.73,
p < .05.

5 DISCUSSION

Ultimately, while we did receive data from our attempts, the use
of real-world phishing exercises is very difficult. The struggle of
bypassing built-in phishing detectors makes this form of research
a Sisyphean endeavor. There are reasonable arguments that can be
made related to the ethical issues involved in conducting phishing
email experiments; these discussions should continue. However,
the end goal of this research and similar research being done by
others is to minimize the success with which actual phishing emails
from real-world adversaries have in manipulating individuals to
perform an action and/or disclose confidential information. In this
limited experiment, our results suggest that individuals continue
to click on links in phishing emails in relatively high numbers.
Additional efforts in cybersecurity education are needed at all levels
of education, including college [1].
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