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ABSTRACT

This paper presents a discussion on a cybersecurity co-op light
model. Elements of an internship are combined with elements of a
co-op to help provide students with an engaging work experience
while also serving the needs of an organization.
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1. INTRODUCTION

The need for cybersecurity professionals in the workforce will only
continue to increase [1]. There are not enough people to fill the
open positions. Yet, there are individuals with an educational
background in cybersecurity that are not being hired. They do not
have the required experience in many cases [2]. Thus, we see
organizations struggling to fill positions in cybersecurity, but
unwilling to hire those without experience.

2. BACKGROUND

Some programs have been able to address this problem directly,
such as the NSF’s Scholarship for Service [3]. The program has
been successful. However, it is not an attractive option for every
student since the service commitment may seem too long for some
or the pay too low. Internships may also be an option for some.

Another approach that has been effective has involved partnerships
between universities and industry. An example of this being done
at a high and intricate level is Northeastern’s Co-0p program that
requires students to alternate between semesters of academic
coursework with semesters of co-op experiences.

Although highly successful and a model of effective co-op
education, it does require a significant amount of coordination,
relationship building with industry partners, and an institutional
willingness to transform the educational structure of a university.
Northeastern has been doing it this way for years and it works for
them [4]. For other universities without this history, there may be
significant bureaucratic and institutional hurdles to develop a co-op
model for just one or more programs.
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3. APPROACH

An effective approach for many universities may involve
combining elements of internship programs with those of a co-op
model to provide a more holistic educational approach to
cybersecurity workforce development. One could think of this as
“co-op light.” This approach has been employed at some
universities [5], as well as the University of Washington (UW)
under the coordination of the Center for Information Assurance and
Cybersecurity (CIAC). During the initial stages of the development
of this program, the UW partnered with a large corporation, T-
Mobile, that has its headquarters in the region. Given the diverse
nature of cybersecurity positions available within this corporation,
it is often a matter of finding the right fit for a high-caliber student.

A cohort model is employed, which provides a peer-support
mechanism for these students that can be invaluable. Part of this
cohort model includes the completion of additional academic
coursework. This three-course sequence results in a cybersecurity-
related certificate. Thus, students walk away from this program
with an additional credential and valuable work experience.

4. LESSONS LEARNED

Several lessons have been learned. For example, the three-course
sequence that results in a certificate was a pre-existing certificate
program that was not designed with the unique needs of program
participants in mind. A custom designed certificate program may
be more effective for students in the future.

This program does not replace other successful programs, but it
does help fill a void. It provides greater flexibility as is often seen
in internships, but with increased structure, learning opportunities,
and a cohort approach, as is often seen in co-op models. There will
never be a one-size-fits-all approach. However, by continuing to be
creative and willing to take chances, additional voids can be filled.
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