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ABSTRACT

Since 2009, DevOps, the combination of development and
operation, has been adopted within organizations in industry, such
as Netflix, Flickr, and Fotopedia. Configuration management tools
have been used to support DevOps. However, in this paper we
investigate which Knowledge, Skills, and Abilities (KSA) have
been employed in developing and deploying modern web
applications and how these KSAs support DevOps. By applying a
qualitative analysis approach, namely grounded theory, to three
web application development projects, we discover that the KSAs
for both Software Development and IT Operator practitioners
support the four perspectives of DevOps: collaboration culture,
automation, measurement, and sharing.

Categories and Subject Descriptors
K.6.3 [Management of Computing and Information Systems]:
Software Management - Software development

General Terms
Management, Documentation, Design, Experimentation, Security,
Human Factors

Keywords
Grounded Theory, Knowledge, Skills and Abilities, DevOps

1. INTRODUCTION

The arrival of cloud computing allowed us to merge together
software development, deployment, and operation in what is
known as DevOps. DevOps is a combination of development and
operations [1]. Consequently, diverse stakeholders are involved in
DevOps, including business analysts, software developers,
software testers, and quality assurance personnel for development,
and system administrators, database administrators, network
administrators, web masters, and security officers for operations.
Because of these diverse roles, DevOps has four perspectives: 1) a
culture of collaboration between all team members, 2) automation
of build, deployment, and testing, 3) measurement of process,
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value, cost, and technical metrics, and 4) sharing of knowledge
and tools [2].

IT practitioners have used configuration management tools
such as Chef!, Puppet?, Salt®, Amazon OpsWorks®, etc., to support
DevOps. However, the current DevOps approach is limited to the
usage of proprietary configuration tools focused on automation of
operations.

Instead, we propose a new approach to support DevOps -
Knowledge, Skills, and Abilities (KSA) for DevOps. KSA has
been used by the Department of Defense to identify the better
candidates from a group of people qualified for a position [3]. For
this purpose, we first describe grounded theory [4] in the context
of several KSAs that have been used to develop and deploy
modern web applications and apply it to the artifacts of modern
web application development projects. Based upon this analysis,
we then discover how the KSAs can support the four perspectives
of DevOps and argue that a new theory - modern web application
development with KSAs approach support the four perspectives of
DevOps.

2. GROUNDED THEORY

Grounded theory is an inductive qualitative analysis approach
which involves generating a theory from given source data [4].
Grounded theory consists of five steps. First, all data are collected
from the test cases. Second, discrete codes are assigned to the
collected data. Third, after assigning discrete codes to the artifacts
of the three web applications, these codes are then grouped into
concepts. Next, the relationships between concepts are examined
and classified into categories. Finally, based upon these
categories, a new theory is proposed.

We applied grounded theory to modern web application
development. Modern web applications consist of many different
artifacts in addition to source code, such as design documents in
Unified Modeling Language (UML), Burn Down Charts (BDCs)
and logs, Data Flow Diagram (DFD), Dependency Injection (D),
many cloud configuration files, etc. We first assign the names of
the tools as the discrete codes to the data since the abilities to
generate the data are proved by showing how the tools are used.
For example, if we use a scrum management tool, Microsoft Team
Foundation Service, we are able to generate BDCs. Then, we
group the discrete codes into specific concepts by identifying
which tools are employed to support which skills. For example,
both Microsoft Team Foundation Service and Google Spreadsheet
template are grouped into Scrum project management skills.
Based upon the grouped concepts, we classify the concepts into
categories — knowledge that can be earned through exercising the
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skills and a perspective of DevOps that the knowledge can
support. Then, we propose a new theory which modern web
application development with KSAs approach support four
perspectives of DevOps from the relationship between KSAs and
DevOps.

3. ANALYSIS

We will examine data from three real life cases: a Point of
Delivery (POD) Web Application for an Aerospace Manufacturer,
a Membership Management Web Application for a Smart and
Secure Computing Research Group (SSCRG), and an Online
Ordering Web Application for Asia Ginger Teriyaki Restaurant.

To perform a grounded theory analysis, four steps are
performed. During the first step, we collect data from the three
case studies. Many diverse data are collected.

At step 2, we assign discrete codes to the collected data of each
web application. UML diagrams can be created by using Sparx’s
Enterprise Architect v10.0 CASE Tool or MS Visual Studio
Architecture  Edition. MVC directories are automatically
generated if MS ASP .NET MVC 4 template is chosen. MS
Threat Modeling Toolkit is used to draw a DFD based upon the
given use case and misuse case. All used tools are identified and
assigned to the data.

At step 3, we group the discrete codes into concepts. For
example, MS Team Foundation service is used to manage the web
application project with Scrum [5] concept or skill. Enterprise
Architect CASE tool is used to document software architecture of
each application. To use the CASE tool, a set of guidelines for
documentation is required. 5SW1H Re-Doc [6] is used.

Table 4: Concepts and Categories

Two-Phase Categorization

Concepts Knowledge Perspectives
e Collaboration
e Scrum ¢ Agile development o Automation
methodology o Measurement
e Sharing
. o Collaboration
e 5W1H Re-Doc | ° Architecture e Sharing

Documentation
o Measurement

* Xr\c/ti tectural o Architectural pattern o Collaboration
Pattern e Separation of concerns o Automation
o Dependency . e Collaboration
. e Separation of concerns .
Injection o Automation

o Unit Testing

e Behavior-Driven
Development

e Automation

o Mock Objects

e Behavior-Driven
Development

e Automation

e Architecture
Documentation

e Collaboration

* Cloud - SaaS o Agile development e Sharing
methodology
*Cloud-PaaS | e Cloud computing o Automation
* mgd-(l;?irnea;nd ¢ Threat modeling and risk e Automation
Risk Anzglysis analysis ¢ Measurement

At step 4, we construct categories that highlight the relationship
between concepts. We use a two-phase categorization by first

categorizing the concepts to knowledge that software developers
and IT operators have learned. For example, Scrum is one of the
agile development methodologies, which is a software
development process with agility on requirement changes. The
categories for each concept are shown in Table 4.

Then, the knowledge is categorized to the four properties of
DevOps at the second categorization phase, which is shown in
Table 4. For example, the Agile software development
methodology supports the four perspectives of DevOps: 1)
collaboration between all team members by means of daily scrum
meetings, sprint retrospectives, reviews, and planning meetings;
2) automation of build, deployment, and testing; 3) measurement
of process and technical metrics by scrum burn down chart, and 4)
sharing of knowledge by product and sprint backlogs.

4. DISCUSSION

Finally, we propose a theory from Table 4: KSAs support the
four perspectives of DevOps. Through the four steps of grounded
theory analysis, we first discover what tools are used in creating
the artifacts of the modern web application development projects,
which skills are exercised to use the tools, what knowledge are
studied to understand the concepts of the skills, and then how the
knowledge are related to the four properties of DevOps.

Based upon this analysis, we propose a new theory that modern
web application development with the Knowledge, Skills, and
Abilities approach supports the four perspectives of DevOps.
Future work is needed to discover how we can educate and train
software developers and operators to be equipped with these
KSAs to support DevOps.
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