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Abstract—Cybersecurity education equips individuals with
the essential knowledge and skills to navigate the digital world
safely. However, not all consumers have equal access to this
information. In the United States, Asian minority groups face
significant barriers to obtaining cybersecurity education, largely
due to language and cultural challenges. Our project aimed to
address this gap by designing targeted cybersecurity education
and training programs for Chinese and Vietnamese communi-
ties. To achieve this, we developed training materials based on
the latest research and best practices in password security and
social engineering prevention. Participants for these sessions
were recruited with the support of nonprofit organizations.
Following the training sessions, our findings revealed a strong
demand for cybersecurity education among these communities.
Furthermore, the sessions positively influenced participants’
intentions to adopt better password practices and remain
alert to social engineering threats. The insights gained from
this initiative highlight the importance of expanding tailored
cybersecurity education to other minority groups and extending
these efforts to additional cities across North America.

Index Terms—cybersecurity, minority education outreach,
Asian immigrant communities, password security, social engi-
neering

I. INTRODUCTION

Cybersecurity knowledge has become indispensable in
today’s digital era. The Internet serves as a vital global
connector, bringing numerous advantages but also presenting
opportunities for malicious activities. Cybercriminals exploit
this technology to employ social-engineering tactics and
scams that prey on the human factor in cybersecurity. These
tactics enable them to steal personal information and data
remotely, without being physically near their victims. In
2023, the Federal Trade Commission (FTC) reported that
consumers lost $10 billion to scams [1]. To combat such
threats, it is crucial for consumers to understand the strategies
employed by cyber-criminals and the tools they can use to
strengthen their cybersecurity defenses [2], [3].

Despite the importance of cybersecurity awareness, there is
a significant shortage of training programs tailored to racial
minority groups in the U.S. [4]. While organizations often
provide cybersecurity training for employees to safeguard
corporate data, systems, and networks, similar resources for
consumers are scarce. Existing programs are predominantly
designed by and for the majority population, which can lead
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to unintentional exclusion. Research evaluating the effective-
ness of cybersecurity training for racial minority populations
highlights that these programs often reflect the perspectives
of dominant racial groups, resulting in challenges such as
language and cultural barriers [4]. This lack of inclusivity
underscores a gap in cybersecurity education for minority
communities and presents an opportunity to develop more
accessible and culturally relevant training initiatives.

A. Goals

The aim of our project is to develop tailored cybersecurity
education and training programs for Asian minority groups,
with a particular focus on the Chinese and Vietnamese
communities. The education and training materials center on
two fundamental topics: password security and social engi-
neering prevention. These areas are essential to cybersecurity,
straightforward to understand, and actionable for consumers
to implement.

The success of the project is evaluated based on two key
factors: participant attendance and the effectiveness of the
training in influencing behavior. We established a minimum
requirement of 25 participants to provide sufficient data for
meaningful analysis. While 50 participants was our target
goal, any attendance above that threshold was considered
an aspirational achievement. Beyond attendance, the effec-
tiveness of the training is assessed by measuring changes
in cybersecurity behaviors before and after the education
sessions. We anticipated a noticeable improvement in par-
ticipants’ cybersecurity practices as a result of the training.

This project serves as an initial step toward increasing
cybersecurity resources for Asian minority populations. By
showcasing the effectiveness of customized education and
training programs for Chinese and Vietnamese consumers,
the initiative aims to encourage the development of similar
programs for other under-served groups.

B. Paper Structure

This paper is structured as follows. We begin with a
review of recent research on password security and social
engineering prevention, as well as an overview of existing
training programs related to these topics. Next, we detail



the design and implementation process of the education
programs developed specifically for Chinese and Vietnamese
audiences. Following this, we present the results of the
project and assess its overall success. Lastly, we summarize
the key accomplishments, address the project’s limitations,
and propose directions for future research and development.

II. RELATED WORK

Developing effective cybersecurity education and training
programs requires both current knowledge of cybersecurity
topics and an efficient delivery method. This section begins
by identifying the latest guidelines and best practices for
password security and social engineering prevention. Next,
we review and analyze the methodologies used in existing
research and industry resources related to these two areas.
Finally, we examine a study that integrates psychological
principles into the evaluation of cybersecurity awareness
campaigns.

A. Passwords

Authentication involves verifying the identity of users
within a system and plays a critical role in controlling
access to information and data. This process is especially
important when dealing with private resources that should
not be accessible to the general public. Access should be
restricted to individuals who have been authenticated and
authorized. Authentication methods can be categorized into
five types: knowledge (something you know), ownership
(something you have), characteristics (something unique to
you), location (somewhere you are), and action (something
you do or how you do it) [5]. Each category has its own
strengths and weaknesses that users should consider.

Passwords represent a form of authentication by knowl-
edge, as they rely on something the user knows. They are
the oldest and most widely used authentication method.
Passwords are advantageous because they are simple to
implement and cost-effective. However, they are user-created,
which introduces variability in their strength depending on
the effort and knowledge of the user. Factors such as
password length, reuse, and sharing significantly impact the
security of this authentication method.

1) Password Length: The National Institute of Standards
and Technology (NIST) identifies password length as the
most important factor in determining password strength [6].
Longer passwords provide more permutations, making them
significantly harder to crack using brute force methods. While
NIST sets a minimum password length of 8 characters,
many organizations recommend longer passwords [7]. For
our educational materials, we opted for a minimum length of
14 characters to enhance security further.

Although NIST acknowledges password complexity as a
consideration, it does not regard it as a reliable indicator
of password strength. Password composition rules, such as
requiring a special character, are often ineffective because
users tend to follow them in predictable ways. For instance,

when prompted to include a special character, many users
simply add an exclamation mark (“!”) at the end of their
password. Due to this predictability, password complexity
does not consistently improve security. As a result, we chose
not to emphasize this factor in our training materials.

2) Password Reuse: A 2014 study examined the extent
of password reuse and found that 43% of participants reused
the same password across multiple websites [8]. Additionally,
some participants created only minor variations of their
passwords for use on different platforms. One contributing
factor to password reuse is the growing number of online
accounts and services that users need to manage. Since
individual companies can only enforce password policies on
their own platforms, they cannot address this issue on a
broader scale. The responsibility ultimately falls on users to
understand and mitigate the risks associated with password
reuse. This challenge remains significant, with estimates from
2023 indicating that 65% of consumers reuse passwords [9].

As part of our project, we emphasize the importance of
creating unique and substantially different passwords for
each website in our educational materials. To help address
the issue of password reuse, we also introduce the use of
password managers, which provide a practical solution for
securely managing multiple strong passwords.

3) Password Sharing: Another important topic that is
listed in many password best practices is to not share
passwords [5]. Password sharing is relevant because it is
another aspect of password security that the user is in charge
of. Passwords can be shared intentionally or accidentally
and to friends and family or attackers. It is advised to
not share passwords under any circumstances because the
user relinquishes the full control that they have over their
accounts. The consequences of leaked passwords can be
detrimental, including loss of ownership of the account and
assets, negligence from those whom you have shared your
password with, and privacy breaches [10]. This topic is
included in our educational material to deter participants from
password sharing.

B. Social Engineering

Social engineering refers to manipulating legitimate users
into performing actions that benefit unauthorized individuals
[5]. While attackers employ a variety of techniques, their
ultimate focus is on exploiting the human element. Unlike
employees within organizations who are bound by security
policies, consumers are solely responsible for safeguarding
their own information. Negligent behaviors, such as failing
to verify the identity of individuals before sharing private
information or interacting with malicious links and attach-
ments, are common vulnerabilities that attackers frequently
exploit [11].

C. Identity Confirmation

The effectiveness of social engineering stems from its
ability to prompt users to take specific actions. A literature
review examined various prevention methods, models, and



frameworks designed to address social engineering attacks
[12]. The review highlighted that impersonation is a key
component of many social engineering techniques, including
phishing, grooming, pretexting, and profile cloning. Sharing
sensitive information with attackers not only jeopardizes the
individual but can also have broader implications for the
organizations and communities they belong to. Information
obtained through these attacks can be leveraged to launch
additional social engineering campaigns. In our project, we
emphasize the critical importance of verifying an individual’s
identity before sharing any sensitive or private information.
1) Suspicious Links and Attachments: A research study
analyzed the increase in various types of cyber-attacks and
threats that emerged during the COVID-19 pandemic [13].
The study identified phishing as the most prevalent method,
accounting for 35% of attacks. Other commonly observed
techniques included scamming, spamming, smishing, and
vishing. These findings underscore the growing prevalence
of social engineering attacks and highlight the need for
consumers to recognize and counter these tactics. In our
project, we address these widespread methods, focusing on
their delivery via email, phone calls, and text messages.
Additionally, we emphasize the importance of avoiding sus-
picious links and refraining from downloading questionable
attachments to reduce vulnerability to such attacks.

D. Existing Cybersecurity Education

A study was conducted to gather and compile the latest
recommendations for password best practices [14]. The re-
searchers sourced information from government entities in
the UK and USA, as well as organizations associated with
these governments.

The resulting ontology provides a comprehensive frame-
work of essential knowledge for password usage. It addresses
all facets of password management, including creation, stor-
age, and practical application. This ontology can be tailored
to suit specific audiences, as demonstrated by the researchers
who adapted it for educating children. In our case, we utilize
the original version of the ontology, as our project focuses
on educating adults. This serves as a foundational guide for
the development of our password security training materials.

The CompTIA Security+ certification, designed for IT
security professionals, includes extensive coverage of various
security topics, including social engineering. Study guides for
this certification are valuable resources as they provide in-
depth information and up-to-date guidelines on these topics
[15]. Regarding social engineering, the guides cover different
types of attacks, impersonation tactics, and the underlying
principles of social engineering. In our project, we utilized
this resource to develop comprehensive social engineering
education materials for our participants.

E. Effective Education

A research study explored the factors contributing to the
failure of cybersecurity training programs [16]. The findings
highlighted that individuals must not only understand and

apply the advice but also be motivated and willing to act
on it. Using an interdisciplinary approach, the study applied
psychological theories to identify elements that facilitate
behavioral change, ultimately aiming to create more effective
cybersecurity training. One key factor identified was culture.
People from collectivist cultures, often found in Eastern
societies, place greater importance on relationships and social
group memberships than on individual needs. This contrasts
with individualistic cultures, which emphasize personal inde-
pendence. As a result, individuals from collectivist cultures
prioritize avoiding behaviors that could disrupt social har-
mony. Given that our target groups—Chinese and Vietnamese
populations—are part of collectivist cultures, our educational
materials emphasize prevention and the potential negative
consequences of unsafe behaviors [17].

Another critical factor in effective cybersecurity education
is the delivery method. The medium through which training is
provided significantly influences its success. A study evaluat-
ing information security awareness programs compared text-
based, game-based, and video-based delivery methods. The
results showed that a blended approach combining multiple
delivery methods was more effective than any single method
[18]. In our project, we leverage this insight by utilizing
a combination of delivery methods. Our approach includes
educational videos, which provide both visual and auditory
content, along with interactive activities to teach key concepts
in password security and social engineering prevention. This
multi-method strategy is designed to maximize engagement
and learning outcomes for participants.

Beyond general cybersecurity training literature, research
on culturally and linguistically tailored interventions un-
derscores the importance of adapting content for immi-
grant communities. Studies of health education programs
demonstrate that interventions aligned with cultural values
and delivered in the participants’ language produce stronger
behavioral outcomes, including increased adoption of pro-
tective practices [19]-[21]. Community-based organizations
and schools have been identified as trusted delivery venues
that enhance engagement and overcome access barriers for
immigrant populations [22], [23]. In parallel, research high-
lights that immigrant groups face heightened risks of cyber-
victimization, such as cyberbullying and fraud, suggesting
a need for targeted cyber awareness and resilience training
[24], [25]. These findings provide a foundation for our ap-
proach of partnering with nonprofits to deliver linguistically
adapted cybersecurity education, designed to build on cultural
strengths while addressing specific vulnerabilities.

III. METHODS

To develop effective cybersecurity education and training
programs tailored for Chinese and Vietnamese audiences,
we organized our efforts into three distinct phases. The first
phase involved the creation and preparation of educational
materials. This included not only the core instructional con-
tent but also the tools necessary for evaluating the success



of the training sessions. In the second phase, we recruited
volunteers who expressed interest in participating in the
project. Finally, in the third phase, we conducted the training
sessions and collected data from participants, which was then
used for analysis.

A. Educational Material

1) Surveys: In this project, surveys were utilized to assess
the impact of the cybersecurity education on participants.
Four distinct survey variations were developed: pre- and
post-education surveys for both password security and social
engineering prevention. The pre-education surveys included
questions on demographics, as well as topic-specific and gen-
eral cybersecurity questions. In contrast, the post-education
surveys focused solely on topic-specific and general cyber-
security questions.

a) Demographic Questions: The demographic ques-
tions provided insights into the diversity of our participants.
These questions addressed participants’ gender, age, eth-
nicity, and whether English was their first language. For
ethnicity, we included specific response options for Chinese
and Vietnamese, as these were the target populations for our
project. Similarly, the English language question was tailored
to identify participants who did not speak English as their
first language, aligning with the focus of our study. These
demographic questions were included in the pre-education
surveys for both topics since participants were not required
to attend sessions for both password security and social
engineering prevention.

b) Password Security Questions: The password security
questions in the surveys were designed to assess participants’
practices related to password hygiene. These questions cor-
responded to three key factors identified as critical for main-
taining strong password hygiene: password length, password
reuse, and password sharing. In the pre-education survey, the
questions focused on participants’ existing habits, while the
post-education survey shifted to explore their intentions and
perspectives on improving these practices moving forward.

c) Social Engineering Prevention Questions: The social
engineering prevention questions in the surveys aimed to
evaluate participants’ behaviors and responses during poten-
tial social engineering attempts. These questions were aligned
with best practices, emphasizing the importance of verifying
identities and avoiding interaction with suspicious content.

d) General Cybersecurity Questions: Two survey ques-
tions focused on participants’ perspectives on cybersecurity.
The first question explored their views on the importance of
cybersecurity, while the second inquired about their interest
in learning more about the subject. These questions were
intended to gauge participants’ engagement with the topic
and their enthusiasm for further education. Both questions
were included in all four survey variations.

2) Password Security Education: The educational portion
of the sessions included a video on the topic and interactive
activities to reinforce the material. In the password security

sessions, the video was divided into sections covering: the
purpose of passwords, challenges associated with using pass-
words, the consequences of compromised passwords, best
practices for password creation and retention, proper pass-
word usage, and tools to enhance password security. These
sections addressed all the topics outlined in the password
ontology from the study by Prior and Renaud [14].

The first hands-on activity involved testing password
strength using the website [https://www.security.org/how-
secure-is-my-password/](https://www.security.org/how-
secure-is-my-password/), allowing participants to practice
creating robust passwords. The second activity focused on
setting up an account and learning to use the Bitwarden
password manager. Password managers help address key
password security challenges, such as ensuring sufficient
password length and reducing password reuse. Bitwarden
was selected for its strong reputation, availability of a free
version, and compatibility across a wide range of platforms
and devices.

3) Social Engineering Prevention Education: The social
engineering prevention sessions followed the same structure
as the password security sessions, consisting of a topic-
focused video and interactive activities. The video was di-
vided into sections covering why attackers use social engi-
neering, the various types of attacks, impersonation tactics,
the principles behind social engineering, and strategies for
preventing phishing, vishing, and smishing. The educational
content was sourced from the CompTIA Security+ Study
Guide, Kaspersky, and the Cybersecurity & Infrastructure
Security Agency (CISA) [15] [26] [27].

The first hands-on activity involved participants reviewing
examples of social engineering attempts delivered via email,
phone calls, and text messages. This exercise provided an op-
portunity to practice recognizing and identifying such attacks.
The second activity encouraged participants to share their
personal experiences or stories they had heard about social
engineering incidents. These activities were designed to give
participants practical experience and increased familiarity
with social engineering tactics, helping them better prepare
for future attempts targeting them.

4) Translation: The survey questions and educational
materials were translated into Chinese (Mandarin and Can-
tonese) and Vietnamese. To ensure accurate and reliable
translations, professional translators were hired through the
American Translators Association (ATA). These translators
provided translations for the survey questions, the text dis-
played in the educational videos, and the instructions for
the hands-on activities. Additionally, they delivered audio
interpretations for the videos. Examples of the translations
for the Chinese and Vietnamese videos are shown in Figures
1 and 2, respectively. The translated videos can be accessed
at the following URLs: [redacted for review] (Password Se-
curity in Chinese), [redacted for review] (Password Security
in Vietnamese), [redacted for review] (Social Engineering
Prevention in Chinese), and [redacted for review] (Social
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Fig. 1: Screenshot from Chinese Password Security Video

Tai sao dung cac Mat Khau?
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Fig. 2: Screenshot from Vietnamese Password Security Video

Engineering Prevention in Vietnamese).

B. Participants

1) IRB Approval: Approval from an Institutional Review
Board (IRB) was secured before commencing any activities
involving participants. It qualified for exempt status from full
board review.

2) Recruiting: The target populations for this project
were Chinese and Vietnamese minority groups residing in
Seattle, Washington. To recruit participants, we first identified
local nonprofit organizations serving these communities. This
approach was chosen because such organizations often have
established relationships and deep connections with the com-
munities they support, making it easier to reach individuals
from our target populations. We specifically sought nonprofits
focused on serving the Chinese and Vietnamese communities,
contacting them via email and phone to explain the project’s
purpose and request assistance with participant recruitment.

Two organizations, the Chinese Information and Service
Center (CISC) and Kandelia, agreed to assist with the project.
CISC is a nonprofit organization dedicated to supporting im-
migrant families by creating opportunities for their success.
While primarily serving the Chinese immigrant community,
CISC also offers resources to immigrants from Eastern
Europe, Latin America, and other parts of Asia. Kandelia,
initially founded as the Vietnamese Friendship Association
(VFA), has evolved into a nonprofit organization serving
all immigrant and refugee communities. Both organizations
promoted the educational sessions and provided their fa-
cilities for hosting them. CISC hosted the sessions for the
Chinese community, while Kandelia hosted the sessions for
the Vietnamese community.

Due to facility and staff availability, the sessions were con-
ducted in group settings. Participation was entirely voluntary,
and no monetary compensation was provided to attendees for
their time.

C. Education Sessions

A total of four group education sessions were con-
ducted, with one session dedicated to each education
topic—password security and social engineering preven-
tion—and each language, Chinese and Vietnamese. The pass-
word security sessions were held first, followed by the social
engineering prevention sessions one month later.

Staff members from the respective nonprofit organizations
hosting the sessions were present at their facilities during the
events. They served as the primary communication bridge
between us and the participants. Their responsibilities in-
cluded interpreting instructions for the education sessions,
translating participants’ questions, and conveying our re-
sponses. Additionally, the staff assisted with administrative
tasks such as setting up the education video and facilitating
the distribution and collection of surveys.

Each session followed the same structured format and
lasted approximately one hour. The sessions began with
participants signing in, during which they were assigned
unique identification numbers. This allowed us to track
whether a participant attended both the password security
and social engineering prevention sessions. Participants then
spent 10 minutes completing the pre-education survey, which
was administered in physical form using pen and paper.

Following the survey, participants watched a 15-minute ed-
ucational video presented via a projector with accompanying
audio. The next 25 minutes were dedicated to hands-on train-
ing exercises, during which participants were encouraged to
ask questions. Each session concluded with a post-education
survey, which also took 10 minutes to complete.

IV. RESULTS
A. Participant Demographics

In total, 45 unique participants attended our education
sessions. Among them, 30 participated in the password
security education, and 32 took part in the social engineering
prevention education. The majority of participants, 40 in to-
tal, were aged 60 and above. Four participants were between
the ages of 41 and 50, and one participant was in the 31 to
40 age range.

Regarding gender, 34 participants identified as female, nine
as male, one as other, and one preferred not to disclose their
gender. In terms of ethnicity, 38 participants identified as
Chinese, six identified as Vietnamese, and one identified as
other or multi-racial. All participants indicated that English
was not their first language.

B. Pre-Post Analyses

Analytic Approach and Error Control: We treated each
item as a paired outcome, mapping Likert responses to



integers (1=Strongly Disagree to 5=Strongly Agree) and
estimating within-participant change from pre- to post-
session. Primary analyses used one-sided paired t-tests with
a=0.05 given the directional hypothesis (improvement post-
education). For each comparison, we report ¢, p, and the
paired standardized mean change d, with 95% ClIs (Figure 3).
We also comment on potential ceiling effects and practical
significance. To guard against inflated Type I error across
related endpoints, we applied a Holm-Bonferroni correc-
tion within topic blocks (Passwords; Social Engineering).
All behavior-focused outcomes that were significant in the
unadjusted analyses remained significant after correction. As
a robustness check, we repeated the analyses using Wilcoxon
signed-rank tests; inferences were unchanged. As a sensitivity
check, we repeated all tests two-sided at « = 0.05; all
inferences for behavior-focused outcomes were unchanged.

Table II summarizes pre—post changes with standardized
effect sizes and confidence intervals. The largest effect was
observed for password length (d, = 0.93, 95% CI [0.54,
1.31]), indicating a large improvement in intentions to create
longer passwords. Medium effects were seen for password
reuse (d, = 0.70) and password sharing (d, = 0.54),
consistent with stronger commitment to better hygiene prac-
tices. In the social engineering sessions, improvements in
identity confirmation (d, = 0.51) and avoiding suspicious
links/attachments (d, = 0.62) were also in the medium-to-
large range. General attitudes such as importance of cyberse-
curity and interest in learning more shifted modestly (small
effects, d, ~ 0.3-0.5), reflecting ceiling effects from already-
high baseline scores. Together, the pattern highlights that the
strongest gains were in specific, actionable behaviors rather
than general attitudes.

1) Password Security Sessions (Interpretation): As shown
in Table II and Figure 3, the strongest gains were in concrete
password hygiene behaviors, led by password length (large

TABLE I: Participant Demographics

(N=45)
Characteristic n %
Age
31-40 1 2.2
41-50 4 8.9
60+ 40 88.9
Gender
Female 34 75.6
Male 9 20.0
Other 1 2.2
Prefer not to disclose 1 2.2
Ethnicity
Chinese 38 84.4
Vietnamese 6 13.3
Other/Multi-racial 1 2.2
English as First Language
No (ESL)* 45  100.0

Note. Percentages may not sum to 100 due to

rounding.

2 ESL = English as a second language.

T T
Password Length — l {

Password Reuse —| l k { { [~
Password Sharing —| :} —
Importance (PW) —| I [

Learning (PW) —| E}—( L
Identity Confirm. :} =
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Importance (SE) - :} [
Learning (SE) | [: -
Importance (Both) | — | [
Learning (Both) | — -

l l l l l l L
0 0.2 0.4 0.6 0.8 1 1.2

d (paired effect size)

Fig. 3: Paired effect sizes (d,) with 95% ClIs across mea-
sures. These values correspond to the results summarized in
Table II. Reference lines at d = 0.2, 0.5, and 0.8 denote
small, medium, and large effects, respectively.

effect), with meaningful reductions in reuse and sharing (both
medium). General attitudes (importance, learning interest)
showed little additional movement, consistent with ceiling
effects from already-high baselines.

2) Social Engineering Prevention Sessions (Interpre-
tation): Behavioral intentions improved on both fo-
cal practices—verifying identity and avoiding suspi-
cious links/attachments—with effects in the medium to
medium-large range (Table II, Figure 3). Attitudinal items
moved modestly, suggesting the training primarily shifted
specific, actionable behaviors rather than broad attitudes.

3) Participants Attending Both Sessions: Among partici-
pants who attended both topics (/N=17), changes in general
attitudes (importance, learning interest) were directionally
positive but not statistically significant at «=0.05 (Table II).
Given pre-session means > 4.4, a ceiling effect likely
constrained additional detectable movement. Practically, the
second session appears to deepen specific behaviors more
than shift already-high global attitudes (Table II, Figure 3).

V. DISCUSSION

We established a minimum attendance goal of 25 par-
ticipants and met it across both topics (30 in password
security; 32 in social engineering), providing sufficient data
for analysis. Recruitment nonetheless fell short of the aspira-
tional target (50), partly because only two immigrant-serving
nonprofits partnered on outreach. The sample skewed older
(mostly 60+) and predominantly female (75%), with most
respondents from the Chinese-language sessions, which may
limit generalizability.

Quantitatively, the education sessions produced small-to-
medium improvements on targeted cyber-hygiene intentions,
with the largest gains on concrete, teachable behaviors
(e.g., adopting longer passwords), and medium gains for
reducing reuse and sharing (Table II, Figure 3). Social



engineering behaviors (identity confirmation; avoiding sus-
picious links/attachments) showed medium to medium—large
improvements. In contrast, general attitudes (importance of
cybersecurity; interest in learning more) changed only mod-
estly. This pattern is consistent with ceiling effects, given
already-high pre-education means (e.g., importance M=4.17
and 4.53; learning M =4.33 and 4.53 on a 5-point scale),
leaving limited headroom for further movement.

Comparison with Prior Work

Consistent with prior awareness programs in general U.S.
populations [28]-[32], we observed small-to-medium im-
provements on targeted cyber-hygiene behaviors, but here
within linguistically tailored sessions delivered through
trusted community nonprofits. This extends evidence from
culturally adapted health and education programs [19]-
[22], [33] and immigrant-focused cyber risk research [23]-
[25], demonstrating that culturally and linguistically adapted
content can yield comparable or larger gains on specific
protective behaviors in immigrant communities, even when
global attitudes start high.

Practical Implications

Partnering with community-based organizations enabled
language access, trust, and attendance. The largest effects
centered on concrete behaviors (longer passphrases; reduced
reuse/sharing; link hygiene), suggesting programs should
prioritize hands-on tools (e.g., password manager setup)
and rehearsed responses to common scams. Materials and
facilitator scripts should remain culturally and linguistically
adapted to sustain engagement.

Limitations

Recruitment through two nonprofits constrained reach and
diversity. The single-group pre—post design with immedi-
ate post-tests limits causal attribution and does not assess
durability; follow-ups and control groups are warranted.
Responses are self-reported and may diverge from realized
behavior [34], [35]. Likert outcomes were treated as interval
for t-tests; robustness checks using Wilcoxon signed-rank

yielded the same substantive conclusions. Sensitivity analyses
with two-sided tests at «=0.05 did not change inferences for
behavior-focused outcomes. Finally, results reflect Seattle-
based Chinese and Vietnamese cohorts and may not gen-
eralize uniformly to other regions or language communities.

Future Work

Future efforts should expand translation to additional lan-
guages (e.g., Japanese, Korean) and sites across the U.S.
to assess regional effects. Methodologically, longitudinal
follow-ups and behavioral telemetry (e.g., password man-
ager adoption/usage logs) can test whether intention gains
translate into sustained practice. Richer models (e.g., ordinal
mixed-effects or predictive classifiers) could identify sub-
groups that benefit most and adapt curricula accordingly.
Content-wise, expanding topics (e.g., MFA usage, VPN,
anti-phishing cues) may yield broader protection while pre-
serving the practical, hands-on emphasis.

The understanding and use of various cybersecurity tools
do vary based on demographic factors [36]. Future research
could explore whether such factors may involve language
barriers or being part of an immigrant community. Addition-
ally, it is unclear if they could perhaps be more susceptible
to other threat vectors, such as certain IoT devices and the
vulnerabilities they pose [37], or the spread of disinformation
that is prevalent on social media [38].

VI. CONCLUSION

This case study evaluated linguistically tailored cyber-
security education for Chinese- and Vietnamese-speaking
immigrant communities delivered via trusted nonprof-
its. Participants reported the largest pre—post gains on
specific, actionable behaviors—Ilonger passwords, reduced
reuse/sharing, identity confirmation, and avoiding suspicious
links/attachments—while global attitudes shifted only mod-
estly, plausibly due to ceiling effects. The results align
with prior awareness programs in general populations yet
extend the evidence base by demonstrating comparable or
larger behavior-focused gains in immigrant cohorts when

TABLE II: Paired Sample Results with Effect Sizes and 95% Confidence Intervals

Session / Measure Pre (M£SD) Post (ME£SD) t(df) p d, 95% CI Sig.
Password Security Sessions (N=30)

Password Length 2.83 + 1.09 4.03 £+ 0.89 tag = —5.067  <0.001  0.93 [0.54, 1.31] HokE
Password Reuse 3.13 + 1.04 3.87 + 0.57 tog = —3.832 <0.001 0.70  [0.32, 1.09] el
Password Sharing 343 +£1.22 420 £+ 0.48 tog = —2.935 0.003 0.54  [0.17, 0.92] ok
Cybersecurity Importance ~ 4.17 £ 0.91 4.50 £ 0.51 tog = —1.980 0.029 0.36  [0.02, 0.70] *

Learning Cybersecurity 4.33 + 0.61 4.27 £+ 0.58 tog = 0.494 0.313 0.09 [-0.28, 0.46] ns
Social Engineering Prevention Sessions (N=32)

Identity Confirmation 4.19 £ 0.90 4.59 + 0.50 ts1 = —2.881 0.004 0.51 [0.16, 0.86] wk
Links/Attachments 4.13 £+ 0.83 4.50 £+ 0.51 ts31 = —3.483 <0.001 0.62 [0.27, 0.98] ok
Cybersecurity Importance 4.53 + 0.57 4.69 + 0.47 t31 = —2.396 0.011 0.42 [0.09, 0.75] *

Learning Cybersecurity 4.53 £+ 0.51 475 £ 0.44 t31 = —2.946 0.003 0.52  [0.17, 0.87] Hk
Both Sessions (N=17)

Cybersecurity Importance ~ 4.41 + 0.62 4.65 + 0.49 tie = —1.167 0.130 0.28  [-0.09, 0.66] ns
Learning Cybersecurity 4.47 £+ 0.51 471 £ 047 t16 = —1.461 0.082 0.35 [-0.05, 0.75] ns

Note. d, = paired standardized mean change; 95% CIs from noncentral-¢ approximation. Significance: * p < 0.05, **

p < 0.01, *** p < 0.001, ns = not significant.



content and delivery are culturally and linguistically adapted.
These findings support scaling community-partnered, hands-
on, tailored programs to help close cybersecurity awareness
gaps in underserved populations.
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