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Abstract

Trust is a ubiquitous phenomenon in human societies. Computational trust refers to the
mediation of trust via a computational infrastructure. It has been studied in a variety of
contexts e.g., peer-to-peer systems, multi-agent systems, recommendation systems etc.
While this is an active area of research, the types of questions that have been explored
in this field has been limited mainly because of limitations in the types of datasets
which are available to researchers. In this thesis questions related to trust in complex
social environments represented by Massively Multiplayer Online Games (MMOGs) are
explored. The main emphasis is that trust is a multi-level phenomenon both in terms
of how it operates at multiple levels of network granularities and how trust relates to
other social phenomenon like homophily, expertise, mentoring, clandestine behaviors
etc. Social contexts and social environments affect not just the qualitative aspects of
trust but this phenomenon is also manifested with respect to the network and structural
signatures of trust network

Additionally trust is also explored in the context of predictive tasks: Previously
described prediction tasks like link prediction are studied in the context of trust within
the context of the link prediction family of problems: Link formation, link breakage,
change in links etc. Additionally we define and explore new trust-related prediction
problems i.e., trust propensity prediction, trust prediction across networks which can
be generalized to the inter-network link prediction problem and success prediction based

on using network measures of a person’s social capital as a proxy.
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Chapter 1

Introduction

”You must trust and believe in people or life becomes impossible.”
- Anton Chekhov

1.1 Introduction

Trust is a ubiquitous social phenomenon, it is observed in almost all human relationships
wherever there is uncertainty involved or there is prolonged social interaction [126]. It
has even been described as the lubricant of the human society. The literature on trust
is vast both in terms of breath (spanning many disciplines) and depth (multitudes of
concepts being discussed). Thus there are treatments of trust from a philosophical
[127], sociological [61], neurological [105], cognitive [69] and computational perspective
[67] and many additional treatments within each discipline. The current discourse is
confined to the network aspects of trust within the context of computational social
trust with special reference to the socio-cognitive and psychological aspects of trust.
Within the field of computing trust has been studied in a variety of contexts e.g., trust
in recommendation systems [I78], trust in P2P systems [I61], trust in security and
encryption [I], trust in computationally mediated social systems [69]. It is the last
environment that we are primarily interested in for this chapter and restrict our scope
to this domain.

The notion of Trust has also been tied to Epistemology and the society’s need to

believe in the truth claims made by experts. On the other hand some philosophers



2
have gone as far to say that even the notion of objectivity is rooted in the concept
of trust [I56]. The current endeavor can be described as part of a larger endeavor to
situate trust at the center of human behavior. Trust is a polysemic word with the
various semantics trust occupying an overlapping concept space. One consequence of
this semantic ambiguity is that the concepts which are derived from trust also exhibit
this extension in semantic space. Thus one such concept of interest is the concept of
breach of trust which can only be described with respect to trust. Given the varied and
often conflicting yet intersecting definitions of trust it is not possible to cover all aspects
of trust in a single thesis or even in a several thesis, the discourse on trust in the current
thesis is thus restricted to a particular notion of trust and the sematics associated with
this notion. The current chapter thus elucidates this particular notion of trust.

Computing with social trust refers to trust between people in environments where the
interaction between them is being mediated through a computer and there is an element
of some form of socialization involved e.g., online social networks, recommendation
websites, blogs and microblogs, online games with social elements etc. The vast majority
of the literature in this area deals with trust at the dyadic level i.e., between two entities
[69] and some work on trust as a global phenomenon. Literature on trust at intermediate
levels of network structures is conspicuously missing in this field. Thus the sociology
literature [I31] talks about network structures at the intermediate levels of organization
which are explained in terms of socio-cognitive and psychological processes. The aim
of the current chapter is thus two fold: (i) To describe a network based view of trust
that integrates multiple views of trust. (ii) To link the afore mentioned network view
of trust with a socio-cognitive framework in a similar vein to the MTML framework of

Monge and Contractor [131].

1.2 Representing Trust

Trust can be represented in different ways [69] and the choice of representation mainly
depends upon the application domain. The choice of representation usually depends
upon the application domain. Thus trust can be represented as categorical or numerical.
In the case where trust is categorical, trust is usually expressed on an ordered scale

(trust a lot, trust somewhat, neutral, do not trust). Other categorical scales are also
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possible e.g., (trust vs. distrust), (trust, neutral, distrust) etc. There are also multiple
schemes for representing trust as a numerical value: binary trust {0,1}, ternary trust
{-1,0,1} , ranged trust {1,2,...,k} where &k > 3 [69]. Other, albeit less often used
schemes for representing trust allows the users to give numerical values within a range

e.g,, t € (1,10).

1.3 Trust as a Network Phenomenon

Since trust can be described as a social relation (or disposition) between two entities,
given all such relationships amongst a group of entities, it is possible to represent the
aggregates of these relationships as a graph or a social network. A graph thus describes
a set of relationships (links or edges) between a set of entities (nodes or vertices) [53].
In our present context the nodes are the entities (people, organizations, groups) and the
edges between them represent trust. The trust values between the nodes correspond
to edge weights which can be directed or undirected, depending upon the context and
application. We also note that trust is not always one dimensional i.e., trust can be
described in various contexts e.g., a person may trust his mother’s opinion on cooking
but he may not trust her opinion on recommendation on data mining. In such multi-
context settings trust can be conceived of as a vector and the trust graph thus becomes
a multi- graph.

While the basic unit of analysis in a network is a dyad, we note that other levels
of network organization like triads (relationships involving three entities), trust within
and across groups etc offer us a fundamentally different way to study trust e.g., triadic
structures can be used to study balance [82]. Of course one could also argue that triads
are nothing but an agglomeration of three dyads, and the same can be said of larger
structures like communities in social networks. However this criticism would miss the
point of the reality of such social structures as criticism of biology as a redundant science
since all biology is essentially chemistry would miss the point of the reality of biological
processes and biological categories. Additionally trust manifests in different ways at
different levels of granularity e.g., perception of other’s views about oneself are likely
to influence how one trust other people which may in turn depend upon whether the

trustee are part of one’s group or are outside of one’s group. Analysis of trust at the
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global network level can yield insights about the environment in which the network is
embedded e.g., cross network comparisons can tell us whether trust is prevalent in one
network vs. another network.

While the analysis of trust at various network granularities can yield interesting
insights regarding trust, an additional orthogonal dimension of social science theories
has to be added to the analysis in order to make sense of not just how trust operates in
social networks but also why trust relationships form and evolve over time. In order to
address this question we integrate the MTML framework of Monge and Contractor [131]
to the network based trust framework that we just described. As stated previously, the
MTML framework is a framework that combines various theories about how social and
communication networks evolve and gives descriptions of why people form links with
one another. Thus Table describes trust as a network phenomenon and map the
corresponding social science theories from the MTML framework. We refer the reader to

the text by Monge and Contractor [I31], a brief description of these is given as follows:

e Theories of Self-Interest: Describes linkages in terms of a person’s self-interest
and desires. The main theories are the theory of social capital and the theory of

transaction cost economics.

e Theories of Collective Action: Mainly examines how coordinated activity
can produce outcomes which cannot really come about with individual action.

Representative theories are public goods theories and critical mass theories.

e Theories of Contagion: Addresses the issues related to the spread of ideas,
beliefs and influences in the social network. Contagion spread can be by cohesion

or by structural equivalence.

e Theories of Cognition: Describes the role of knowledge and perception in so-
cial network. Represent theories include the Theory of Balance and and theories

regarding Cognitive Communication structures.

e Theories of Exchange: Describes the emergence of social networks in terms of

distribution of resources and how these change hands in social networks

e Theories of Homophily: Explains the role of similarity between the members

of the network in the formation and evolution of the network.



Table 1.1: Trust at Multiple Network Resolutions

Network Level

Explanation

Example

Key Theories

Dyadic Trust

Trust Between

two entities

Theory of Contagion
Theory of Cognition

Triadic Trust

Trust between

three entities

Theory of Balance
Theory of Proximity
Theory of Cognition

Intra-Group

Trust within

A
i

Theories of Self-Interest

Trust entities in a group Theories of Exchange
Theory of Cognition
Trust between Theories of Collective Action
Trust and across groups Coevolutionary Theories

Inter-Group

Theories of Exchange

Theory of Cognition

Trust
Network Level

Trust at the
global level

Theories of Collective Action
Coevolutionary Theories
Theories of Exchange
Theory of Cognition
Theory of Contagion

e Theories of Proximity: Based on the idea that people are more likely to interact

with other people who are closet to them in physical proximity,

e Coevolutionary Theories: Describes the formation of links on the basis of

fitness functions i.e., in order to survive organizations and groups must adopt to

the surroundings.

1.3.1 Trust as a Multi-Level Phenomenon

We now describe trust at various network levels and the what kind of phenomenon are

associated with trust at these levels and how they relate to one another.
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e Intrinsic/Psychological: These refer to the intrinsic or psychological make up
of a person e.g., some people have a greater propensity of trust as compared to
others. Additionally this propensity may vary from context to context. A person’s
propensity to trust either be measured by directly eliciting how much they trust
others or indirectly measuring how much they trust other people. A person’s
propensity to trust will also be reflected in the immediate social neighborhood of

their trust network.

e Dyadic Trust: This level of trust refers to trust between two different entities
which could be people, organizations, groups etc or a combination of these e.g.,
trust can be described between two people, it can be from one person to a group
or vice versa. Dyadic trust is how trust is usually conceptualized in the context of
Social Trust [69]. It is usually represented as an edge between two nodes. Dyadic

Trust can be said to be the most fundamental way of conceptualizing trust [69].

e Triadic Trust: While trust at the dyadic level is between two entities, at the
triadic level trust is described between three entities. The relationships between
these entities may be directed or undirected, signed or unsigned, weighted or
unweighted. This implies that there can be may such possible relationships even
when three entities are involved. Thus even in the case of unsigned unweighted
directed networks there are at least 16 possible relationships between the nodes
[181]. In case of signed edges, it is also possible to predict the sign of the edges
given the configuration and signs of the edges which are already present. In other
words even trust at the dyadic level has to be evaluated in the context of triads
since trust relationships at the dyadic level is not really independent of other
dyads.

e Intra-Group Trust: As the name implies, intra-group trust refers to trust within
a group. Trust within groups and trust outside of groups operates in different ways.
Thus trust is supposed to be stronger within groups as opposed to trust outside
groups. Trust within groups gives rise to the concept of bonding social capital
[35].
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e Inter-Group trust: Trust between groups can be described into different ways
depending upon how groups are defined. Thus groups can be defined in terms of
graph theoretic structures [I8I] or they can be described in terms of some hier-
archical or organizational partition [I8I]. Trust edges between individual across

groups gives rise to bridging social capital [35].

e Trust as a Network Phenomenon: Trust can also be studied as a network
phenomenon where the main distinguishing feature of the network is that the
edges in the network represent trust. The main research in this area has focused
on inference algorithms to determine the most trustworthy nodes in a network [69],
determining recommendations [I78] etc. We note that other traditional questions
associated with networks like network characteristics of such networks [I81] and
the evolution of such networks [I16] has not really been addressed in detail and

thus represents a gap which should be addressed in the literature.

1.3.2 Trust-related Concepts in Network Terms

In this section we describe how concepts related to trust can be described in terms of
network structure even though traditionally that is not how they are described. Ahmad
et al [I0] take the Hubs and Authorities paradigm of Kleinberg [104] and apply it to

the trust related concepts.

Trustworthy Person

In the HITS Algorithm an authority is defined as a node which is pointed at by many
Hubs and a Hub is defined as a node which is pointed out by many Authorities. Intu-
itively an Authority is a node which is pointed to by many other nodes implying that
they consider it an authority with respect to a particular topic. Hubs intuitively refer
to nodes which point to many other nodes, ideally these nodes are authorities. We map
the people with high trust propensity to Authorities in the HITS framework while at the
same time we note that Hubs are not analogous to people who are opposite to people
who have high trust propensity. A trustworthy person is thus one who is trusted by

many people who are in general less likely to trust others.



Trusting Person

In the same analogy described above, a better analogy for describing a person who is
less likely to trust other people in general would be someone who is cautious xy and

being trusting can thus be describes as

Co-Trust

The concept of Co-Trust takes its inspiration from the idea of co-citation [I35]. The
original concept of co-citation states that given a corpus of documents or research chap-
ters, the co-citation relationship is defined if the same document or chapter is cited by
two or more chapters then the co-citation relation is formed between the chapters to cite
that chapter. In the context of trust Kim et al [102] describe co-trust as the relationship

which is formed when one or more people trust the same person.

Expertise

There are multiple ways to describe expertise e.g., expertise can be described in terms
of a person’s knowledge, perceived knowledge, interaction history with others etc. Es-
pecially in contexts where trust is described with respect to a person’s knowledge in a
certain field then expertise can also be described with respect to how much that person
is trusted in the network. In this case standard prestige based metrics can be used to
compute expertise based on the trust links in the network [I81]. This is the approach
which is adopted by Kim et al [102].

1.3.3 Trust at Multiple-Temporal Resolutions

Complementary to the idea of analyzing trust at multiple network resolutions is to
analyze trust at multiple temporal resolutions. The behavioral view of trust [69] implies
that interactions between different entities lead to changes in the trust between them
and also that the change in trust can result in the amount and type of interaction
between the nodes. We note that this is also a somewhat neglected area of study
mainly because of the fact that the datasets with enough temporal information are
usually not available. Additionally trust operates differently with respect to the length

and duration of transactions that involve trust. Thus consider the case where trust
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involves short term interaction or interaction which is limited number of times. In
this case, an external guarantees may have to be provided to ensure that trust is not

breached especially if a valuable commodity is involved.

1.4 Virtual Worlds as Testbeds for a Multi-Level Explo-

ration of Trust

Virtual Worlds include open ended environments like SecondLife or more structured
environments like MMORPGs (Massively Multiplayer Online Role Playing Games).
One of the issues with lack of studies which address the questions described in this
manuscript is because of unavailability of datasets in the past which can be used to
address such questions. Given the constraints described above, we note that a dataset
with the following characteristics would constitute the minimum threshold of the type

of data that would be required to address such questions:

e A large number of users or participants to allow for sufficient detail for multi-

resolution analysis.

e Temporal information so that it is possible to study how trust relationships and

the network as a whole is evolving over time.

e Attributes of the users e.g., demographics or other ascribed characteristics and

acquired characteristics.
e Social interaction information in addition to trust.
e Affiliation or group membership information.

Given the issues and difficulties associated with collecting datasets that satisfy all these
constraints, historically speaking it was not possibly to collect datasets which satisfy all
these conditions. With the proliferation of information rich environments on the Internet
like Facebook, SecondLife, World of Warcraft etc it is possible to collect data which has
all the aforementioned characteristics. To illustrate the usefulness and viability of the
multi-resolution and the multi-level framework described here we use data from an

MMORPG called EverQuest II (EQ2) to gain some insights into the phenomenon of
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Table 1.2: Trust in MMORPGs

Network Level

Key Observations

Psychological
ersonal

Factors associated with trust in MMOGs
The Trust Propensity Prediction Problem

Dyadic Trust

The Trust Prediction Family of Problems
Trusting and Trustworthiness as Network Concepts

Link prediction across social networks

Triadic Trust

Triadic structure are manifested differently in different

social environments

Intra-Group Trust

Structural signatures of Clandestine vs. other actors in a
network are different

Use of hypergraphs to represent trust

Rethinking models of team formation by augmenting trust

Comparison of trust vs. other networks fir recommendations

Inter-Group Trust

Social Capital inspired methods to predict trust

Network Level Trust

Social Environment effect social structures
Feature-selection and generalization should take into account
social environments in prediction tasks

Integration of the MTML framework with Trust

trust in a complex information rich environment. MMORPGs are analogous to online

persistent shared worlds where millions of players can interact with one another in real

time. There is a multiplicity of activities in the game e.g., trading, raiding, exploring,

questing etc and also multitude of social interactions e.g., grouping, mentoring, chatting

etc. It is also possible to explicitly describe trust in the game. Trust in EQ2 is described

in terms of access to a resource i.e., a house and players can grant access to their house

to other players. There are four levels of trust in EQ2: Trustee, Friend, Visitor and

None. Risk is however only associated with Trustee. Table gives a summary of our

work on studying trust in EQ2 and how does it relate to the overall framework that we

just described.
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1.4.1 Psychological Factors

Ratan et al [I46] examined how trust is related to online social institutions, self-
disclosure, mode of communication, and message privacy. They observed that trust
was higher within closer social circles: trust was highest in teammates, followed other
players across the game, followed by others online. Ahmad et al [I0] explore the re-
lationship between network structures and a person’s propensity to trust. The trust
propensity data consists of survey data of players from the game where they specify
how much they trust other people in various contexts. The data that are used in these
studies consist of self-reported data about how much people trust others in general
in addition to trust which is explicitly specified of other people. The propensity to
trust of a person captures how much they trust others in general. It has been argued
that propensity to trust [10] is a psychological trait associated with a person and is

manifested in the network structures themselves in terms of patterns of trustingness.

1.4.2 Trust between two People (Dyadic Trust)

As described previously dyadic trust is trust between two entities (people, organization,
groups etc). In our previous work we have explored a number of issues related to
dyadic trust e.g., reciprocity [I3], trust prediction problems with respect to the predict
of formation [10][28], trust breakage [10], change in trust [10] and trust across social
networks [10][28] in terms of social structures [10] as well as socio- psychological theories
[10][28], the operationalization of the concept of a trustworthy individual and a trusting

individual as network concepts [10].

1.4.3 Trust in Triads

We have explored the issue of triads in trust networks in MMOs in the context of
balance and how the distribution of triadic structures should be different in different
social environments [10]. The main result from this study is that the triadic census in
cooperative environments is similar to other cooperative environments and the same can

be said of adversarial environments and that these are different across environments.
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1.4.4 Intra-Group Trust

While there is some previous work on the analysis of trust in criminal networks [176], in
[8] we looked at the network structure associated with the trust networks of gold farmers
(a form of deviant behavior in MMOs) [I5], their affiliates and other people in general
in MMOs and discovered that the structures (hypergraphs) which are associated with
deviants in MMOs are usually sparse and can be used to distinguish between deviants
and non-deviants. Additionally it was observed that in general gold farmers do not
trust one another. In another body of work [5] we observed that earlier models of team
formation in the online and the offline worlds [95] do not generalize to other MMOs
and thus raise an important point with respect to generalization of results in MMOs.
Relationships from the trust network is introduced in these models to determine the
effect of trust in the network formation models. In [9] we observed that contrary to
expectation that trust and other positive social relationship networks, it is actually
information from adversarial networks which are most effective in making predictions

about recommendations.

1.4.5 Inter-Group Trust

Trust across groups is already covered in the rubric of trust amongst gold farmers [§],
in the current context we note that the affiliates of the gold farmers usually serve as
bridges between the gold farmers and the rest of the population in the trust network.
This allows the gold farmers to conceal their structural signatures in the social network.
In [6] social capital is operationalized by using Ron Burt’s notion of Structural Holes [35]
with the main idea being that the network structures of people can be more effective in
predicting how successful they will be as compared to using the standard way of using

their past performance to predict future performance.

1.4.6 Trust as a Global Network Phenomenon

Studying trust based networks in MMOs at the global level requires us to take into
account a number of issues into account and address the following questions: Are so-

cial networks in MMOs similar or fundamentally different from social networks in other
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domains? Do the social environments in MMOGs effect the evolution of network struc-
tures. We addressed these question in the context of both descriptive [10] as well as
predictive [6][12] analysis. In the context of link prediction tasks, it is observed that the
results of such tasks do not generalize across different types of social environments but

do generalize within the same environments.

1.5 Modeling Issues

The discussion on trust up to this point is from a network perspective of trust where it
is assumed that trust is social networks can be modeled as a graph. We however note
that there may be cases where the either the domain or the application may have certain
constraints so that the problem may not be amenable to simple graph representations.
Consider the scenario given by Ahmad et al [§8] who model trust networks in MMOs as
hypergraphs instead of graphs. They describe a setting where multiple identities can be
associated with the same person and trust is described in terms of trust with respect to
multiple resources. Consequently a graph based representation is not appropriate for
this setting and a hypergraph representation is used.

We note that the hypergraph approach can be extended to other domains as well
e.g., the vast majority of the models assume that the trust between two people is with
respect to a certain context but these models do not elucidate the context in more detail
[8]. This assumption suffices in most cases but it can break down in some scenarios.
Thus Kim et al [102] argue that in Epinions (a recommendation system with a trust
based social network), it is assumed that the user-specified trust is a general type of
trust but that is not necessarily the cases because even though the users specify one
value of trust they interact in a limited number of categories so that the trust between
them is likely to be with respect to those categories and not a general form of trust.
This scenario is quite suitable to be modeled as a hypergraph.

Another modeling issue is with respect to a person’s specified trust and trust which
can be inferred based on their actions. Thus consider the trust propensity dataset used
by Ahmad et al [I0]. In the chapter they assume the user specified propensity values
as ground truth. An alternative way to look at this problem would be to compare the

reported trust with the observed trust and determine trust values based on what is
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actually observed as opposed to taking the reported values as ground truth.

Over the course of the last decade a number of studies [116][125][117] on the evolution
of social networks have observed a large number of similarities between in a large number
of datasets, to the effect that researchers have identified a number of network features
which are observed in a large class of social networks [116][125][117]. While the later
studies tend to assume that social networks in general do exhibit such traits, it remains
to be seen that this is the case for trust based social networks in general or not. We note
that in case of trust networks in MMOGs, some of these observations hold in certain
cases but not in others[I4]. Another unexplored question is how the social context
effects network structure.

A meta-level modeling issue that is relevant to almost all studies of trust related
studies is generalizability. Studies on computational trust either involve simulations or
use datasets from just one source [69]. This limitation is mainly because of difficulties
related to obtaining datasets related to trust and privacy issues which limit not just
the release of data in the public domain but also the sharing of data between different
researchers [69]. Thus it is quite possible to run into situations where the earlier results

are not generalizable or generalizability is limited [95].

1.6 An MTML Theory of Trust?

Monge and Contractor [I31] created the MTML framework to describe the evolution of
communication and social networks by linking together various network theories with
network structures. We note that the MTML framework was not developed with trust
explicitly in mind but trust can be readily incorporated into the framework. In the
current piece we expand the scope of the trust related network phenomenon and link
them to one another and to the MTML framework. Thus the current framework can

also be thought of as an attempt to give an MTML formulation of Trust networks.

1.7 Conclusion

The literature on social trust abounds with respect to both breadth and depth of is-

sues discussed regarding trust but a unifying framework linking various network level
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phenomenon to each other and to socio-cognitive theories of trust is missing. In the
current manuscript we have tried to bridge this gap by describing trust as a network
phenomenon and then describing trust at various levels of network granularity. Ad-
ditionally we have tried to link the various socio-cognitive theories from the MTML
framework. believe that this framework not only helps unify many of the strands which
have already been explored in the literature but it can also be use as a guide to future

research.



Chapter 2

Trust and Socialization in MMOs

”Love all, trust a few, do wrong to none.”

- William Shakespeare

2.1 Introduction

Human are social creatures, even the most defininig characteristics of humans i.e., in-
telligence is a fundamentally social phenomenon in the sense that it is always emergent
in a social strata. Given that survial in any environment requires proficieny in a multi-
tude of skills and abilities which cannot be mastered by a single person people have to
depend upon others for not just cooperation but about beliefs with regards to the state
of the environment. This is where the concept of trust becomes paramount, it is mainly
because of this limitation of resources in terms of time and space that people have to
trust on one another. As described in the introduction, trust in not an all purpose
general concept but is determined by multiple factors, the two most important of which
are context and duration.

To illustrate the effect of these two orthogonal factor consider the following examples:
The fact that one person trusts another person in one context this does not imply
that she may also trust the other person in all contexts e.g., a person may trust his
mothers opinion on cooking but he may not trust her opinion on books on Quantum
Mechanics unless she is also a Physics professor. An additional constraint that may

affect a persons behavior with respect to trusting others is the environment in which

16
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she has to make decisions about trusting others. Thus if it is a cooperative environment
then a person may behave differently as opposed to if it is an adversarial environment
e.g., trust can manifest in the form of alliances between people when they are faced with
an outside threat. Alternatively working towards a common goal can be the source of
positive interactions between people which in turn can lead to the formation of trust
relationships between them.

In most contexts however trust is not an isolated relationship but rather there are
multiple types of social interactions which may affect trust and are in turn affected by
it. Thus for example one may have trade relationship, mentor-apprentice relationship,
acquaintance relationship etc. One possible issue with studying trust with these types
of social relationships is that they also have some component of trust associated with
them. However if we consider adversarial relationship then the overlap is minimal
if not complete lack of overlap. The theory of balance [82] suggests that when the
presence of cooperative and adversarial relationships within the same social networks
allow only certain type of social structures to be present because people try to minimize
tensions in their social networks. However because of extreme difficulty in collecting
data where such comparisons can be made, problems related to comparative analysis of
social networks based on trust have not been done in detail before. Online and virtual
environments offer us an avenue where the issues of data collection and analysis can be
overcome. In this chapter the questions related to trust in cooperative vs. adversarial
settings are explored. Namely the differences between the network structures in trust in
cooperative environments vs. adversarial environments is explored. In the adversarial
environment it is also possible to obtain data regarding adversarial relationships between
people and thus one can complement the trust data with adversarial relationships to

study how these affect one another.

2.2 Related Work

While there is a large body of work on trust in Online Social Networks [69], almost all
of that work deals with trust in recommendation systems or web based social networks,
the literature on trust in adversarial setting or environments is somewhat scarce. One

exception to this is the literature in sensor networks [I87] however the trust in sensor
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networks is not social trust and thus it is not really relevant to the current discus-
sion. Another notable exception is the game theoretic aspects of trust in social games
[Camerer]. However in this chapter we limit ourselves to social trust in online settings
where thousands of people may be involved. The issue of trust in MMOGs has been
addressed with respect to a number of research questions. Ratan et al 2010 discovered
that that social structures and communication processes contribute to trust develop-
ment in MMOGs. Ahmad et al [§] address the problem of trust amongst deviants in
this context and discovered that deviants tend to express trust for trustworthy individ-
uals [146]. The work of Ahmad et al [13] with respect to comparing network exchange
in different trust networks is also relevant work to the current chapter. They discovered
that different trust networks in different social settings have different structural signa-
tures. However they did not explore the temporal nature of these networks in detail. A
number of prediction tasks have also been addressed in this context. Thus Ahmad et al
[12] study the problem of link prediction within trust networks and also introduce the

problem of link prediction across social networks including trust networks.

2.3 Dataset

Data are taken from two servers: a player vs. player server (Nagafen) and a player vs.
environment server (Guk). These servers are selected because the PvE server represent
a cooperative social environment where other players do not pose a threat from another
player, while the PvP server represents an adversarial social environment because other
players can directly confront one in combat. Both servers are designed to accommodate
players located in North America. Data from January 1, 2006 to August 31, 2006 were
used in the study. In addition to the trust networks we also used data for an adversarial
network from EQ2. An edge is constructed between two player characters if they have
played against one another in the game. There are two variations of this network the
undirected combat network which only denotes if two characters have played against one
another and the directed kills network where an edge exists from the player character
that kills to the player character who was killed.

The network characteristics of the trust networks from the two servers as well the

combat network are given in Table The trust network from Guk is visualized in
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Figure [2.1] which shows the presence of one large connected component as well as the
presence of a large number of smaller components. It is also clear that a huge subset
of the components is just dyads and triads. The same phenomenon is observed for the
other server, Nagafen. From Table it is clear that there are vast differences between
the trust network and the combat network. Not only are there more than three times as
many nodes which participate in the combat network as opposed to the trust network
but it is also the case that combat network is vastly more dense as opposed to the trust
network. Another remarkable difference between these two networks is the presence of
a large number of connected components in the trust network but not in the combat
network. In the combat network almost all of the players belong to the largest connected
component where LLC1, LCC2 and LCC3 in Table refer to the largest, the second
largest and the third largest connected components respectively and NComp refers to
the number of connected components.

The Jacquards coefficient between the nodes and the edges of the combat network
and the trust network is 0.178 and 1x10~° respectively. This shows us that even though
there is non-trivial overlap between the trust and the combat network it is the case that
almost all the player who trust another player do not take part in combat activities
against the other player which is not surprising. However given the massive difference
in sizes between the combat network and the trust network we recomputed the network
characteristics of these networks based on the subgraphs which are induced by consid-
ering the intersection of the nodes between the two networks. Another major difference
between the two networks is the distribution of node and edge degrees in the two net-
works as given in Figure [2.1] which basically show that while on average the nodes in
the combat network are connected to many more nodes and the same is true for edges

as well.

Table 2.1: Characteristics of the Trust and the Combat Net-

works

Network || Nodes Edges Comp | < Deg > | LCC1 | LCC2 | LCC3 d
Tw 13,184 | 15945 | 2237 | 2.42 4,648 | 58 48 27
Cn 59,468 | 3,767,395 32 126.70 | 59,400 3 3 <25
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Figure 2.1: The Trust Network in August 31, 2006 (Guk)

2.4 Temporal Characteristics of Trust Networks in MMOGs

For any given social system network models only consider the nodes which participate
in the network; however there are many situations where only a subset of the people
may choose to participate in the social network while the rest of the nodes can either
be treated as isolates or not considered part of the network at all. The dataset that we
have also includes characters which did not take part in the either of these two networks
under consideration. In Figure 4 we give the number of nodes in these networks on a
weekly basis for the course of 8 months and we also show the total number of player
characters which are present in the game. Similarly Figure 5 shows the distribution of
edges over the same period of time. Another unique feature of this dataset is that it
is also possible to record the death of nodes i.e., player characters who leave the game

essentially leave the social network of the game.

2.5 Trust in Social Networks: Adversarial vs. Cooperative

Settings

2.5.1 ERGM/p* Models

To explore the network level differences between the trust network in the adversarial

environment vs. the cooperative environment we employed the Exponential Random
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Graph Models (ERGM), also called p* family of models. The main idea behind ERGM
models is to study local network processes which may lead to certain global structures in
social networks. Consider a Social Network G with n nodes and let Y be the adjacency
matrix of A ie., Adj(A) =Y. If 0 is the set of all possible network with nodes n i.e.,
it is the set of all obtainable networks. The distribution of Y can be parameterized as

follows:
exp{©”g(y))}

K(©,y)

where is the vector of model coefficients and g(y) is a g-vector of statistics based on the

Po (Y =y) = Y EV (2.1)

adjacency matrix y. We can expand this model by replacing g(y) with g(y;X) to allow

for additional covariate information X about the network as follows:

K(O,v) = exp{O©Tg(2)} (2.2)

zEev

Which is the normalizing factor that ensures that equation [2.1] corresponds to a legiti-
mate probability distribution. The maximum value for v can be N = 2n(n — 1) which
implies that the model can easily run into scalability issues even for small values of n.
Thus given a network and a model with statistics of interest the goal is thus to find
maximum likelihood estimates of the coefficients for that model which gives one an idea
about the relevance of those statistics in generating a network which corresponds to the

model under consideration.

2.5.2 ERGM/p* Models for Trust Networks

Two p*/ERGM model were estimated, with Model 1 including edges and reciprocity,
and Model 2 adding transitivity and generalized reciprocity. In both trust networks,
Model 2 exhibits a better fit, as evidenced in both MLE likelihood and Akaike informa-
tion criterion (see Table [2.2)). Therefore, the following results and discussion are based
on Model 2 only (see Table . As shown in Table 1, the trust network on PvE has
10527 nodes and 20576 connections (excluding self-trust), while the trust network on
PvP server has 10058 nodes and 16245 connections (excluding self-trust). Both net-
works are notably sparse, as evidenced in the low density and the negative estimate for
edges (Table 2). The ERGM estimation further showed that the PvP trust network (co-
efficient = -9.62669, p .001) is sparser than the PvP network (coefficient = -9.30390, p
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.001), suggesting that people are even more selective in forming trust ties in adversarial
setting.

The PvE network did not display a structural tendency to reciprocate trust ties
(coefficient = 7.51296, n.s.), while the PvP trust network shows a positive and significant
tendency to do so (coefficient = 7.48238, p.001). This suggests that trust ties tend to
be one-sided on PvE and bidirectional on PvP. It is possible that in a cooperative
setting (PvE), a non-reciprocated trust tie is quite acceptable, while adversarial setting
demands reciprocated trust relationship. The social context thus determines the norms
associated with trust. Both PvE and PvP trust network have a significant and positive
tendency to form transitive triads (A trusts B, B trusts C, and A trusts C). The PvP
trust network also has a significant and negative tendency to form cycles (A trusts B, B
trusts C, and C trusts A) but the PvE network does not have such a tendency. Taken
together, it suggests that, compared with trust network in cooperative settings, trust
network in adversarial settings shows a strong pattern to favor specific reciprocity (A
trusts B, B trusts A) and to discourage generalized reciprocity (A trusts B, B trusts
C, C trusts A). This finding suggests that trust network on PvP tends to be highly
selective and specific. Trust is not given to just anyone in an adversarial setting. It
demands reciprocation (in other words, trust is earned or exchanged). In addition, the
mutual trust between two players is not easily transferred to affiliates. Only in specific
circumstances (transitive triads, where A trusts B, and A also trusts Bs trustee), trust

could be extended beyond dyads.

Table 2.2: Comparison of Trust Networks

Variable of Interest Trust Network on PvE | Trust Network on PvP
Nodes 10,527 10,058
Edges 20,576 16,245
Density 1856919 x 10~4 160597 x 1074
% Dyadic Reciprocity 0.538893 0.5575264
Model 1 (Edges + -144981.3 -114706.1
Reciprocity) (289967) (229416)
Model 2 (Model 1 + -140269 -110793.3
Transitivity + (280546) (221595)
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Table 2.3: Parameter estimates, standard errors, and signifi-

cance
Parameters | Network | Trust Network Trust Network

Structures in PvE in PvP

Coefficient S.E Coefficient S.E.

Edges "0 O -9.30390%** 0.06746 -9.62669*** 0.03341
Reciprocity >0 7.51296 8.73223 7.48238%%* 0.44729
(Mutual)
Transitivity e ¢ 1.59941%#* 0.32863 248497+ 0.05356
(Ttriple) .
Generalized &9 -2.16273 1.18803 | -2.99752*** | 0.73358
Reciprocity 4
(Ctriple)

R p 0.001; ** p 0.01; *p 0.05

2.6 Conclusion

While there has been a quite some work on social trust in online networks, trust in

social networks has only recently been explored in any detail. In the current chapter

some questions related to trust in cooperative as well as adversarial settings were ad-

dressed using exponential random graph models. The main takeaway from this chapter

is that trust is manifested is differrent ways in different social setting i.e., adversarial vs.

cooperative environment and the such differences can be captured by the differences in

the social structure as manifested in the network signatures of the respective networks.




Chapter 3

Trust in Social Contexts

”You must trust and believe in people or life becomes impossible.”
- Anton Chekhov

3.1 Introduction

As the World-Wide-Web has grown the number of possible ways in which people can
interact with one another on the web has also grown tremendously. One way to facilitate
interaction between people is through trust. Thus in many contexts and settings on the
web people can express trust about one another [102] which facilitates future interaction
between them. While there is an extensive body of literature on trust, it has also been
noted that people may refer to slightly different concepts when they refer to trust [67].
Additionally in different types of contexts trust is operationalized differently, trusting
other people in computer mediated communication or interaction environments usually
refer to Social Trust [102]. In this chapter we limit our analysis to networks with Social
Trust. It should be noted that even in the case of social trust, trust may mean different
things in different context e.g., in Trust based recommendation networks like FilmTrust
[67] and Epinions [124] trust is with respect to recommendation, in online virtual worlds
like EverQuest II (EQ2) trust is defined in terms of access to a commodity like a virtual
house. The phenomenon of trust in social networks has been studied in various contexts
e.g., making recommendations [124], access control [22], spam filtering [66] etc. However

Golbeck [102] notes that almost all of the studies of trust in social networks have used
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a single social network for analysis and the results may not be generalizable. Thus
it is not clear if the characteristics of trust networks across different domains or even
within the same domain like recommendations are sufficiently similar. Thus a first
step towards addressing these issues is to analyze these networks and determine how
similar these networks are and determine if there is an underlying generative process
across multiple trust based social networks. In this chapter we address this problem by
analyzing network properties of various trust networks, especially exchange. It should
be noted that while many of the global properties of the trust networks are similar to
what have been observed in many real world networks [125], it is the local properties
of these networks that distinguish them from one another and these properties can be
linked back to social processes which are prevalent in these networks. While there is an
extensive body of literature on social networks [167], we limit our analysis to properties
related to Social Exchange like reciprocity, triads and other motifs. The contributions

of this chapter can be summarized as follows:

e Comparison of Network Exchange related properties of trust based social networks

and other networks.
e Discovery of similar triadic distributions for trust networks.
e Analysis of how operationalization of networks affects measurement of exchange.

e Methodology for measuring Generalized Exchange in social networks.

3.2 Related Work

One of the earliest studies on trust based social networks was on the FilmTrust dataset
by Jennifer Golbeck [67] who studied the problem of trust-based recommendations and
the use of trust networks to create an e-mail filtering application [66]. There have been
numerous studies on propagating Trust in social networks e.g., Guha et al [74] proposed
a method to infer trust in cases where there is no direct interaction between users,
other trust propagation techniques have been proposed in [96]. There is another body
of literature on trust in P2P Networks [97] and trust in multi-agent systems [143]. A
comprehensive survey of trust in various fields in computer science is given by Artz and
Gil [22].
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There are a number of generative models of social networks like the Preferential
Attachment Model [24], the Small World model [183], Forest-Fire model [118], Butterfly
model [125], RTG etc. Most of these models however concentrate on replicating the
global properties of these networks. On the other hand statistical models of evolution
of networks like ERGM or px family of models use small network structures or motifs
to study social processes in the evolution of social networks [167]. Similarly the MTML
framework of Monge and Contractor [131] describes various social processes in terms of
network motifs.

This implies that models of social networks should take into account the presence of
various types of network motifs. Network motifs have been studied in various domains
like biological networks, the World Wide Web and social networks. [129]. It has been
observed that the network motifs in one class of networks e.g., brain network of worms
are different from those observed in engineering networks [129]. It should also be noted
that while domain independent models of network evolution offer insights about gen-
eralities across domains there may also be cases where the social networks in certain

contexts do not behave like other common networks e.g., mentoring networks [15].

3.3 Network Datasets

We use a total of 13 networks for a comparative analysis, 7 of these were trust networks

from four different datasets. Table[3.2]gives the various characteristics of these networks.

Table 3.1: Server Types in EQ2

Server Name | Server Type

Antonica Role-Playing Server
Bazaar Player vs. Environment Server with Allows
real money Transactions

Guk Player vs. Environment Server

Nagafen Player vs. Player Server
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3.3.1 Trust Based Social Networks

The operationalization of trust in these various networks is different but the semantics
of the trust relationship sufficiently overlap so that a cross comparison can be made.

The various trust networks that we use in our study are as follows:

e Epinions: Trust in Epinions [124] is defined in terms of trusting another persons
recommendations with respect to products. Distrust is defined in an analogous

manner.

e FilmTrust: Trust in FilmTrust [67] is defined in a manner very similar to Epinions

but with the difference that the space of trust values does not include distrust.

e Slashdot Zoo: In Slashdot Zoo users can specify other users as Friend or Foe [10§],
these can considered as proxies for trust and distrust since the friends and the foes

are usually described in terms of reactions of users to others postings.

EverQuest II: The trust network in EQ2 is access based with respect to a virtual house
that a player character can own in the game. The level of access that a player character
grants to another character defines the trust between them. Data from four different
servers is available, each of which represent different types of gameplay as given in Table

tab:serveryypes.

3.3.2 Additional Networks

In order to do a fair comparison we compared the trust networks with other non-Trust
related networks. These Networks included Mentoring Network from EQ2 [14], Chat
Network from EQ2 [88], Trade Network from EQ2 [I5] Biological Networks (Protein-
Protein Interaction Networks [143]), e-mail Networks (Univeristy Rovira-i-Virgili e-mail
Network [75]), and the World Wide Web [24]).

Table 3.2: Network Characteristics of Various Networks

Type | Network Nodes Edges d {bfseries p
Trust | EQ2 (Guk) 15,465 30,991 | 37 0.2840
Trust | EQ2 (Antonica) 23,292 53,084 | 24 0.3513
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Trust | EQ2 (Nagafen) 13,184 20,873 | 24 0.3090
Trust | EQ2 (Bazaar) 14,513 35,117 | 26 0.3676
Trust | FilmTrust 571 1,289 | 10 0.1791
Trust | Epinions 131,828 841,372 | 16 0.3310
Trust | Slashdot Zoo 79,120 515,581 | 15 0.1017
Bio Protein-Interaction 2,361 7,182 | 11 -0.0012
Chat | EQ2 Chat 5,629 30,209 | 15 0.803
Mentor | EQ2 Mentoring 23,207 92,079 | 39 0.0085
Trade | EQ2 Trade 31,900 | 1,796,438 | <30 0.4333
e-mail | Virgili e-mail 1,134 10,903 1 1
WWW | Norte Dame 325,729 | 1,497,135 | 19 0.3481

3.4 Exchange in Trust Networks

Exchange refers to the movement of information or resources from one entity to another
entity. The form of exchange that may occur in a network is dependent upon the
topology of the network. Two main types of exchange processes have been recognized:
Generalized Exchange and Specialized (or Restricted) Exchange [59].

Generalized exchange is organized around a community whose members are linked
”in an integrated transaction in which reciprocations are indirect, not mutual” [59].
Triads, n- Rings and other more complicated sub-graphs or motifs can be used as proxies
generalized exchange. A general agreed upon objective measurement for generalized
exchange does exist. Specialized exchange is organized around exchanges between two
parties, each of whom benefits directly from interactions and transactions with the
other.

o

MNP R.. 0. 0.9,

1-000 2-012 3-102 4-021D 5-021U 6-021C 7-111D 8-111U 9-080T 10-030C 11-201 12-120D 13-120U 14-120C 15-210 16-300

Figure 3.1: Structure of 16 possible triads
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3.4.1 Specialized Exchange in Trust networks

Thus specialized exchange can be studied in terms of reciprocity. If Lis the number
of edges in either direction, and L is the total number of links then reciprocity is

traditionally [167] defined as:

r (3.1)

L(—)
L

Garlaschelli and Loffredo [62] note that there a number of problems with this mea-
sure of reciprocity e.g., it does not take into account the presence of reciprocity because
of some generative process within the network as compared to reciprocity in random
networks and it also does not give a relative ordering of reciprocity which can be com-
pared across networks. To address these issues they define reciprocity as the correlation

coefficient between the entries of the adjacency matrix of a directed graph, if N is the

total number of nodes and

Nigtj Qi
N(N —-1)
The correlation coefficient for reciprocity, as defined by Garlaschelli and Loffredo [62]

(3.2)

a =

can be given as follows:
LY/(L-a) r—a
l-a  l1l-a

It should be noted that p = 0 implies an areciprocal network while p = 1 implies

p= (3.3)

a network with perfect reciprocity. Garlaschelli and Loffredo [62] also observed that
similar types of networks like e-mail networks, biological networks, trade networks etc
have similar values for reciprocity. In the various trust networks we are observe a similar
phenomenon. The values of reciprocity for the trust networks in EQ2 are close to one
another. Thus consider the values for reciprocity for various networks given in Table
The values for reciprocity for the various trust networks in EQ2 are within a
narrow range for reciprocity, while Slashdot Zoo and FilmTrust exhibit very different
value for trust. We should note that both Slashdot Zoo and Epinions allow negative
values for edges, which correspond to distrusted individuals or foes. Interestingly the
values for reciprocity for Epinons are closer to those for the EQ2 networks. At first
glance one would expect Epinions and FilmTrust to have similar values for reciprocity
since both of these trust networks are about recommendations. There is however one
subtle but important difference here, in FilmTrust there is only one type of category for

recommendation i.e., movies but in case of Epinions there are hundreds of categories
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Figure 3.2: Structure of the various trust motifs

where people can recommend products to one another. Thus the judgment to trust or
not trust another person in Epinions is with respect to a set of products and product
category and is a more general type of trust in the context of recommendations. An ever
lower level of reciprocity is exhibited in case of Slashdot Zoo. This could be because in
addition to normal users there are also a number of ’trolls’ [I08] present in the Slashdot
Zoo network which skews the distribution of trust and distrust. Two different graphs
with the same number of nodes but with a different topology can still have the same
value for reciprocity. B. Generalized Exchange in Trust Networks While there have
been a number of studies on generalized exchange [59], to the best of our knowledge, a
quantitative measurement of the generalized has not been proposed. We address this
deficiency by proposing such a measure based on the clustering coefficient. We however
note there are multiple definitions of the Clustering coefficient [143], here we use the
following definition where the Generalized clustering coefficient of a graph G is defined
as follows: 50k)

C(k) = m (3.4)
Where 0(k) is the number of cycles of length k in the graph and p(k) is the number of
paths of length k£ in the network. If C). is the clustering coefficient of a random graph
with the same number of nodes and edges as G, we define the Generalized Exchange

Ratio as:

k) = c%))

Note that y(k) is a relative measure of Generalized Exchange, given graphs G; and G;

(3.5)

if i(k) > vj(k)then one can say that generalized exchange is more prominent in G; as
compared to Gj. If y(k) < 1 then that means that generalized exchange is not being
observed in the network while v(k) < 1 implies that some form of network exchange is

observed in the network. There are however two issues that should be addressed here
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and require the formula to be modified. Firstly, it is possible that the denominator in
the last equation is extremely small or zero e.g., consider a graph G;(n = 10,000) which
consists of a cycle of length n. In this case C;(K) =1 but C;(K) = 0. In this case the
Generalized Exchange Ratio would be undefined, alternatively if we take the expected
value of the formation of a cycle of length n in a random network then C;(K) = ¢, where
€ is an extremely small number € > Oandyj(k) would be an extremely large number.
Secondly one can get very different values for (k) for different values of k. A single
measure of Generalized Exchange should take into account cycles of different length
based on the domain. We thus propose the following generalization of the Generalized

Exchange Ratio as follows:

~v(k) = Z oszC'((],),where Z a;j =1 (3.6)
JEN r(J) JEN

Where «; gives the relative importance of Generalized Exchange ratio for length j
where j is always greater than 2. We note that the choice of the set of values for N
and a; would be domain dependent. We use this formula to compute the generalized
exchange ratio for the various Trust Networks for N = 3,4,5,6 and we set the quan-
tity equal to 1/|N| or 0.25. The values for the Generalized Exchange ratio as well as
reciprocity which measure Specialized Exchange is given in Table As expected the
Trust networks in EQ2 exhibit higher values for Generalized Exchange as compared to
other networks except Epinions. Within the EQ2 networks Bazaar has a higher value
for Generalized Exchange as compared to the other networks. This is to be expected
since the Trust network in Bazaar is a market related trust network and the litera-
ture indicates [59] that Generalized Exchange is more likely in trade based networks.
Interestingly Epinions and FilmTrust have divergent values for Generalized Exchange
even though both of these are trust networks in a recommendation based setting. One
possible explanation could be that Epinions involves single individuals rating products
and so contributing to a community, whereas FilmTrust combines ratings with social
networking, thus establishing reciprocal ties among members and fostering restricted
exchanges. This underscores the importance of considering which type of exchange cor-
responds to the mechanisms on the sites and not assuming simple restricted exchange

is sufficient.
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Table 3.3: Generalized Exchange Ratio for Trust Networks

Network v(k) | p

EQ2 (Guk) 5.19 | 0.28
EQ2 (Antonica) | 5.17 | 0.35
EQ2 (Nagafen) | 5.23 | 0.31
EQ2 (Bazaar) 7.67 | 0.37
FilmTrust 1.14 | 0.18
Epinions 7.71 | 0.33
Slashdot Zoo 2.18 | 0.10

3.5 Network Motifs

Network motifs have been identified as important network attributes to characterize dif-
ferent types of networks[129]. In this section we use and extend this idea to differentiate
various types of networks and argue that a set of motifs can be used to differentiate
various types of trust networks and study exchange. In this chapter we limit our study
to motifs of size 3 (triads) and 4. Figure[3.1]enumerates all the possible triads [143] and
Figure gives the distribution of all these triads in the trust networks. The x-axis
gives the id of the triad which corresponds to triads from Figure [3.I] and the y-axis
gives the log of the value for the relative importance of each type of triad in a network

computed in Pajek [140] as follows:

(3.7)

€;

Where n; is the number of triads and e; is the number of expected triads in a random
network. It is interesting to note that the distributions of various trust networks are
similar to one another which also indicate that the triadic census is not sufficient to
distinguish these trust networks from one another. For the same types of networks
the distributions for the triadic census are quite similar. This indicates that there is
a fundamental difference between these networks even at the local level and it can be
gauged from the triadic census. To characterize differences between these networks

at a finer grained level we give a summary of the trust networks in terms subgraph
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concentration for sub-graphs of size 4, which can be defined as follows:

Subgraph Concentration: Given a graph G and a subgraph g; of n-nodes, the sub-
graph concentration [I40] of g; is defined as the ratio of number of times N; graph
g; appears in graph G there are k such graphs then the subgraph concentration is as
follows:

= % (3.9)
j=14VJ

For computing the number of subgraphs in a network we used MFinder program [140)]
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which employs the sub-graph enumeration algorithms described in [129]. For each of
the four networks from EQ2, top k=7 motifs were taken and the union of motifs from
these networks resulted in 14 motifs The distribution of these motifs are given in
Figure for the Trust Networks in EQ2. From this figure it is evident that Bazaar
and Antonia Bayle exhibit similar distributions while Guk and Nagafen exhibit similar
distributions. Guk and Nagafen are more similar to each other because in these servers
the focus is on the core game mechanics of fighting, questing, raiding and PvP, while on
the Bazaar and Antonia Bayle, that focus is shared with the other goals of role playing
and real-money trading, which are more likely to result in community level exchange.
In terms of the meanings of the networks, the triadic census indicates that all these
networks are driven primarily by restricted exchange with small elements of generalized
exchange indicated in triads 12 and 13. When we get to the four node motifs, there
is more evidence for generalized exchange, which would make sense since most of Levi-
Strausss generalized exchange patterns had four actors [59]. The graphs suggest that
all four worlds have strong elements of generalized exchange, with restricted exchange
showing up in id30. Bazaar is the strongest in terms of generalized exchange. This
makes sense since selling or trading is likely to be not as reciprocated as trust is in
grouping activities. Here we limit our analysis to the networks in EQ2 since temporal

information is only available for these networks.

3.6 Exchange in Trust Networks with Birth and Death of
Nodes

Most models of network generation and evolution assume that once a node is part of
a network it will continue to be part of the network. This is however not always true
since in social networks people may decide to leave a social network after some time.
However most of the trust datasets which are available have information only about
node arrival but do not have any information about node departure from the social
network. The EQ2 trust networks are an exception since they have information for
node arrival and node departure from the network. In other networks it is not always
possible to determine if a node has left the network because of lack of activity does not

necessarily imply node departure. In case of EQ2 network it is possible to determine



35
the date of departure as account cancellation information for the corresponding node is
available.

Since this information is available for the EQ2 Trust networks, we use it to con-
struct these networks with only the nodes which are active and compare it to previous
results. Unsurprisingly the distributions of the motifs at the triadic level remain almost
unchanged but the values of sub-graph concentration change. The change is not sub-
stantial so that the overall distributions of the various 4-motifs are similar. Figure
gives the distributions of the various graph concentrations, with and without consider-
ing the active nodes. The results imply that the overall interpretation of similarities or
differences between the graphs still holds, additionally the behavior of the graph at the

aggregate level as well as level of active nodes is similar.

Table 3.4: Exchange in Trust Networks

Network ~v(k) Accumulative | y(k) Active
BEQ2 (Guk) 5.19 2.89
EQ2 (Antonica) 5.17 4.80
EQ2 (Nagafen) 5.23 3.07
EQ2 (Bazaar) 7.67 6.01
FilmTrust 1.14 -
Epinions 7.71 -
Slashdot Zoo 2.18 -

However one major difference which is observed is that the value for the General-
ized exchange ratio greatly changes for all the networks where temporal information
is available as shown in Table In all the four trust networks from EQ2 the value
for Generalized Exchange for these networks decreases and while the ordering remains
more or less the same, change in the differences between the two cases changes the
interpretation of the results. If we take the values for the Generalized Exchange ratio
for the accumulative network then the values for all the networks except Bazaar are
fairly close to one another but in the case of the active network the values vary greatly
This would imply that the previous conclusion based on the accumulative

network that these networks have similar types of generalized exchange is no longer
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valid. A marked difference is also seen in the case of Antonica versus others. Table
[3.4] also seems to indicate that the new values for Bazaar and Antonica are similar to
one another which is consistent with the previous results. These observations seem to
indicate that while the operationalization of the network may not have a significant
impact on some measurements of exchange like triads and 4-motifs, it does impact the
measurement of Generalized exchange. Thus for future studies these factors should be

taken into account.
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3.7 Conclusion

Trust is an important element of social interactions. While a number of studies have
been done on trust in social networks, comparative studies of such networks are some-
what rare. In this chapter we studied exchange in various trust networks in terms
of reciprocity, triads and 4-motifs. Given that there is not an objective metric for
Generalized Exchange we also introduced a metric to measure Generalized Exchange.
Reciprocity for various networks was computed and it was observed that a class of trust
networks has similar values for Trust. Even though some trust networks have different
values for reciprocity, the distribution of the various structures in the triadic census
for the trust networks is quite similar while it is quite different from non-Trust related
networks. This leads us to conjecture that there is a common mechanism driving the
evolution of trust networks. Additionally we proposed the use of motifs of size 4 to
separate out various trust networks. Even in this case, some networks exhibit similar
distributions for the most prominent motifs, again pointing to similarities in structure
and process. In order to illustrate how reciprocity and the distribution of triads may
be related, using the underlying network from the FilmTrust network. The results from
the triadic and four-node motif analyses indicate that trust networks are generated by
both restricted and generalized exchange processes, though the relative influence of the
two mechanisms may differ across networks. To the best of our knowledge it is the first

comparison of multiple trust networks.



Chapter 4
Trust, Expertise and Homophily

”Do not trust all men, but trust men of worth; the former course is silly, the latter a
mark of prudence.”

- Democritus

4.1 Introduction

The Homophily principle argues that there is a strong relationship between association
and similarity, thus, people with similar characteristics get along with more ease as
compared to people who are different. The similarity-attraction hypothesis [58] and
the theory of self-categorization [I31] are usually given as the basic arguments be-
hind homophily principle [154]. The similarity-attraction hypothesis posits that people
who share similar traits are likely to interact at a higher rate. The theory of self-
categorization argues that people have a tendency to categorize themselves and others
in terms of observed socio-demographic factors. This categorization helps people to
differentiate between us and them which act as a relational filter [I11]. Existing re-
search on homophily has firmly established strong homophilous behavioral association
patterns influenced by race, ethnicity and attitudinal prejudice. Age was found to be
an individual as well as mediating factor that determines the strength of other factors
influence [I31]. Lazarsfeld and Merton [I11] distinguished status and value as two types

of homophily. Status homophily includes similarities based on informal and formal
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socio-cultural and economic dimensions that stratify society (i.e., race, ethnicity, gen-
der, age, etc.) or ascribed and acquired status (i.e., profession, education, behavioral
characteristics, etc.) of an individual. Value homophily is based on values, attitudes,
and beliefs [12§].

Homophily in the network perspective implies that distributed team members have
a higher probability to form task-related ties with people of racial and gender similarity
[111]. These kinds of ties are known as instrumental network ties. People develop such
ties to exchange information or resources required for task completion [111]. Homophily
in task environments, therefore, could be a factor with a positive influence as similar
people could understand each other better. A better understanding, then, leads to
conflict resolution and trust development. Empirical studies have already established
conflict as negative factor for team performance and satisfaction. Conflict produces
tension and antagonism that distracts team members from performing the task effec-
tively [64][I54][177]. On the other hand, majority of the trust-related research support
trust as a positive factor for group process and performance [58]. Although trust can be
viewed as a rational or social perspective, majority of the perspectives view trust as a
rational one. From a rational perspective, trust is based on the expectation that other
will behave as anticipated, whereas from social perspective it is a moral duty to trust
specific people, idea, or action. The idea of trust, therefore, leads one to believe in a
strong relationship between homophily and trust.

The tendency of people to trust people who are similar has also been noted in the
social computing literature [69]. The identification of experts based on their activities
and trust based social networks has been demonstrated in many systems [16]. Monge
et al relate these two in the context of the MTML framework [I3I]. While there is a
vast body of literature on trust in social networks especially with respect to recommen-
dations, trust inference and propagation etc. [69], the focus of this chapter is on the
social and computational modeling related aspects of trust in MMOs. The issue of trust
in MMOs has been addressed before. Thus Ahmad et al [13] described the network
characteristics of various trust networks including four trust networks in EQ2 for com-
parative purposes and observed that trust network which are generated by similar social
processes have similar network characteristics as well. They also address the problem of

trust prediction in the context of MMOs [9]. Lastly the problem of structural signatures
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of subpopulations within trust networks in MMOs has been explored within the context
of clandestine networks [§].

Massively Multiplayer Online Games (MMOs) are online games where hundreds of
thousands and even millions of players can simultaneously share a persistent virtual
world and interact with one another. We use data from a well-known MMO called
EverQuest II (EQ2) in this chapter to study the phenomenon of interest. Previous
work on the similarity and differences between social phenomenon in online virtual
worlds and the offline world has established sufficient mapping [199] between the two
that it is possible to make inference about the later based on the former.

Trust in EQ2 is defined in terms of access to the house i.e., a player can give access
to other players by explicitly specifying how much she trusts them. There are many
different ways in which homophily can be defined in EQ2. In this section we create a
topology of factors, based on that literature discussed earlier, directly related to ho-
mophily in not just EQ2 but to MMOs in general. These factors are given in Figure
[4.4] As described previously, the literature describes two types of homophilies which
can be mapped to our present context: Status homophily and Value homophily. Status
Homophily consists of two types of characteristics: Ascribed and Acquired character-
istics. Ascribed characteristics refer to the characteristics of a person which they have
by the virtue of their background e.g., gender (biology) or race (biology and society).
Acquired characteristics on the other hand refer to the characteristics which people can
acquire over the course of time e.g., skills, character attributes etc as given in Table
Value Homophily is described in terms of similarity of values that people hold. While
value homophily can be described in multiple ways in the offline world, in a game setting
there are since the only data which is available is behavioral data, it has to be inferred
indirectly. Here we describe value homophily in terms of similarity defined in terms of
how players respond to challenge i.e., do they actively seek tasks that require challenge
or just play average quests and engage mostly in mundane tasks. There are multiple
ways to define expertise in MMOs. Huffaker et al [88] note that there are two main
aspects of expertise in MMOs: Achievement and Performance. It is their definition of

Expertise that we use here.
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HOF}I;'(;)I::I[)’ Sub-category Variables Description
Ascribed gender Player gender
characteristics -
age Player age
Class* MMO professional class
Guild
Status membership
Acquired Location
characteristics Player level
Race* Character race
* Though class and race are ascribed characteristics in the real world, it is a
matter of choice in MMOs — therefore, labeled as acquired characteristics.
Average time of a player to climb up “Player level” -
Time needed for | SUPPOTt “aspiratiop” iflea of value .Hcl)mgphilly - l}yp(}thesis
level change is that players VV}]I like to see similarity in c@nnbn}g up
Value levels among their peers (mentor- mentee relationships as
exceptions)
Quest difficulty Explain the idea qf ‘.‘challenge” a person like to take in the
level game — hypothes1‘s is that players like challenge are more
likely to group together.

Figure 4.1: The Space of Homophilies in MMOGs

4.2 Dataset

For studying the characteristics of trust in EQ2, we use data from one of the servers
(Guk) spanning from January 1, 2006 to August 31, 2006. The dataset contains 15,237
player characters. A player account can have multiple characters associated with it and
thus the data can be analyzed at either the character or the account level. Following
the approach used in previous research on EQ2, [§][13] [9] [8] [11] [14] [88] we take the
player characters as the unit of analysis. Trust Networks in MMOs.

A trust based social network can be constructed on the basis of who gives trust
access to whom within the game. Based on this scheme we construct a trust network of
players in EQ2. The network consists of 15,237 nodes, 30,686 edges and 1,476 connected
components. This implies that the nodes have an average degree of 4.03. The size of
the three largest connected components are as follows: 9,039, 51 and 49. The largest
connected component accounts for 59

Figure and show the growth of the number of node and edges over time.
Figure shows the sizes of the three largest connected components as percentage of
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the total nodes in the network. LCC1, LCC2 and LCC3 correspond to the largest, the
second largest and the third largest connected component respectively. There are a few
things to note here that present which are not observed in most other social networks
[14] [I16] [117] [125] [183]. Thus, for example a difference between this network and
social networks which have been observed in a large number of other domains is that
the diameter of the network does not monotonically decrease over time [125]. In the
case of the trust network, the diameter fluctuates and then somewhat stabilizes after
week 10 as shown in Figure Another common observation in the literature in
social networks [117] [125] is that there is usually a gelling point after which the largest
connected component accounts for the majority of the nodes in the network. We observe
a similar phenomenon in our network, however one major difference is that at the gelling
point [£.4] the largest connected component accounts for around 20 percent of all the
nodes by mid-February and it grows much slowly so that by the end of March it accounts

for close to 40 percent of all the nodes and around 60 percent of the nodes by the end
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of August. In terms of percentage, the amount of time that it takes for the network to
gain the proportion of the network grows longer and longer.

An interesting thing to notice here which is not seen in many other networks [125]
is that in addition to the presence of a large connected component and a few smaller
ones, there are a large number of components which are very small in size and which
are effectively isolates. Thus out of the 1476 components there are 1,455 components
which have 20 nodes or less. Again this observation is in contrast to most other social
networks [I17] [125]. In terms of game dynamics the reason why this is observed is
because there are many players who frequently play with a small group of other players
without much interaction with others.

From these figures it is evident that the evolution of the network in terms of the
increase in the number of nodes, edges and the components is very similar to what has
been reported for social networks in general but not in some respects. McGolohan et al
[125] observed that in many social networks the size of the second and the third largest
connected components remains constant after the gelling point even though the identity
of these networks changes. We observe a similar phenomenon in Figure fig:homophily1.
However consider (e) in Figure figthomophilyl which shows the ratio between the sizes
of the second and the first largest connected component. By February 8 the largest
connected component is already five times the sizes of the second largest one and by
the end of March the relative size of other components is negligible as compared to
the largest connected component. Based on these observations one can say that there
are certain characteristics of trust networks in MMOs which set them apart from social
networks observed in other domains. One possibility is that this could be because of
the peculiar nature of MMOs, as has been observed for mentoring networks in MMOs
[11][14]. The differences between the trust network in MMOs and other social networks
in general can be summarized as follows: (i) Non-monotonic change in the diameter of
the network. (ii) A large percentage of the nodes as being part of components other
than the largest connected component. (iii) At the gelling point and even a long time
after it, the majority of the nodes are not part of the largest connected component.
(iv) Presence of a large number of components which increase monotonically over time.
It should be noted that while it possible that these properties may be peculiar to not

just trust networks in MMOs but other networks as well. We can however rule out this



44

possibility because previous literature on the subject shows that this is not the case [9]
[14].
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Figure 4.4: The Characteristics of the Trust Ntework

4.3 Trust And Homophily in MMOs

In this section we describe and try to find support for some hypothesis regarding trust.
The homophily related hypotheses are derived from the topology described in Table [4.4]
quest difficulty level and location are not included from Table as the data for these

was not available.

e H1 (Gender Homophily): Players trust other players who have the same gen-
der: Table gives the distribution of various types of edges in the data and how
players of one gender trust players from the same or different gender. The table
indicates support for the gender homophily hypothesis since the majority of the

trust relationships are between people who are of the same gender.

e H2 (Age Homophily): Players trust other players who are of the same age
cohorts: Table shows the average age difference between players for the var-
ious age types. Here we see a significant difference between the Trustee type of

relationship and other trust relationship. We note that trustee is the only trust
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relationship in EQ2 where a significant risk is involved in the relationship and
here we do observe that the age difference is much less as compared to the other
types of relationships. This provides some evidence that players trust each who
are in the same age cohorts. The table also indicates that the stronger the trust

type the lesser is the age difference.

H3 (Class Homophily): Players trust other players who are of the same class:
As noted previously, class in MMOs is acquired characteristics unlike the offline
world where it is mostly an ascribed characteristic. Table [£.3] shows the distribu-
tion of instances where the players have the same and different class. In contrast to
the offline world where class homophily is observed, strong support is observed for
the opposite hypothesis i.e., players do not tend to trust or associate with players
who have the same class. In MMOs this difference can be readily explained since
the game is designed such that in order for large quests or tasks to be successful
players with different skillsets and thus different classes have to group together.

Age Homophily in the Trust Network

H4 (Race Homophily): Players trust other players who are of the same race:
The distribution of trust relationships between different and same race players
is given in Table [£.4] and the results are similar to what was observed for Class
Homophily. We note that the race in this case is the race of the virtual character
and not the race of the player. The prevalence of majority of the edges between
players of different races is observed for the same reason that the game is designed

such that success hinges upon making relations with players of a different race.

H5 (Guild Homophily): Players trust other players who are of the same guild:
Guilds in MMOs are analogous to organizations or membership clubs in the offline
world. Since only a subset of the players ever join a guild, we restrict or analysis to
only such players. The distribution of trust relationships in Table does not give
credence to this hypothesis since the majority of these relationships are outside
the guilds. This is a somewhat surprising result since guilds can are usually a

strong form of socialization [190].
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e H6 (Level Homophily): Players trust other players who are at a similar level:
In Table[4.6]we compute the level difference between the players at the time when a
trust edge is formed between them and it does not reveal any significant differences.
However if we break down the relationship further in terms of what was the level
difference when the trust relationship was formed then another pattern emerges.
Table shows the relative levels of players when the edge was formed and the
percentage of edges of the total for which the relative levels were observed: In the
case of the Trustee relationship the majority of the access grants are associated
from the lower to the higher levels while in the case of friend relationship the
opposite is true. A possible explanation is that risky behavior is associated with
lower level players with respect to the higher level players but not vice versa. Thus

it can be concluded that support for level homophily is not observed.

e H7 (Challenge Homophily): Players trust other players who have similar val-
ues: It is not possible to get the data regarding what kind of values do people
have. The closest substitute is how player play the game i.e., in terms of challenge
which can be measured in terms of rate of leveling i.e., the number of levels passed
divided by time (in minutes). Thus Table |4.7| gives the average difference between
the players in the network for this metric. In this case as well there is no dis-
cernable pattern in how the players trust one another and the difference between
them is sufficiently great such that homophily can be ruled out for trusting one

another.

Table 4.1: Gender Homophily in the Trust Network

Trust Type | Total Edges | Same Gender | Diff. Gender | % Same Gender
Trustee 17,074 13,056 4,018 76.47
Friend 5,758 3,750 2,008 65.13
Visitor 1,523 983 540 64.54

Table 4.2: Age Homophily in the Trust Network




Trust Type | Total Edges | < A; — A; >
Trustee 17,157 4.04
Friend 5,794 8.43
Visitor 1,546 9.37
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Table 4.3: Class Homophily in the Trust Network

Trust Type | Total Edges | Same Class | Different Class | % Same Class
Trustee 2,774 49 2,725 1.74
Friend 1,367 32 1,335 2.29
Visitor 422 18 404 4.09

Table 4.4: Race Homophily in the Trust Network
Trust Type | Total Edges | Same Race | Different Race | % Same Race
Trustee 2,774 174 405 5.90
Friend 1,367 118 1,249 7.95
Visitor 422 43 379 9.25
Table 4.5: Guild Homophily in the Trust Network
Trust Type | Total Edges | Same Guild | Different Guild | % Same Guild
Trustee 8,979 7,848 1,131 46.64
Friend 2,889 1,962 927 40.45
Visitor 728 408 320 35.92

Table 4.6: Level Homophily in the Trust Network

Trust Type | Total Edges | <L; —L; >
Trustee 16,826 21.92
Friend 5,756 16.69
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Visitor 1,538 17.14

Table 4.7: Value Homophily in the Trust Network

Trust Type | Total Edges | < Lp; — Lt; >
Trustee 16,826 879.55
Friend 5,756 781.57
Visitor 1,538 800.00

Generative Models for Trust in Social Networks in MMOs In the previous sections
we have described the various aspects of trust formation in EQ2 with respect to ho-
mophily and expertise. It should be noted that the current models for graph generators
[95][14] [24] [116][117][125] do not incorporate the peculiar network properties that we
described in section IV. We refer the reader to the relevant literature for the correspond-
ing network properties of the network genertors [116][117][125] because of limitayons in
space. We employ the Preferential Attachment model [24] as our starting point. Given
a initial set of mg nodes such that mg > 1 and the degree of the nodes also greater than
one, new nodes are added to the network with a probability proportional to the number
of links that an existing node n; already have and is given as follows:

Xijk;

Di (4.1)

Where ki is the node degree of the node ni. This model is basically the rich get richer

model. We note that in our data there seems to be an upper bound with respect to

trustees in the data. This is not a theortical bound or even a constraint within the

game but rather an observational bound. Thus we modify equation so that the edge

formation is bound by the lifetime of the nodes.

_ tinit —te K
tinit  Sjk;

(4.2)

Where tx is the current iteration and the tinit is iteraton at which the current node was
added to the network. The formula imples that it is more likely for a node with high
degree and which is itself a more recent arrival in the network as compared to a node

which has the same degree but which has been in the network for a much longer time. We
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note that this equation is similar to the model given by [14]. Another observation that
has to be replicated is the presence of a large number of small components (auxiolary
components) which actually consist of people who form edges with one another at the
same time but do not interact with the rest of the population. Since these seldom form
new edges after the intial burst of activity, if at all, these components can be described
in terms of a generator function.

1 min(e;)

9(si) = 7 E

Where s; corresponds to the set of all the graphs which are of size i, E; is the number of

,n > 2,8 € 81,82, ..., 8m (4.3)

edges is the complete graph of size i and min(e;) is the number of edges in the smallest
graph of size ei which is a connected graph. The function states that the probability
that a probabilty that a graph will be selected for generation depends upon the size
of the graph and the number of edges between them. The smaller the graph and less
connected it is, the more likely it will be chosen to be generated. A peculiar aspects
of this network is the non-monotnic change in the diameter of LCC1. It is possible
to get this behavior if we treat various communities of player. This condition can be
actualized by stating that nodes have a certain lifetime after which they cannot form
new edges in the network. This is actually true in the conext of MMOs since many of
the players leave the gaem after acertain amount of time. Ahmad et al [I1] discuss the
lifetime of nodes in EQ2 in the context of mentoring networks and their observations

are valid in this context as well. Thus:

{(tnt—tw) init — tz < 1(ny)
bi =

tinit

(4.4)
0 ytinit — to > 1(n;)

Where 1(ni) is the lifetime of the node ni. For replicting the homophily related dynamics
we represent the attributes or characteristics of the players as a vector ai = al,a2, ...,
an. When a new node joins the network, its probability of joining with an existing node
is that dependent upon not just the degree distributions as given in equation 2 but also
upon how similar or different the attributes are from the existing nodes. We employ
the approach used by Johnson et al [95] for representation of characteristics. Thus the

connectivity equation becomes.

(tinit—ta) 4. 4 < (s
— s Linat x > (N
pi = f(A).{ Finis (n:)

(4.5)
0 Jtinit — tz > 1(ny)
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Where the function f(A) describes the simiarlity or differences between the attributes
of interest and captures homophily. Thus if a; € A is a categorical attribute then f(A)

is given as an indicatior function as follows:

1 , Qi = Ay

4.6
0 , Qg 75(1]' ( )

flaizj) = {
In the case where the attribute has a numerical value then f(a) is given as the difference

between the values of the attributes as follows:

f(a) = la; — aj|, a;; (4.7)

The function f(A) is thus the summation of the functions for the individual functions
for each of the characteristics if homophily in connections is desired and one minus
summation is hetrophily is desired. Thus the idea is that a node is likely to connect to

other nodes if they have similar or different nodes.

4.4 Conclusion

Trust, expertise and homophily are inexorably linked in social networks. Based on the
literature on homophily we explored various hypothesis regarding trust, expertise and
homophily. It was discovered that given the constraints in the virtual environments
the mapping between the offline and the online aspects of homophily is only partial.
Additionally we also explored the relationship between expertise and trust in the gaming
environment. It was observed that it is only in the case of ascribed homophily that
people trust one another, in all the other contexts hetrophily was observed. In future
work we plan to extend the current work by using ERGM/p* models [92] to explore in
greater length the structural signature as well as expert characteristics associated with

the evolution of trust based network.



Chapter 5

Trust and Clandestine Behaviors

”Tie your camel first, then put your trust in God.”
(Al-Tirmidhi).

As information communication technologies have grown more pervasive in social and
cultural life, deviant and criminal uses have attracted increasing attention from schol-
ars [84], [63]. Virtual communities in massively-multiplayer online games (MMOGsS)
such as World of Warcraft and EverQuest II have millions of players engaging in co-
operative team behaviors, barter and trade, and communication via multiple modes of
communication. Many of these games primarily operate on a monthly subscription basis
and as described in Chapter 1 they have over 45 million subscriptions among Western
countries alone, and perhaps double that number in Asia [I84]. While the in-game
economies exhibit characteristics observed in real-world economies [41], a grey market
of illicit transactions also exists at the margins. Virtual goods like in-game currency,
scarce commodities, and powerful weapons require substantial investments of time to
accumulate, but these can also be obtained from other players within the game through
trade and exchange. This gives rise to the phenomenon of illicit trade activity within
these game. It is in this murky and grey area that the problem of trust in clandestine
behaviors arises.

The current chapter is organized into three main sub-parts: Part 1 is mainly about

describing and delineating the scope of the problem of gold farming in the context of

o1
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trust and how machine learning classification models can be used to detetct gold farm-
ers. Part 2 mainly deals with the trust based social networks of gold farmers and how
these social networks contrast with the social networks of other types of players. Part 3
extends the techniques described in Part 2 for other types of social networks and shows

how network based methods can be used to dramatically improve gold farmer detection.

Detection of Clandestine Behaviors

5.1 Introduction

Gold farming or real-money trading refers to a body of practices that involve the sale
of virtual in-game resources for real-world money. The name gold farming stems from
a variety of repetitive practices ("farming” to accumulate virtual wealth (”gold” which
farmers illicitly sell to other players who lack the time or desire to accumulate their own
in-game capital. By repeatedly killing non-player characters (NPCs) and looting the
currency they carry, farmers accumulate currency, experience, or other forms of virtual
capital which they exchange with other players for real money via transactions outside
of the game. Gold buyers then employ the purchased virtual resource to obtain more
powerful weapons, armor, and abilities for their avatars, accelerating them to higher
levels, and allowing them to explore and confront more interesting and challenging
enemies [39].

Game developers do not view gold farmers benignly and have actively cracked down
on the practice by banning farmers’ accounts [I173],[33]. In-game economies are designed
with activities and products that serve as sinks to remove money from circulation and
prevent inflation. Farmers and goldbuyers inject money into the system disrupting the
economic equilibrium and creating inflationary pressures within the game economy. In
addition, farmers’ activities often exclude other players from shared game environments,
employing computer subprograms to automate the farming process, and engaging in
theft of account and financial information [I09]. Game companies are also motivated to
ban farmers to ensure that the game fulfills its role as a meritocratic fantasy space apart

from the real world [I69]. Because gold farmers are motivated only to accumulate wealth
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by the repetitive killing of NPCs, they detract from other players game experience and
may drive legitimate players away [122].

While the earliest instances of real money trade can be traced back to the terminal-
based multi-user dungeons (MUDs) of the 1970s and 1980s [91], formal gold farming
operations originated in an early massively multiplayer online role-playing game, Ultima
Online, in 1997. An informal cottage industry of inconsequential scale and scope at first,
the practice grew rapidly with the parallel development of an ecommerce infrastructure
in the late 1990s [56], [67]. The complexity of gold trading organizations continued
to grow as indigenously-developed massively multiplayer games as well as Western-
developed games were released into Fast Asian markets like Japan, South Korea, and
China [89], [42]. Gold farming operations now appear to be concentrated in China where
the combination of high-speed internet penetration and low labor costs has facilitated
the development of the trade [57], [25], [54]. The scale of real money trading has been
estimated to be no less than $100 million and upwards of $1 billion annually [56], [115],
[41], and the phenomenon has begun to capture popular attention [25], [42].

5.2 Related Work

Previous studies of virtual property have focused on the economic impacts [40], user
rights and governance [73], [109] and legal vagaries [23], [93] rather than the behaviors
of the farmers themselves. Surveys of players have measured the extent to which the
purchase of farmed gold occurs and how players perceive both producers and consumers
of farmed gold [195], [197]. Other research has imputed the scale of the activity based
upon proxy measures of price level stabilization and price similarity across agents [114],
[115]. No fieldwork beyond journalistic interviews has been done in this domain because
of a confluence of factors. Secrecy is highly valued, given the prevalence of competitors
as well as the negative repercussions of being discovered [113], [94]. The popular percep-
tion of gold farming as an abstract novelty, the rapid pace of innovation and adaption
in organizations and technology, the significant language barriers, and the geographic
distance likewise conspire against thorough observation or systematic examination [80].
Yet perhaps the largest barrier has been the lack of availability of data from the game

makers themselves.
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If the data were present, data mining and machine learning techniques exist to ex-
plore the phenomenon. These have received considerable attention in the context of
detecting and combating cybercrime [I70], [47]. Other studies employing social network
analysis, entity detection, and anomaly detection techniques have been used extensively
in this context [110], [46]. The current research is the first to take advantage of these
techniques by virtue of cooperation with a major game developer, Sony Online En-
tertainment. As outlined below, the current research is the first scholarly attempt to
employ data mining and machine learning to detect and identify gold farmers in a data

corpus drawn from a live MMOG.

5.3 Background

5.3.1 Game Mechanics

The study uses anonymized data archived from the massively-multiplayer online game
Everquest II. In this fantasy role-playing world, a user controls a character to interact
with other players in the game world as well as non-player characters (NPCs) controlled
by the code of the software. Users complete quests, slay NPCs, and explore new areas
of the game to earn experience points as well as currency that allows them to purchase
more powerful equipment. The experience required to advance one additional level
increases exponentially and more powerful weapons, armor, and spells likewise become
more expensive and difficult to acquire at higher levels. Players can shortcut to more
exciting content by purchasing the requisite weapons, armor, and skills rather than
engaging in the more tedious aspects of accumulating the resources to sell or exchange
for these items. Because players can exchanges goods and currency within the game,
being able to obtain a large reserve of game currency from another character reduces

the time investment necessary to progress.

5.3.2 Gold Farming

As previously discussed, gold farmers repeatedly kill ingame NPCs and collect the cur-
rency they carry. The tedious nature of this activity is somewhat lessened by the use

of automated programs called bots which simulate user input to the game. While the
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size of the market for virtual ”gold” has created intense competition within the gold
farming industry, the ability for the game company to ban these accounts and effectively
destroy the value they have accumulated likewise introduces a substantial amount of
uncertainty into farmers operations. These operators have adapted to the environment
by employing a highly-specialized value chain that both minimizes the amount of effort
and time required to procure gold as well as reducing the likelihood of being detected
and attendant issues of losing inventory. Discussions with game administrators have
revealed that accounts engaged in gold farming operations within the game fulfill five

possible archetypes [185]:
e Gatherers: Accounts accumulating gold or other resources.

e Bankers: Distributed, low-activity accounts that hold some gold in reserve in the

event that any one gatherer or other banker is banned.

e Mules and dealers: One-time characters that interact with the customer, act as a
chain to distance the customer from the operation, and complicate administrator

back-tracing.

e Marketers: Onme-time accounts that are barkers, peddlers, or spammers of the

companys services.

The roles are not necessarily exclusive nor proscriptive, but these descriptions of behav-
ioral signatures will inform subsequent methods. The highly specialized roles of gold
farmers also suggests that they differ from typical players along several potential salient
and latent dimensions. Where players are largely motivated to explore the game and
storyline as they gain experience and level up, gold farmers may follow highly optimized
paths that allow them to level quickly without engaging in these sideshows. Currently
gold farmers are caught in a number of ways such as heuristicbased methods which would
indicate illegitimate activity in the game, reporting of gold farmers by other players,
peculiar behavior of players like making a large number of transactions over a very short
span of time, and stingoperations. In all the above cases after being potentially flagged
as a gold farmer the activities of the player in the past, present and the future have to

be analyzed by a human expert before it can be ascertained that the player is indeed a
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gold farmer and not a legitimate player. These administrators are the ultimate arbiters

of which users are banned.

5.4 Dataset

Anonymized EverQuest II database dumps were collected from Sony Online Enter-
tainment. Five distinct types of data were extracted for analysis: experience logs,

transaction logs, character attributes, demographic attributes, and cancelled accounts.

e Demographic information of player: Demographic information about the player
in the real-world. This is already anonymized so that it is not possible to link the

player back to a real-world person.

e Character game statistics of players: These characteristics are of two types. De-
mographiccharacteristics of the character like race (human, orc, elf etc), character
sex, etc.; Cumulative statistics like total number of experience points earned, or

number of monsters killed.

e Anonymized player-player social interaction information: This information is avail-
able in the form of messages sent from one player to another over a given period
of time. It should be noted that the content of the messages themselves was not

recorded.

e Player activity sequence: Players can perform a wide range of activities within the
game. The sequences of activities include but are not limited to mentoring other
players, leveling up, killing monsters, completing a recipe for a potion, fighting

other players, etc.

e Player-Player economic information: This information is in the form of number of

items sold or traded by one player to another player.

The cancelled accounts contained dates, account IDs, and rationales for an adminis-
trator cancelling an account including abusive language, credit card fraud, and gold
farming. These players were either caught by the game developers staff or were identi-

fied for investigation by other players. Players and developers recognize that is by no
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means a comprehensive list, and some unknown gold farmers elude capture. However,
our starting point was a simple list of those who were captured. The rationales were
manually parsed to identify cases with rationales pertaining to gold farming and real
money trade and extracted to generate a master list of accounts banned for gold farm-
ing. There were a total of 2,122,600 unique characters out of which 9,179 were gold
farmers, or 0.43% of the population. Character attributes are the stored attributes of
every character at their most recent log-out such as level, experience, class type, damage
resistance, and so forth. The player demographic table included self-reported character-
istics such as player birthday, account creation date, country, state, ZIP code, language,
and gender. The popular stereotype of gold farmers being Chinese men appears to be
borne out in the descriptive analysis as 77.6% of players banned for gold farming speak
Chinese while only 16.8been banned for farming. In the game, women make up 13.50f
the population, the average player is 31.6 years old, the average account is 3.7 years old,
and the most commonlyspoken languages are English (80%), German (2.4%), Chinese
(2.08%), French (1.57%), and Swedish (1.29%). The experience and transaction tables
are longitudinal records of every event in the game that awards experience points to a
player or results in an item being exchanged between players, respectively. Given the
large size of these datasets, the analysis was limited to the month of June 2006 and
contains 24,328,017 records related to experience and 10,085,943 records related to user
transactions. Out of the 23,444 players with behavioral data for June 2006, only 147

were subsequently identified as gold farmers.

5.5 Methods

One of the most important tasks in data mining and machine learning is selecting the
features to be used in the classifier. This approach uses data mining and machine
learning to identify gold farmers by using an analysis in two phases. The first phase
is a deductive logistic multiple regression model that describes the characteristics of
gold farmers that differentiate them from a random sample of the population. The
second phase is inductive and evaluates a cross-section of well-known binary classifiers
like Naive-Bayes, KNN, Bayesian Networks, Decision Trees (J48) to correctly identify
gold farmers. We propose to study the problem of identifying gold farming as a binary
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classification problem. One of the motivations for doing so was that class labels for gold
farmers were readily available. It should be noted that the two methods are complimen-
tary to each other, the inductive method can be used to describe characteristics that
can differentiate gold farmers from nongold farmers. The data mining based method

can be used to make preictions about particular players if they are gold farmers or not.

5.5.1 Phase I: Deductive logit model

Because a single account can potentially control several characters, the master list of
banned characters was collapsed by character level to generate a list of the highest-
level character on 12,134 banned accounts. The banned table was joined with the
character and demographic attribute tables by account number. A random sample of
non-banned accounts matched by sever population was added as a control. The total
sample was 24,267 unique account-characters. Based upon previous accounts of the
behavior of gold farmers, we identified sets of demographic and character attributes to
use as independent variables and controls in the sequential logistic regression against

the binary banned/notbanned outcome.

e Player demographics (Model 1): Player demographics (Model 1): Players banned
for gold farming should be younger, more male, speak more Chinese, and have

more recently-established accounts than typical players.

e Salient gold farming behavioral characteristics (Model 2): Players banned for
gold farming should play for more extended periods of time, have more recorded
adventuring time, a greater number of NPC kills, and greater overall wealth than

typical players.

e Non-salient gold farming behavioral characteristics (Model 3): Players banned for
gold farming should have lower levels of quests completed, active quests, tradeskill

knowledge, tradeskill manufacturing, and deaths than typical players.

e Model 4 integrates the explanatory variables of models 2 and 3 to analyze identified
behavioral characteristics and model 5 integrates model 1 and model 4 to control
and analyze for both demographic and behavioral variables. The complete model

(5) has a very good fit to the observed data (r2 = 0.677) and logistic regression



99

diagnostics indicate no substantial multicollinearity or specification errors. With

respect to other behavioral characteristics, the large standardized coefficients for

character age, number of NPCs killed, number of deaths, and experience gained

from completing quests suggest these be employed for classification.

Variable

|| Model 1

‘ Model 2

| Model 3

Model 4

‘ Model 5 ‘

Player age 0.097%(-2.54) -0.174%*%* (-3.78)
Account age -1.713%%* (-25.81) -0.747%%%(-10.83)
Chinese 4.410%%%(-64.06) 3.846%%%(-48.23)
Female 0.028(-0.65) -0.102(-1.95)
Character age L481%**(-17.69) 3.585%*%%(-28.46) 3.405%*%%(-23.39)
Time adventuring 3.031%%%(-53.69) 1.326%%%(-20.17) 0.553%%%(-7.01)
NPC kills -1.792%%%(-24.22) -3.011%*%%(-20.67) | -3.759***(-20.89)
Bank wealth -0.175%**%(-5.36) -0.025(-0.50) -0.008(-0.13)
Personal wealth 0.095%*(-2.89) 0.488%%%(-9.57) 0.763%%%(-12.73)
Rare items collected -0.615%%*%(-16.98) 0.882%*%(-12.88) 0.868%*%(-9.3)
Quests completed -5.375FF*(-54.71) | -5.352%F%(-45.52) | -3.045%%%(-20.72)
Quests active -0.566%%*#(-6.62) -0.424%%%(-4.59) -0.162(-1.37)
Recipes known -1.337%%%(-15.46) | -1.366%%%(-14.83) | -0.752%%*(-6.31)
Items crafted 1.454%%%(-19.27) 0.312%%*%(-3.87) 0.267%#(-2.65)
Total deaths 6.644%%*(-69.92) 4.983%%*%(-34.74) 3.359%%%(-19.14)
Total PVP deaths -0.289%**(-6.31) -0.318%%*%(-5.94) -0.447*%*%(-6.14)
\ Psuedo-1? | 0.550 0.214 0.430 0.530 | 0.677 |

Figure 5.1: Standardized Beta Coefficients; T Statistics in Paranthesis *P < .05, %% P <
01, % % %P < .001, N = 24, 267

5.5.2 Phase II: Inductive machine learning models

Each set of features can be used separately to build classifiers or alternatively different
types of features can be combined in the same classifier. We identify 22 unique types
of activities in the data that form the basis of regular expression alphabets for analysis.
It should be noted that some of these activities could also be divided into many sub-
activities e.g., one activity that we identify is killing a monster, which can be divided in
terms of killing a monster of level 5 versus killing a monster of level 10 since the nature
of the encounter in both cases is significantly different.

After identifying and extracting the features, the main intuition behind posing this
problem as a classification problem is that gold farmers possess certain demographic and

behavioral characteristics that can be exploited. For the features about the distribution
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of activities, we extracted Activity Sequence Features which are the number of times
the player was engaged in that activity e.g., the number of monsters killed, the number
of potion recipes completed, number of times the player was killed, etc. In addition to
the features that were available to us directly from the dataset we constructed another

set of features based on the sequences of activities performed by the players.

Table 5.1: Feature Space for various types of Features

Feature Type Features
Demographic Gender, Language, Country, State.
Character Stats Character Race, Character Gender, Character Class,

Accumulated Experience, Platinum, Gold, Silver,
Guild Rank, Character age, Total Deaths, City
Alignment, PVP Title Rank, Achievement Experience,
Achievement, Points, PVP Deaths, PVP Kills, Copper.
Economic Features Number of Transactions as Seller, Number of
Transactions as Buyer.

Annonymized Social Interaction | Indegree, Outdegree.

The behavioral data of any given player can be captured by looking into the sequence
of activities performed by a player in a given session. A session is defined as a chunk of
time in which the player was continuously playing the game e.g., if a player played the
game for two hours in the morning and one hour in the evening on the same day then
the game play for that day is said to constitute two different sessions of game. In order
to reconstruct session we look at the ordered lists of all the activities in terms and a set
of k activities is said to belong to the same session if the time difference between any
two adjacent activities is less than 30 minutes. Thus consider the following example of a
sequence in a session: KKKDdKdEKdKD where K is killed a monster, D is player died,
d is damage points and E is points earned. This sequence implies that the player killed
three monsters before being killed, after resurrection the player suffered some damage
followed by killing the monster but sustained further damage, and so on. The sequences

for three different players can be visually illustrated by the sequences in Figure [5.5.2
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Figure 5.2: Visual Representation of Activity Patterns for three different players

Table 5.2: Sequence Patterns for Player Activities

d+[a-z,A-Z]*K+
E+[a-z,A-Z]*K+
M+S+
M+[a-z,A-Z]*K+
K+D

E+D
M+[a-z,A-Z]*q
M-+ [a-z,A-Z*K+

M+E+

MMMMMMMMMM+

Sequence Explanation
KKKKKKKKKK+ 10 or more kills in a row
d+K+ One or more damage followed by one or more kills

Damage followed by other activities and then by

one or more kills

Farned payment followed by other activities and

then by one or more kills

One or more mentoring instances followed by successful
completion of recipes

Damage followed by other activities and then by kills
One or more kills followed by the death of the character
One or more earned payments followed by the death

of the character

Mentoring followed by other activities and then by
quest points

Mentoring followed by other activities and then by one
or more kills

One or more instances of mentoring followed by one or
more instances of earned payments

Ten mentoring instances in a row

The experiments were performed on the open source Data Mining software Weka

which has implementations of many well-known data mining algorithms [I86]. Results

from different sets of features are given in a series of tables below. Since the current

problem is a rare class problem we only report the classification results for the rare

class as the precision and recall for the dominant class is more than 99% in almost

all the cases. It would have been helpful if there was a baseline model for comparing

i I Y S~ ;1 1 e
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given, but the most relevant to choose a classifier is precision vs. recall. From the
domain experts point of view the goal of any gold farmer-detecting technique should
be to increase the number of true positives (correctly identified gold farmers) while at
the same time decreasing the number of false positives (legitimate players labeled as
gold farmers). It is essential for these classifications to have high precision to minimize
the number of false positive since any positive match has to be investigated by an
administrator. Recall captures the other aspect of performance i.e., capturing as many
gold farmers as possible but requires the actual number of positives in the dataset.
While the records in the data are all labeled as gold farmers and are assumed to certain
gold farmers, there are likely to be players in the dataset who are gold farmers but were

not identified or banned.

5.6 Results

5.6.1 Phase I: Deductive logit model

The analysis from Phase I demonstrated that non-salient behavioral characteristics
(model 3) accounted for substantially more variance than the salient behavioral char-
acteristics (model 2). This suggests that along these salient characteristics (wealth,
time played, rare items acquired), gold farmers may not differ substantially from other
(elite) players but are significantly different along more latent characteristics such as
how many quests they complete, how often they die, and their tradeskill expertise. It is
likewise telling that even with 12 distinct predictive variables of gold farming activity
in model 4, the 4-variable demographic-only model (model 1) still accounted for more
of the variance among players identified as gold farmers. The analysis also bears out
the intuition that players with old and well-established accounts are not as likely to be
gold farmers.

Other than Chinese language (a dummy variable), player demographic attributes
have a small effect compared to other variables. High levels of NPC kills, quests com-
pleted, and tradeskill recipe knowledge all strongly decreased the likelihood of being
identified as a gold farmer in the model. This combination of variables suggests that
farmers exhibit low levels of expertise across a variety of metrics. High levels of time

played, time spent adventuring, and high total deaths are all factors associated with
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gold farming activity which also implies a low level of expertise within the game itself.
While the accumulation of wealth in a bank was not significantly associated with gold
farming activity which suggests that farmers have possibly adapted their behavior on
this count to avoid detection the model does predict that gold farmers carry more coins

on their character.

5.6.2 B. Phase II: Inductive machine learning models

Using only the players self-reported demographic characteristics for classification should
have strongly predicted the identification of gold farmers given their skewed language
distribution, but as seen in Model 1, two classifiers (JRIP and J48) misclassified every
instance of the farmerclass. By Fscore, the KNN algorithm is the best metric for
demographic features. Examining only features of the character played within the game,
model 2 reveals that the algorithms identify gold farmers with much lower precision and
recall than the demographic model alone. The findings for activity distribution in model
3 are marginally better than the previous model employing character features classifiers
but the KNN algorithm has markedly inferior precision and recall as compared to the
demographic model. These predictive machine learning findings corroborate our earlier
descriptive regression results that the salient behavioral characteristics on which we
expect gold farmers to be differentiated from other players (wealth, time played, etc.)
are not reliable features. The inability to distinguish farmers suggests that they are able
to cloak their behavior given their similarity to highly-skilled players along the variables

included in these models.

Table 5.3: Description of Models

Model name Classifier features

Model 1 Demographic features only
Model 2 Character features only
Model 3 Activity distribution features
Model 4 Demographic and accumulation features
Model 5 Sequence activity features
Model 6 Activity distribution features

and economic transactions




64
Model 7 Activity distribution features

for gold farmer sub-class

Next, we incorporated both the previous demographic features with cumulative
statistics of how much experience and money characters had. As shown in Figure
the performance of all algorithms increased substantially across the board with
the BayesNet exhibiting the strongest recall performance and KNN being an accurate
predictor of gold farming activity. We next used our alphabet of 22 activities captured
in the experience and transaction logs to perform two analyses incorporating activity
sequences alone and the distribution of activity with economic transactions. We define
a set of 10 patterns in Table 5.2 to measure whether the sequences of activities were pre-
dictive. As seen in Table this sequence approach alone has poor precision and recall
across all algorithms compared to previous methods. Table describes the results for
activity distribution as well as character and demographic features. The low discrimi-
natory power of this sequence method implies that, again, farmers and non-farmers do
not differ substantially along the sequences we have specified.

A close analysis of gold farmers indicate that the number of tasks performed by
the gold farmers vary greatly. This can potentially be the source of confusion for the
classifiers when instances of the same class exhibit a wide range of characteristics and
thus are not discriminatory enough. To address this issue we removed all such instances
from the dataset. When we removed all instances where the number of activities as-
sociated with gold farmers was less than six, the number of gold farmers was reduced
to 83. We then reran the same set of classifier for this new dataset for the activity
distribution features, the results of which are given in table It should be noted that
the performance of most of the classifiers improves in terms of both precision and recall.
This confirms our earlier hypothesis that the various subclasses within the gold farmer

class could be a source of confusion for the classifiers.

Table 5.4:  Classifier Performance for Gold Farmer Sub-
Classes (Activity Distribution Features)

Classifier TPR | FPR | Prec. | Recall | F-Score | ROC
BayesNet 0.265 | 0.008 | 0.109 0.265 0.155 0.644
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NaiveBayes | 0.313 | 0.028 | 0.038 | 0.313 0.068 0.724
Logistic Reg. | 0.036 0 0.273 | 0.036 0.064 0.697
AdaBoost 0.313 | 0.028 | 0.038 | 0.313 0.068 0.690

J48 0.036 0 0.300 | 0.036 0.065 0.596
JRIP 0.060 | 0.001 | 0.250 | 0.060 0.097 0.519
KNN 0.157 | 0.003 | 0.176 | 0.157 0.166 0.577

| Classifier H Measure | Model 1 ‘ Model 2 ‘ Model 3 | Model 4 | Model 5 | Model 6 ‘ Model 7 |

Prec. 0.208 0.033 0125 0.291 131 0.134 0.109

BayesNet Recall 0.225 0.186 0.102 0.513 0.131 0.102 0.265
F-Score 0.216 0.057 0.112 0.371 0.131 0.116 0.155

Prec. 0.211 0.051 0.042 0.204 0.052 0.037 0.038

NaiveBayes Recall 0.223 0.136 0.19 0.223 0.293 0.19 0.313
F-Score 0.216 0.074 0.069 0.213 0.088 0.061 0.068

Prec. 0.636 0.182 0.333 0.630 0.091 0.300 0.273

LogisticReg. Recall 0.192 0.017 0.020 0.192 0.010 0.020 0.036
F-Score 0.294 0.031 0.038 0.294 0.018 0.038 0.064

Prec. 0.412 0.051 0.042 0.271 0.052 0.037 0.038

AdaBoost Recall 0.138 0.136 0.190 0.183 0.293 0.190 0.313
F-Score 0.207 0.074 0.069 0.218 0.088 0.061 0.068

Prec. 0 0.75 0.286 0 0.143 0.353 0.300

J48 Recall 0 0.025 0.027 0 0.010 0.041 0.036
F-Score 0 0.049 0.050 0 0.019 0.073 0.065

Prec. 0 0.333 0.286 0.526 0.250 0 0.250

JRIP Recall 0 0.068 0.014 0.056 0.020 0 0.060
F-Score 0 0.113 0.026 0.102 0.037 0 0.097

Prec. 0.493 0.050 0.086 0.345 0.112 0.122 0.176

KNN Recall 0.304 0.017 0.061 0.361 0.111 0.082 0.157
F-Score 0.376 0.025 0.071 0.353 0.112 0.098 0.166

Figure 5.3: Classifier Performance for all Gold Farmers (By Model)

Table 5.5:  F-Measures for all Gold Farmers (Demographic

and Statistics Features)

Classifier Fi-Score | Fyg-Score | Fo-Score | Fy5-Score

BayesNet 0.371 0.350 0.445 0.318
NaiveBayes 0.213 0.211 0.218 0.207
Logistic Reg. 0.294 0.333 0.223 0.432




AdaBoost 0.218 0.228 0.195 0.247
J48 0 0 0 0

JRIP 0.102 0.123 0.068 0.196

KNN 0.353 0.351 0.357 0.348

Table 5.6: Classifier Performance for all Gold Farmers (Ac-

tivity Distribution Features)

Classifier TPR | FPR | Prec. | Recall | F-Score | ROC

BayesNet 0.102 | 0.005 | 0.125 | 0.102 0.112 0.797
NaiveBayes | 0.190 | 0.027 | 0.042 | 0.190 0.069 0.632
Logistic Reg. | 0.020 0 0.333 | 0.020 0.038 0.661
AdaBoost 0.190 | 0.027 | 0.042 | 0.190 0.069 0.629

J48 0.027 0 0.286 | 0.027 0.050 0.535
JRIP 0.014 0 0.286 | 0.014 0.026 0.512
KNN 0.061 | 0.004 | 0.086 | 0.061 0.071 0.529

Table 5.7: Classifier Performance for all Gold Farmers (Ac-

tivity Distribution Features and Economic Transactions)

Classifier TPR | FPR | Prec. | Recall | F-Score | ROC

BayesNet 0.102 | 0.004 | 0.134 | 0.102 0.112 0.812
NaiveBayes | 0.190 | 0.032 | 0.037 | 0.190 0.069 0.628
Logistic Reg. | 0.020 0 0.300 | 0.020 0.038 0.685
AdaBoost 0.190 | 0.032 | 0.037 | 0.190 0.069 0.628
J48 0.041 0 0.353 | 0.041 0.050 0.523
JRIP 0 0 0 0 0 0.502
KNN 0.082 | 0.004 | 0.122 | 0.082 0.098 0.539

66
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5.7 Classifier Selection

Given that the range of values for precision and recall are observed for the various
classifiers that we described, we would suggest a classifier that consistently outperformed
all other classifiers in terms of precision and recall. However this is not the case as trade-
offs between precision and recall are to be expected. The best F-Score was obtained by
using demographic features with KNN, yet BayesNet gives the highest value for recall
if both the demographic and the character statistics are used. This can be further
illustrated by the precision vs. recall graph for the demographic features as illustrated
in Figure while KNN has the best precision, logistic regression has better recall. An
alternative would be to use the ROC curve to decide which classifier to use. However,
this cannot be used in our case since the false positive rate is extremely low for all the
cases of classifiers and features that we have investigated. This can be illustrated by
Figure 5.5 where all the data points are aligned almost to the y-axis. Using information

about the relative proportion of false positives and true positives is not available in this

case.
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Figure 5.4: Precision vs. Recall for Demographic Features

However, we can address the problem of selecting a consistent classifier by referring
to the domain. As described previously, there are two main constraints that we are

trying to satisfy: increasing the number of gold farmers who are caught by an algorithm



68

0.35
03
# BayesNet
025 -
r B NaiveBayes
i)

g 0 F § A Logistic
&0.15 ‘ # AdaBoost NB
| i 148

01 -
‘ @ IRIP
0.05 1 KNN
0 J:-’ T T T T |

o

0.2 0.4 06 08 1
FP Rate

Figure 5.5: ROC for Demographic Features

and reducing the number of false positives as this would translate into work that has to
be done by humans. Thus, given scarce human resources, precision should be given a
high priority. One the other hand, if enough human resources are available, then more
false positives can be tolerated if the number of true positives are likely to increase.
This tradeoff can be captured by using the generalized version of van Rijsbergens [174]

F-measure as the metric for decision making. It can be described as follows:

(precision - recall)

Fy=(1+p%- (5.1)

(B2 - precision + recall)

where [ is a scaling factor that describes the relative importance of recall with respect
to precision. This criteria can be illustrated as follows. Consider the results of various
algorithms from Table If equal weight is given to both precision and recall then
Bayes not should be used as the classifier of choice. The same would occur if recall is
given twice as importance as precision. However if precision is given twice as importance
as recall then Logistic Regression will be chosen, similarly if recall is said to be only
80as precision then KNN would be chosen. The choice of values for § would depend

upon the domain expert while taking into account the resources available.
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5.8 Conclusion

Using an anonymized dataset extracted from the massively multiplayer online game
EverQuest II, we used several machine learning binary classification techniques to iden-
tify gold farmers within the game world. A number of feature types were explored for
classification and various combinations of classifiers and features gave a wide range of
results in terms of precision and recall. Despite the strong, significant effects observed
across five logistic regression models for exploratory analysis, classifier algorithms op-
erating on seven different combinations of behavioral data were not able to precisely
identify gold farmers. We attribute the difficulty in discriminating between gold farm-
ers and legitimate players to farmers specialization into distinct roles that exhibit very
different behavioral signatures. From a domain expertise point of view, given the trade-
off between identifying gold farmers and amount of effort required in investigating we
proposed that the generalized F-Measure should be used to select which classifier and
feature set combination should be used in which context. We note, however, that our
evaluation is likely to be conservative. Since we cannot know the true number and
identity of gold farmers within the data, it is possibleperhaps likelythat a number of
our false positives were farmers who had yet to be caught. Thus the precision rates
here should be seen as a minimum baseline. If these cases could be investigated more
closely, some may translate into true positives, further validating the approach. Our
future work will explore how to incorporate the behavioral signatures of each distinct
gold farming role. Thesebehavioral signatures will inform the development of different
hierarchical regression models as well as building different classifiers. In this chapter
we have simply looked at the overall performance of the classifiers in detecting gold
farmers. It could be the case that some classifiers are much better in classifying certain
types of gold farmers.

Future research should also seek to develop a more systematic approach to determine
sequences of patterns of activities that can be used to identify gold farmers as well as
longitudinal analyses of how these behavioral signatures change over time. Given the
applicability of this line of research to identifying other forms of cybercrime such as
credit card fraud and money laundering as well as national security applications, we

anticipate that the methods we develop for detecting gold farming could potentially be
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applied to these other datasets for validation. Before exploring this line of reasoning we
first analyze the trust networks of gold farmers in the next section by applying frequent

patternset minning to hypergraphs of gold farmers and other typoes of players.
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Trust Networks of Clandestine Actors

“A plague upont when thieves cannot be true one to another!”
— Falstaff, Henry IV, Part 1, ILii

5.9 Introduction

The previous section described the problem of gold farmer detection and why it is a
cause of concern for game developers and administrators. This problem can be mapped
onto its counterpart in the offline world as well. The type of exchanges that take place
amongst the gold farmers and their clients undermine meritocratic norms, upset in-game
economic equilibria, and raise complicated legal questions about property, taxes, torts,
and labor [56]. Because of these reasons, game administrators attempt to ban gold
farmers by observing unusual game activity or investigating reports from other players.
However, these detection methods are ad-hoc and ’as with criminals in the offline world’
many gold farmers escape detection. But the ability to collect exhaustive longitudinal
digital trace data on organizations operating under similar motivations and constraints
as offline clandestine organization suggests that social behavior in MMOGs can also
potentially be mapped back to test and inform theories clandestine social behavior and
organization in offline contexts [191].

In this part of the chapter the analysis and techniques for gold farmer detection
are extended to longitudinal as well as network data and the focus is specifically on
occurrence of frequent patterns in trust networks in MMOGs. There are multiple ways
to describe trust in MMOGs the most explicit and the strongest indicator in terms of
in-game features to specify trust in EQ2: The ability for players to grant other play-
ers permission to enter their in-game houses, move objects around in them, or even
remove objects from the house is a ready proxy for the level of trust amongst char-
acters. However, these permissions require modeling the relationships among houses,
in-game characters, and the user accounts which own each. To capture these complex
inter-dependencies, we employ a hypergraph to model triparite relational structures. A
variety of hypergraph projections for network analysis are defined, extracted from the
network and then the graph structures of farmers are compared to typical players and

unidentified gold farmers. Additionally a label propagation approach based on insights
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by [100] to compare the trust network structures of gold farmers, their undetected af-
filiates, and normal players are employed. The findings demonstrate that gold farmers
housing permission behavior has distinct patterns when compared to the general player
population as well as farmers who have yet to be detected by the game operator. The
implications of the findings have for augmenting detection methods in MMOGs and

evaluating theories of clandestine organization are finally described at the end.

5.10 Motivation and Background

Traditional analyses of trust networks have mainly focused on trust between people
who come together in a certain context to achieve a certain goal or to connect with
other people such as recommendation systems, friendship, and resource sharing [69]. In

trust-based recommendation networks like FilmTrust [67] and Epinions

5.11 Housing Permissions as Trust in EverQuest II

Data from EQ2 is used for these set of experiments as well. It is important to make
distinction between accounts, characters, and houses. Each account can create several
characters, but these cannot be played simultaneously. Each character has the option
to buy a virtual house in the game. Thus houses are connected to players which are in
turn embedded within accounts. Players can use their houses for a variety of purposes
such as displaying valuable items, storing excess inventory, and selling crafted goods.
By default, only the character who buys the house has access to the house. However, a
character may grant different levels of access to other characters in the game. In EQII

the following access levels, in ascending order of trusted access, are defined:
e None: Has no access and cannot enter the house.
e Visitor: Can enter the house and can interact with objects in the house.
e Friend: Has all the privileges of the Visitor and can move things around the house.

e Trustee: Has all the privileges of the Friend and can add and remove objects in
the house. A Trustee can also pay the rent of the house on the behalf of the owner

of the house.
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From a security perspective, all the access levels except trustee are functionally equiva-
lent because characters who are given that type of access cannot make any change to the
value of the house while a character with trustee privileges can make such a change. To
simplify our analysis along these functional lines, we dichotomize these three potential
types of relations into trustee and non-trustee (visitor and friend). Hypergraph Model
of Housing-Trust Network The housing-trust network can be modeled in different ways.
Previous research using housing-trust networks has looked at the structure of the hous-
ing network in terms of access-grants while ignoring the presences of houses or even
permissions for multiple characters [I3]. While these models are sufficient for studying
the social networks amongst the gold farmers, they limit the types of inferences that can
be made about the larger trust-based social structures and the use of such structures
for making inferences about gold farmers. Our approach follows previous work using
hypergraphs to model tagging systems where there is a natural distinction between
three types of nodes in the networks such as person, tag and object. We also adopt
a hypergraph model to describe the three types of nodes in our data: player account,
player character, character house. Multiple models of hypergraphs exist which describe
the evolution and generation of such hypergraphs [65]. The complex game mechanics
of EQII which cannot be captured by a traditional graph representation are another
motivation for using hypergraphs to model trust relationships. Players at each level
not only have these privileges associated with that level, they also have the privilege
to grant the same or lesser level of access to other people. Thus consider the situation
in Figure which ignores the player accounts for simplification purposes. In the first
case character cq11trustscyos and cg31 trusts. From this representation it is not clear if
there is a trust relationship between c,11 and c,31. While it could be the case that c,11
also trusts cu31 but since cq92 has already granted permissions to ¢,11 it is not neces-
sary for cg11 to grant permissions to c.31. However given that there is still a possibility
that cg11 instructed cqo0 to grant access to cq31€.9.,Cq11 is a superior officer of c499, an
important piece of information is lost. One way to remedy would be to add an edge
between c,11 and c,31 but even in this case we will lose information about which players
are connected with each other by which house. We use the alternative projection in
Figure {fig:hyper2 wherein player nodes are connected by access ties to house nodes.

Even in this case some information is also lost such as how the access grants were given
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but since we are interested in the relationship between houses, players and characters
this can be overlooked. A hypergraph is a generalization of a graph [53] and can be
defined as follows:

Tripartite Hypergraph: A tripartite hypergraph G = (V, H)consists of a set of nodes
V and a set of hyperedges V such that the following conditions are satisfied.
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Figure 5.6: Different scenarios for housing access for characters associated with (a) the

same account and (b) with different account

Figureshows a hypergraph which contains hyperedges (a1, cq11, h1), (a1, ca11, h1),
(a1,¢q11, h1) and (a1, cq11, h1). Node Degree: The degree of the nodes can be defined
in a umber of ways. One can define it in terms of how many other nodes is a node
connected to. However in this case no distinction is being made between the various
types of nodes that may be present in the hypergraph and in the current domain the
semantics of the graph will be lost if such an approach is used. Another approach
which is more suited to our present context is to define node degree in terms of the
hyperedges that are connected to a node. Thus in Figure the degree of hy is 3
and the degree of ho is 1. Edge Degree: In addition to the node degree, it is also
possible to describe the edge degree in the hypergraph [200]. The edge degree is defined
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Figure 5.7: Alternative ways to represent the housing-trust network

as the number of hyperedges in which the edge participates in. Consider edge (ai, hi)
in Figure [5.6] it has edge degree two because it participates in two different hyperedges
(a1, ¢q11, h1) and (ay, cq11, h1). Projections of a Hypergraph: There are multiple ways in
which hypergraph projections can be formed e.g., one way to create a projection would
be to create an edge between two nodes if they share a house, another way to project
would to create a node if they share an account. It is also possible to create a double
projection by projecting onto a projection.

In order to distinguish between the characteristics of gold farmers and legitimate
players we consider the frequent subgraph patterns which are associated with different
types of players. We now describe various terms which would be helpful in finding
such patterns. Frequent Tripartite Hypergraph Pattern: Given a tripartite graph
H with nodeset N and an edgeset E, a frequent tripartite hypergraph patterns is a
sub-hypergraph sub of graph H such that it occurs frequently in H with a support S,
confidence C and at least one of the nodes containing a label P. Since the dataset that
we are dealing with is not a transaction dataset the definitions of support and confidence
are modified accordingly. The support and confidence are defined as follows: Support
of a Hyper-subgraph: Given a sub-hypergraph of size k, subP is the pattern of

interest containing the label P, shP is a pattern of the same size as subP and contains
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the label P, the support is defined as follows:

|subp

S =
|{Shp‘8hp Q H, ‘8hp| = k’}|

(5.2)

Confidence of a Hyper-Subgraph: Given a sub-hypergraph of size k, subP is the
pattern of interest containing the label P, subG is a pattern which is structurally equiv-
alent but which does not contain the label P, the confidence is defined as follows:

|subp

S =
[{subg|subg C H,|S| = k}|

(5.3)

Frequent Tripartite Hypergraph Pattern Mining: We now describe a tech-
nique which can be used to extract frequent tripartite hypergraph patterns, with and
without constraints, from our data. Consider the hypergraphs in Figure [5.0} it is clear
that a hypergraph can be visualized as a graph with a larger number of triads. This
implies that there is already implicit structure in the data which can be exploited for
pattern mining. The task of mining such patterns can thus be formulated as discovering
triads in a 3-Regular graph with certain constraints.

The problem of discovering the frequent patterns described in the previous discussion
can be formalized as follows:. Consider the hypergraph in Figure if we consider
the triads which are connected to hl then these are (ai,cq11,h1), (a1,cq12,h1) and
(ca21, a2, h1). Given that it can be treated as a 3-Regular graph, we know can describe
the structure of the neighborhood of hl in terms of connectivity of the accounts. For
example, account al is connected to h; with two characters, account as is connected
to hy with one character. We can represent the neighborhood of h; as (2CH0,1CH]1)
where A and C signify accounts and characters respectively. The representation can be
further extended by considering the other houses to which a node may have access to.
Thus in Figure 5.7 the neighborhood of hy would be represented as (C2H1, C1H0) which
show that the representation of the neighborhood of he would be (C2HO0). Even with
this representation there can be multiple ways to represent the same graph since there
are multiple ways to traverse a graph. To address this issue we represent the subgraphs
in the DFS Lexicographical order [194]. Of course in this type of representation some
information is lost. However with this representation standard association rule mining
techniques can be applied to discover useful discriminative patterns in the data as we

demonstrate in the analysis section.
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Figure 5.8: (a) Distribution of node degree for the trust hyper graph. (b) Distribution
of edge degree for the trust hypergraph (c) Distribution of the projection networks

5.12 Dataset

The same dataset from EverQuest II us sed for these set of experiments as well. The
dataset contains 38,217 characters associated with 12,667 accounts, with 43,548 houses
and a total of 3,013,741 hyperedges between them. 151 of these accounts were banned
by SOE administrators for reasons related to gold farming. A small number of records
(105 accounts, 482 characters) were discarded because of incomplete transcription of
data. However none of the houses were discarded in this case. The Trustee access was
granted 20,029 times, the Friend access was granted 32,711 times and the Visitor access
was granted 273,355 times for all the players in the network. Additionally there were
8,295 instances where the trust privileges were revoked. We note that these counts sum
up to be greater than the number of edges in the network because there were many
redundant instances where the same access was granted to the same person on the same
house multiple times. Figure[5.8| gives the node degree distribution of the various types
of nodes on a log scale. It is clear from the figure that the majority of the accounts
have fewer than four houses and character pairs associated with them. Similarly, the
same applies for the characters as well. While the distributions for the accounts and the

characters follow a long-tail distribution, the distribution for the houses is linear with a
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maximum of 8 character-account ties. We note that this is not a constraint in the game.
Similarly Figure [5.8| gives the edge degree distributions for the various edge types. In
this case also the account-house and the character-house distributions follow a power
law more or less. The character-house edges always have a degree of one because there

is a unique mapping from a character to an account in the game.

5.13 Analysis of the Housing-Trust Network

Using a label propagation technique derived from Keegan, Ahmad, et al. [100], it is
possible to distinguish between three types of players based on their relationship with

identified gold farmers in the housing-trust network.

e Gold farmers: These are characters who are explicitly labeled as gold farmers in

the data.

e Gold farmer affiliates: These are characters who have interacted with the gold
farmers by either extending housing permissions to gold farmers or are trusted by
other gold farmers but they are not labeled as gold farmers themselves. Using our
guilt-by-association label propagation technique, we assume these characters have

a much higher likelihood of being unidentified gold farmers.

e Non-affiliates: The rest of the characters who are neither gold farmer nor affiliates.

Table 5.8 reports the average neighbor connectivity of the three types of players. Here n
refers to all the neighbors regardless of farmer/affiliate attribute, ni refers to neighbors
with incoming edges and no refers to neighbors with outgoing edges. From the table it is
clear that gold farmers grant or receive permission from fewer players (1.82) than their
affiliates (4.03). The second column nGF refers to neighbors who are gold farmers. In
this case gold farmers also have very low tendency to grant other gold farmers permission
(0.29). nAff refers to the neighbors of affiliates. Here the connectivity patterns of
affiliates stand out markedly; on average, non-affiliates have granted housing permission
to 7.77 affiliates even though affiliates intra-class connectivity (0.70) suggests they are
unlikely to give other affiliates housing permissions.

On average non-affiliates give 5.98 affiliates housing permission while affiliates only

reciprocate by giving permissions to 2.34 affiliates on average. We also see that although
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gold farmers have relatively low base rates for granting housing permissions to other
players, they appear to be strongly averse to granting other gold farmers access. Instead,
gold farmers appear to both grant (0.89) and receive (1.07) permissions at a substantially
higher rate than they are granted (0.29) or received (0.29) from other gold farmers. As

the title of the chapter indicates, there appears to be little honor among thieves. These
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Figure 5.9: (a) Gold Farmer Hypergraph Pattern: Support = 0.33, Confidence = 1. (b)
Gold Farmer Hypergraph Pattern: Support = 0.50, Confidence = 1. (¢) Gold Farmer
Affiliate Hypergraph Pattern: Support = 0.50, Confidence = 1

findings have several important implications. First, housing access appears to serve a
non-trivial role in enabling gold farming operations as affiliates and farmers alike avoid
granting permissions to characters of the same type. Second, the affiliate players whom
gold farmers grant permissions are also players who themselves have high connectivity
with the rest of the network. Third, farmers do not grant housing permissions at
all to non-affiliates. Clearly the affiliates play a crucial and trusted role in brokering
between identified farmers and the general population while isolating themselves from
the general player populations. This corroborates previous findings by Keegan, Ahmad,
et al. [I00] about differences in centrality between character classes in the trade network.
A possible explanation is that these affiliates are gold farmers themselves but they have
not been caught by the game administrators and thus the data does not label them as
such. However given that affiliates are so strongly trusted by farmers, it could be the
case that the gold farmers grant this access as a conduit for distributing their goods
via trusted channels. In either case, there is a clear implication that affiliates are an

integral part of the gold farming supply chain.
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To explore the connectivity of gold farmers in the data, we extracted tripartite
hypergraph patterns occurring frequently in the data for the three types of players using
standard pattern mining techniques [4]. Most of the patterns which were obtained for
gold farmers had a very low support and confidence and only 8 patterns had support
and confidence greater than a standard 0.1 threshold. Because of the limitation of space
only two most frequently occurring patterns are shown in Figure Part (a) of Figure
refers to a pattern where a house is shared by three players two of whom have many
characters associated with their respective accounts and the third player has access to
another house. Part (b) of Figure on the other hand shows a situation where a player
has many characters and all the characters have access to the house but at the at the
same time there are other players who have access to that house but they only have
one character and also have access to another house. Both evoke a house being used as

a shared, central safehouse shared by many farming character-accounts but also with

connections to affiliate character-accounts with access to other houses.

Figure 5.10: The house projection displaying houses associated with gold farmers (in
red) and houses associated with affiliates (in blue). The network is obtained by the

projection of the Hypergraph H

We also extracted the patterns which were associated with the various affiliates and

surprisingly a third (15/44) of the sequence patterns with more than 10 nodes were
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associated with affiliates. We note that these patterns are too long to visualize here,
an example of a smaller pattern is given in Part (¢) of Figure Like part (a) and
(b) of Figure there is a clear star-like structure with several affiliate character-
accounts sharing a house, but select few having access to other houses as well. The
earlier observation that gold farmer affiliates are highly connected players is borne out
here as gold farmers connect to trustworthy affiliates but avoid directly granting trust

to each other.

Table 5.8: Average neighbor connectivity for gold farmers, affiliates and non-affiliates.

Neighbors’ total degree Neighbors’ in-degree Neighbors’ out-degree

() | (ngr) | (nagr) | (ni) | (nigr) | (niagr) | (no) | (nogr) | (no.ary)
Farmr. | 1.82 | 0.29 1.82 | 0.89| 029 0.80 | 1.07 | 0.29 1.07
Affs | 4.03] 128 | 070 |1.55| 0.75 0.70 | 2.88 | 0.625 0.70
Non-Aff. | 273 | - 797 | 1.57 : 598 | 1.56 - 2.34

Table 5.9: Global Characteristics of the Projection Networks
of the Hypergraph H

Network Projection | Nodes | Edges | NCC | LCC | % LCC
Account 18,231 | 159,676 | 1,015 | 14,431 79.16
Character 16,878 | 119,757 | 1,070 | 13,111 77.68
House 19,832 | 83,715 | 1,764 | 14,801 74.63

Hypergraph Projection for the Network of Accounts: As noted earlier, it is possible
to create projections of the hypergraph for different node types in the network and
determine the prevalence of gold farmers in each network. The characteristics of the
various projections are given in Table Here NCC refers to the number of connected
components, LCC refers to the size of the largest connected component and %LCC
refers to the percentage of the total nodes which are part of LCC. We now describe the
various projections of the hypergraph H. The node-degree distributions of these graphs

are given in Figure



82

If we consider the subgraph which consists of the gold farmers, their affiliates and
the neighbors of the affiliates then we observe that the majority (79%) of these accounts
are isolates. There are a large number of instances of gold farmers where the gold farmer
have exclusive access to the houses without giving access to other players including other
gold farmers. On the other hand if we consider the affiliates then again they have a
very high connectivity 8.89 as compared to both the gold farmers 0.31 as well as the
non-affiliates 3.47. This again reinforces the observation that gold farmers do not trust
one another but they trust other people who are trusted by the population in general.
Hypergraph Projection for the Network of Characters: The projection of characters

is the projection of the accounts and the houses in the networks. The same phenomenon
of gold farmers not connecting to other gold farmers is also observed which a large
percentage (84%) of gold farmer nodes being isolates. In both the cases of the projection
of the accounts as well as the projection of the characters, the degree to which gold
farmers are connected to one another is quite low which reinforces the conclusion that
sharing houses and thus trust across gold farmers is not very common. The affiliates
again have a very high connectivity (10.42) as compared to the rest of the population
(3.23). Hypergraph Projection for the Network of Houses: Another way to project the
hypergraph H is to project the accounts and the characters so that we get a projection
of the houses in the network. In the projected House network there are 43,548 nodes
and 83,715 edges. There are 521 gold farmer houses which we define to be a house
having a direct connection with a gold farmer. However many houses associated with
gold farmers are isolated nodes. Table shows that there are a large number of
components (1,764) but a single giant component contains three-quarters of the nodes.
The rest of the components are relatively small the second largest connected component
has 30 nodes. Thus the smaller components in Figure fig:hyperb are indeed isolated
components and the large component is part of the largest connected from the original
component. It is clear that there are many cases where the gold farmerss houses form
isolated groups. The most prominent examples are the two components in the upper
right side of Figure fig:hyper5 with farmers houses having access to other farmers houses.
In the larger component, at least four main clusters are easily identifiable. In there are
cases where the gold farmers houses are almost at the site of cut vertices and join a

large number of other houses on the either side. These are promising candidates for gold
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farming distribution centers. In terms of connectivity the house projection network is
much more highly connected. The average connectivity for gold farmers is 7.56, non-
affiliates is 7.09 and for affiliates it is extremely high: 84.02. This implies affiliates
houses are connected to a large number of other houses. On average gold farmer houses
are connected to 5.86 other gold farmer houses but the average connectivity with non-
affiliates is 21.88. This again reinforces the idea that gold farmers tend to trust only

the individuals who are trusted in general but not other gold farmers.

5.14 Discussion

Our results provide novel insights into the trust networks which exist among players en-
gaged in clandestine behavior in an online game. Using a hypergraph model to capture
the complex dependencies and relationships between accounts, characters, and houses,
we performed network analyses on projections of this hypergraphs to identify behav-
ioral patterns of granting and receiving trusted access among farmers, affiliates, and
general player population. We showed that the distribution of links in the hypergraph
is very heterogeneous and follows a long-tailed distribution such that most of links in
the housing network are concentrated in a few nodes. These distributions arise in a
variety of other complex networks and suggest an underlying preferential attachment
process [137]. Examining this topology based upon the types of accounts, characters,
and houses, we found that gold farmers preferentially grant trusted housing access to af-
filiates who remain undetected rather than to other farmers. These affiliates, in turn, are
strongly connected to the rest of the network. The strong disparities between farmers
and affiliates housing permissions behavior compared with the general player population
suggests these selective patterns capture trust-based relationships. Permissions appear
to serve an instrumental purpose in enabling farming operations and avoiding detec-
tion. Using frequent subgraph mining techniques, we also identified structural patterns
in the hypergraph associated with farmers To the extent that they capture underlying
trust among members of these clandestine organization, these frequent subgraphs re-
veal the strategies adopted to conceal their operations. It may be possible to develop
detection algorithms to identify these patterns and improve predictive models. To Sir

Falstaffs lament referenced in the introduction, because gold farmers avoid granting
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trust permissions to other gold farmers, our results seem to suggest that our thieves are
in fact rogues among themselves. However the absence of trust ties among these players
may not reflect amoral opportunism on the part of this type of players but rather a
principled survival instinct evolved and honed from prior encounters with authorities.
Or, it could be a combination of both. Nevertheless, gold farmers do not represent a
monolithic behavioral class of players; like other criminal organizations, the dividends
of comparative advantage lead to a division of labor and skill specialization. We expect
that gold farming operations should in many ways resemble drug trafficking operation
which need farmers to generate the raw material, distributors to package and deliver
the goods, and dealers to interact with customers. Farming operations may exploit
administrator heuristicswhich only detect certain behaviorsto concentrate essential but
easily-identified behavior into expendable characters. These identified farmers may be
sacrificial lambs serving an instrumental but easily replaced role in the operation as
well as distracting administrators from identifying the latent organizational patterns
we observed. The dissortative or heterophilic mixing we observed among player types
could be a strategy employed by farmers to increase survivability of the organization
by routing goods and services produced by farmers through complex relationships with
other co-conspirators whom they trust will remain unidentified. The generalizability
of our findings and the extent to which they map to offline clandestine contexts cru-
cially depends on the extent to which both contexts share the same affordances and
constraints. On one hand, the costs of identification for gold farmers are largely pe-
cuniary (re-creating a character) rather than physical (violent reprisal, imprisonment,
etc.). On the other hand, previous work (e.g., Keegan, Ahmad et al, [100]) has es-
tablished striking similarities between online and offline clandestine networks which
suggests the need for further comparative and situated research on how gold farmers
operate. Future research examining trust networks among clandestine organizations in
MMOGs should emphasize generative rather than the descriptive models of behavior
we employed. Agent based models, exponential random graph approaches, and stochas-
tic actor-oriented models are all methods for generating graph structures based on local
behavioral properties. Future work employing these methods permit the statistical test-
ing of multilevel, multitheoretical hypotheses about processes governing the evolution

of networks [131].
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Network Analysis Based Methods for Clandes-
tine Behaviors

5.15 Introduction

Contraband are illegally obtained items constituting a parallel or shadow economy which
evade regulation or taxation. Although governments have a compelling interest to in-
terrupt these exchanges, especially when they involve dangerous or harmful items like
weapons or drugs, knowledge about how trafficking rings are structured or evolve is of-
ten ad hoc and anecdotal because it is necessarily difficult to collect information about
clandestine organizations. Just as the smuggling of contraband has plagued govern-
ments since time immemorial, contraband has likewise appeared within socio-technical
systems like virtual worlds such as massively multiplayer online games (MMOGs) in the
form of illicitly exchanges of virtual wealth and items for real, offline currency.

If the organization of contraband trafficking operations follow similar demands and
constraints online as they do offline, analyzing the structures and dynamics in one
context can be mapped to other contexts [I91]. Given the difficulties of obtaining data
about traditional clandestine organizations, we use anonymized digital trace behavioral
data from an MMOG to analyze the in-game items traded by users engaged in illicit
activity. This exhaustive data, the unobtrusive way in which it was obtained, and
the extent to which online behaviors are similarly motivated and constrained suggests
using MMOGs can provide a test bed for both empirically testing theories about social
and organizational behavior and developing methods such as improving the detection
of clandestine activity. Previous work has suggested that the properties of clandestine
networks in a MMOG are created by processes that are similar to those exhibited by
drug trafficking networks [100][101].

The exchange of contraband items between game users can be modeled as networks
of the items and actors. First, we recognize that multiple types of actors exist as well
as multiple dimensions of interactions which bind actors together; second, that these
networks are structured by processes occurring at multiple levels of analysis; and third,

that these processes and networks can change over time [I31][166][52]. Next, we employ
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network analytic metrics of the relationships among contraband items as predictive
features for machine learning methods. These behavioral models of contraband item use
and exchange are associated with individuals engaged in clandestine activity. Finally,
we integrate these contraband item models with other behavioral features to improve
upon existing prediction approaches [15]. Finally the implications this approach has for
understanding the general processes which support clandestine organizations is discussed

at the end along with the directions for future methodological development and research.

5.16 Related Work

The problem of smuggling and contraband is as old as the establishment of formal trade
relationships between nations. It plagued England after the establishment of a national
customs collection system in 1275 [72]. Williams [189] gives a historical overview of the
problem of smuggling and contraband and notes that in the medieval era smuggling was
mainly focused on highly taxed and sought-after export goods. Interestingly, we observe
a similar phenomenon in the massively multiplayer online game EverQuest IT (EQII), as
described in Section IV. A comprehensive historical survey of smuggling and contrabands
by Karras [08] describes the relationship between the recognized trade and the shadow
economy which constitutes smuggling. Karras finds also that the combination of corrupt
officials and smugglers in some cases actually eased the life of local residents in different
countries during the imperial era.

The inherent obstacle in studying smuggling is the extreme difficulty in collecting
data in this domain, and thus there are not many such studies which use empirical data.
There are, however, a few notable examples e.g., Von Lampe [I75], who assessed the
black market of cigarettes in Europe based on the open source data available on the
subject, and the Caviar network data of Morselli [I33]. The literature on contraband
also notes that, while generally only one type of contraband item is transported at a
time, there is mounting evidence that a large volume of contraband follows the Multiple
Consignment Contraband (MCC) method which is based on the idea that multiple con-
trabands are shipped together in consignments. Within the computer science domain,
the literature about contraband is mainly focused on using computing techniques for

enabling the discovery of contraband in the real world or in contraband digital files.
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Shrader et al [I58] describe a digital forensic tool for the identification and tracking of
contraband digital files shared via the BitTorrent protocol.

An important component of studying illicit trade and contraband in any domain is
the study of the social networks of the smugglers and the clandestine actors themselves.
Ahmad et al [I5] describe the use of machine learning approaches for identifying gold
farmers, the players who stockpile in-game wealth and goods in order to sell them
to other players for real money. Keegan et al [I00] and Ahmad et al [§] studied the
clandestine trade and trust networks of gold farmers respectively and described how
the gold farmers try to obfuscate their interaction patterns in these networks to evade
detection. Also relevant is the study of recommendations in co-extensive networks in
MMOGs by Ahmad et al [9] which describes the relationship between item trade and
social relationships in MMOGs. Lastly, Keegan et al [101] discuss the usefulness of
studying clandestine networks in virtual worlds and their applications to studying their

counterparts in the offline world.

5.17 Legal vs. Illicit Trade Activity in MMOGs

Trade is an important an integral activity in most MMOGs and serves a variety of pur-
poses e.g., buying new items to improve ones character, raw materials to craft new items,
materials to repair equipment etc. We use data from one PVE (Player vs. Environment)
server in EQII called the Guk server. The data that we use spans from January 1 to
June 11, 2006. We only consider the players who were involved in trade activities in
this period which contains 7,652 players and out of these 251 are gold farmers. We note,
however, that the number of active gold farmers changes over time partially because the
identification of these players as gold farmers resulted in the removal of these accounts
from the game. We define an item to be contraband not by an intrinsic property of
the item but rather if the item was sold by a player identified as a gold farmer. Gold
farming activity and consequently contraband sold either varies over the course of time
or eludes detection after a certain point in time. Figure shows the volume of trad-
ing activity as measured by the number of transactions over time on a weekly basis. It
is clear that gold farmer trading activity is a significant fraction of the trading activ-

ity for the first two months and then significantly declines. There are several possible
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Figure 5.11: Gold Farmers in the Trade Network

explanations for this: Gold farming activity declined within this server as a result of
changes in market demand, administrator enforcement, or practices employed by the
gold farmers to evade detection[I00]. There is however insufficient data to decide which
possibility is the correct one. Also noteworthy is the overall trading activity exhibits
regular periodicity beginning in March. The peaks correspond to increases in trading
activity on weekends over weekday activity.

Since the main revenue generation activity of gold famers is by selling their loot or
the result of their efforts to other players, we also compared how the buying activity
of gold farmers compares with selling activity as given in Figure Surprisingly, a
larger volume of trading activity of gold farmers is for buying items instead of selling
them. This implies that gold farmers may be buying items for some other purpose. We
explore this in more detail in the next section. Previous work on gold farming [100] has

indicated that the gold farmers may be trading with one another in order to confuse
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the game administrators and evade detection. To explore this further we plotted the
volume of trade between gold farmers as given in Figure Here we do not see any
discernable patterns but the trade volume declines to nearly zero after March and is
never a significant proportion of the total gold farmer trading activity.

The trading volume measured in terms of transactions declines over time and be-
comes increasingly periodic; however, the number of items which are traded, as shown
in Figure indicates a different type of behavior when it comes to gold farmers. The
number of unique items sold shows periodic behavior for most of the span of the data,
with the exception of a phase shift in February. Interestingly, even though the trade
volume of items sold by gold farmers changes over time, the number of items remains
more or less constant. This implies gold farmers are interested in certain types of unique
items, a phenomenon which is discussed in more detail in the next section. Figure [5.15
gives a more detailed breakdown of gold farmer items. There are some major differences
with respect to the number of unique items which are bought or sold by gold farmers
e.g., the number of unique items which are sold by gold farmers, or contraband, are more
than the number of items which are bought by gold farmers even though the reverse is
observed when we look at the trade volume for the gold farmers. This implies that the
gold farmers are buying many items in bulk but sell items to other players in smaller

portions.

5.18 Clandestine Social Networks & Illicit Trade in MMOGs

Previous work on the trade networks of gold farmers [100] has concentrated on only the
transaction networks without considering the items that are traded. Here we extend

the previous work on this area by concentrating on the contraband items in the data.

5.18.1 Item Projection Networks

Consider the bipartite (two-mode) network consisting of the social network of market
actors (buyers and sellers) in one mode and the items that they trade in the second mode.
We project this network into a unipartite (one-mode) space of relationships connecting
items only if they have been traded by the same person. This network reveals whether

pairs of items are regularly exchanged by many players.



Table 5.10: Characteristics of the item network over time

Mon. Edges | Nodes d Edgescr | Nodesgr | dagr
Jan | 3,489,037 | 13,009 | 0.041 76,559 1,874 0.044
Feb | 4,392,985 | 16,543 | 0.032 83,998 2,432 0.028
Mar | 7,539,607 | 29,998 | 0.017 | 180,348 3,369 0.032
Apr | 7,033,935 | 18,568 | 0.041 77,428 2,011 0.038
May | 7,755,564 | 19,012 | 0.043 81,758 1,436 0.079
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Table gives the summary of the item network over the course of five months.

We also consider a gold farmer (GF) subnetwork of items which are traded by gold

farmers. Since there are a large number of items which can be traded by a player, the

item network can be very dense. Comparing the general item network to the gold farmer

network, we see that both networks have similar densities. While this suggests that gold

farming activity is difficult to discern from licit in-game economic, we also note that

gold farmers trade in a relatively small number of items as compared to the rest of the

population. As shown in Figure total activity for all items in the network follows

a long-tailed distribution with most items being exchanged few times but a few items

constituting the vast majority of trading activity.

Table 5.11: The top 5 items, bought by gold farmers

Item Name Number of Transactions | Support
Repair materials 3,898 0.81
Aerated mineral water 3,611 0.99
Mulberry 2,273 0.53
Bees wax candle 1,173 1.0
Crude solidified Enneanoid Loam 201 1.0

Table 5.12: The top 5 contraband items, sold by gold farmers

Item Name

Number of Transactions

Support
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Ebon Relic 6,417 0.70
Star Sapphire Amulet 5,478 0.68
Indicolite Relic 5,000 0.67
Star Sapphire Scrying Stone 4,971 0.70
Bayberry Sealed Document 3,964 0.71
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Figure 5.12: Weekly trade volume for all players and gold farmers

12000 —GF Buy —GF Sell

A PV
°
1/1 1/8 1/15 1/22 1728 2/5 2/12 2/19 2/26 3/5 3/12  3/19 326 a7 a/5 a/16 a/23 2/30 517 5/14  5/21 5/28 &/4 5/11

Figure 5.13: Weekly buying and selling trade volume for gold farmers

Now, we consider the items which are sold or bought more often by gold farmers
than the rest of the players. We examine items which are not only frequently sold but
also frequently bought by gold farmers. Tables and respectively report a list
of the top 5 items frequently bought and sold by gold farmers. We define Support of
an item X as the number of transactions where the item occurs divided by the total
number of transactions. One interesting characteristic of the items frequently bought

by gold farmers is that these are usually low-end items, i.e. items that are cheap to
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Figure 5.14: Volume of trade between gold farmers
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Figure 5.15: Weekly number of unique items sold over time

buy and, in many instances, used for crafting other items. Gold farmers could also be
using these items to craft more complex items to be sold later. One possible explanation
for this phenomenon is that gold farmers may be hoarding some materials in order to
monopolize the production of certain items in the game. On the other hand, the items
which are sold almost exclusively by gold farmers have a very different characteristic:
these are almost always high-end items which require a lot of in-game effort to obtain
or craft. This makes sense from the domain perspective since the gold farmers would
mainly be interested in selling items which are likely to yield a higher payoff as compared

to more generic items within the game.

5.18.2 Frequent pattern mining analysis

We improve upon this analysis by doing frequent pattern mining analysis to determine
what items are sold together by gold farmers, using an adaption of the Association Rule
Mining framework [4]. The concept of Support as described previously is useful here

since we are only interested in the items that are sold almost solely by gold farmers, the
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Figure 5.16: Weekly number of unique items, bought and sold over time by gold farmers

Number of Items

D+ X3

oD ST O
SEEEREEHO €5 68 o

1 10 100 1000 10000 100000 1000000
Number of Times Sold

Figure 5.17: Dist. of items sold over the course of 5 months

Confidence of an item, from the frequent mining paradigm [4], is a less useful concept
since there are a large number of items which have extremely low support, e.g. only ten
transactions out of 28 million. The inclusion of such items in the analysis is important
since such items are usually high end items as described previously and thus require
some time to accumulate. We can, however, specify a threshold in terms of the least
number of transactions 7 that must be present in dataset. Once we have identified the
items which have high Support amongst gold farmers these can be used as features to
predict gold farmers as we demonstrate in section 5. Since we are only interested in the
item sets which have high support amongst the gold famers, item set generation can
take this into account by only generating the frequent item sets which have a minimum
support amongst the gold farmers. It should be noted that there is one shortcoming
that must be addressed in the interpretation of these results. Since the gold farmers

studied are only the ones who were identified, there are certainly players who are gold
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farmers but had not been identified [15]. Consequently, this affects the support of the
item sets bought or sold by the gold farmers. Previous work [I00] has established that a
substantial subset of the people who trade with gold farmers, called gold farmer affiliates,
may be gold famers themselves. We thus refine the support metric to include the cases
where the items were bought or sold by gold farmers. Thus the Auxiliary Support of
an item is defined as the proportions of items which are sold by gold farmers and the
gold farmer affiliates with respect to the total number of transactions involving that
item. This, however, dramatically changes the number of items under consideration
since many of the gold farmer affiliates are prolific buyers and sellers. Thus in January
there are 1,874 items associated with gold farmers but 3,998 (more than twice as many)
items associated with the affiliates. An analysis of the types of items associated with
the affiliates paints a more complex picture the gold farmer in-affiliates i.e., players who
buy items from gold farmers, usually buy high-end expensive items from them while
the gold farmer out-affiliates usually buy a combination of all types of items so that it

is difficult to categorize them.

5.18.3 Frequent-Networks of Contraband in MMOGs

Just as there are certain items which are frequently associated with gold farmers, there
are also certain groups of items which are almost always sold by some gold farmers
but not at the same time e.g., consider items A and B which are sold together by gold
farmers and item C which is also sold by the same gold farmers but at a later time.
While market basket analysis can be used to determine the groupings of items which are
sold together frequently, the traditional framework of market basket has to be modified
in order to discover grouping of items which are separated across time but which are
nonetheless sold by gold famers. It should be noted that this problem is different from
sequential pattern mining because we are not interested in the sequence or the order
in which the item is sold or bought but if certain items are likely to be bought or sold
by the same group of people over the course of many transactions. Thus, it is possible
to construct a network of such items, which we call the frequent-network of contraband
in MMOGs. Raeder et al [148] introduce the concept of market basket analysis with
network data. We use a different framework from that used by Raeder et al [148] since

the purpose of our analysis is not to discover network based association rules for all the
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transactions but to discover frequent patterns of networks of items which are associated
with gold farmers or their affiliates. An example of the network of items [9] with the

largest support is given in F1gure

O sup: 20/30 = 0.66
sup:8/10 = 0.8 O sup.23/36-0.64
sup:3/6=0.5

Figure 5.18: Constructing frequent-networks of contraband items

We used the association rule mining framework for this task as well; the algorithm
given below describes the candidate generation and evaluation task. First only the
items which have the minimum Support amongst the gold farmer class are generated.
Once such item sets have been generated, a levelwise generation of more candidate sets
can be done in a manner similar to the Apriori algorithm [4] by generating new item
sets by concatenating the item for an item set by an item set of size one but for only
those cases where the support is greater than or equal to the minimum support. Once
all such itemsets have been generated, the network of itemsets can now be generated.
Since the networks of items that we want to extract are not necessarily present in
the same set of transactions, we have to define the concept of support in a different
manner. Given an itemset consisting of k items we represent it as a k-complete graph
NS. Now consider the social network of people who have traded with this item, for all
the frequent items associated with these people we generate new itemsets by the union
of the previous graph NS and itemsets which have at least one element common with
NS. The support for the network graphs is defined differently because of the network
effect. Additionally we introduce the idea of background support - the proportion of
people who are common to both itemsets i.e., the number of people who have either
bought or sold that item. Thus given two item- networks represented as graphs NA
and NB having one or more elements (represented by set NC) common between them,

the support of the two elements is the number of transactions where either of these two
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itemsets are observed with the class of interest (gold farmers in the current domain)
in the dataset divided by the total number of transactions where these instances are
observed. This can be illustrated by considering graph GAB in Figure [5.18 itemset C

is associated with a subset of the same people who are associated with G4p.

Algorithm 1 Generating the frequent Item Network
Given: Transaction database T,

Minimum Support minSupp

Maximum size of the graph G, maxNetSize

The background support backSupl(j)

itemset at level j

for i =1 — size(T) do
Save counts C; and counts Cjgr
for j =1 — size(I(l)) do

Save the itemsets I; where C;/Cjqr > minSupp

end for

end forset: j =1

while supGF(1(j)) > minSupp do
Generate I[(j+1)=1(j)+I(1),j=7+1

end whileset: N(1) = I(1)

while sup(N(j)) > minSuppandj < maxNetSize do
Generate N(j+1)=N(j)+ NG —-1),j=7+1
sup(N(j +1)) = (Car(j) + 590

end while

The main idea behind the approach of using not only item sets but also networks
of item sets is that if one can discover such groups of items then they can be used
to enhance gold farmer prediction methods. In this case, a feature would constitute a
graph of frequently sold items instead of features which are just counts of scalars using
the count of items themselves. Figure illustrates this approach where the feature

sets consist of a network of frequently occurring items.
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Figure 5.19: Network of Items with more than half a million transactions

5.19 Contraband Based Prediction in Clandestine Net-

works

We now demonstrate the utility of using contraband and contraband-networks as fea-

tures in machine learning models for predicting if a player is a gold farmer or not.

5.19.1 Datset

The timespan that we consider is five and a half months as described previously. We
limit the set of players under consideration to those who have traded at least once and
exclude players who have engaged in other forms of trade like gifting or bartering. Thus
there are 9,383 players, and out of these, there are 331 are gold farmers. There are
also 5,650 gold farmer affiliates, i.e. players that gold farmers have traded with. 4,497
players sold items to gold farmers and 4,136 players bought items from gold farmers.
This implies not only that the gold farmers are prolific traders but also that the gold

farmers trade with a large set of same traders.

5.19.2 Model Descriptions

Using the consignment trade data, we constructed a set of machine learning models
using the item sets, their networks, player demographics and in-game characteristics as

features. The last two feature sets correspond to the features used in the previously



98
reported results on gold farmer detection [I5]. Using a combination of these features
and also considering them in isolation, we describe the following four models which were

to address the current classification problem:

e Model 1 (Player Attribute Based Features): These features are based on the
attributes of the players character in the game e.g., character race, character
gender, distribution of gaming activities etc. These are the same features which

were used by Ahmad et al [15].

e Model 2 (Item Based Features): These are the features which are derived from
items bought and sold from the consignment network. These features are based

on the frequency of the frequent items sold or bought by gold farmers.

e Model 3 (Player Attribute Item Based Features): All the attributes from the

previous two models.

e Model 4 (Item Network Based Features): Features which are derived from the

item network in a manner analogous to Model 2.

e Model 5 (Player Attribute Item-Network Based Features): A combination of
features from Model 1 and Model 4.

e Model 6 (Item Network Item-Network Based Features): A combination of features
from Model 2 and Model 4.

e Model 7 (Player Attribute, Item Item-Network Based Features): Union of all the

features described above.

5.19.3 Experiments and Results

We used a set of standard classifiers for the classification task using the Machine Learn-
ing package Weka [78]. The classifiers that we used are as follows: Naive Bayes, Bayes
Net, Logistic Regression, KNN, J48, JRip, AdaBoost and SMO. The results of the pre-
dictions from the various models are given in Table where the models correspond
to the models described in the previous section. We only report results from the best

classifier for each model instead of giving results for all the classifiers mainly because of
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space constraints. Model 1 corresponds to the model used by Ahmad et al [I5]. From
Table it is clear that the results vastly improve upon the previous reported results
for gold farmer detection.

The best overall results are obtained from Model 6 which corresponds to the model
which is constructed by combining the item based features with the item-network fea-
tures. Model 3 also gives a relatively high value for recall but the value for precision
and F-Score is much less that that of the combined model. Interestingly Model 7 which
corresponds to the combined model and which uses features from all the previous mod-
els does not perform as well but it still performs better than the baseline model. Also
noteworthy, is that Model 2 and Model 4 have similar F-Score but the trade off between

precision and recall for each is observed.

[
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Item Item Item Item
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Figure 5.20: Examples of Network Features

Table 5.13: Prediction Results

Model | Precision | Recall | F-Score
Model 1 0.721 0.657 0.687
Model 2 0.747 0.873 0.805
Model 3 0.723 0.694 0.708

Model 4 0.866 0.749 0.803
Model 5 0.703 0.716 0.709
Model 6 0.943 0.729 0.822

Model 7 0.728 0.683 0.705
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Thus, for model selection, the main criteria that one has to address in this domain is
not just the performance in terms of these metrics but also the human effort is required
to determine if the person who is flagged is indeed a gold farmer or not. This is so
because in some contexts there is a high cost associated with flagging gold farmers
incorrectly. In such contexts a model with high precision is highly desired. In other
contexts where gold farming related activities have a high volume and there are a high
number of gold farmers within the game, recall is a more important metric. The choice

between these two models will thus depend upon the requirements of the domain.

5.20 Summary

Trade is an important aspect of gaming in MMOGs. Previous work on the economies
of MMOGs has demonstrated that many real-world phenomena can be mapped onto
virtual worlds [I91]. Because of challenges related to data collection in the offline world,
it is not possible to study certain types of phenomenon in sufficient detail, especially
phenomenon related to the study of clandestine activities and their associated networks
[101]. Thus, virtual worlds offer an opportunity to bridge this gap and study such
phenomena in much more detail than is possible in the offline world. The insights gained
from studying virtual worlds can be applied to the real world if sufficient mapping can
be established between them. One such problem that we addressed in this chapter is
that of trade associated with contraband and their item networks. After discovering a
set of items which were most often associated with gold farmers, we used those items as
well as the networks between them as feature sets in machine learning models to predict
who the gold farmers are. The improvement of results demonstrated the viability of

this approach.

5.21 Conclusion and Future Work

The availability of datasets which contains information about clandestine activities
opens new avenues of research for studying such activities. In this chapter, we analyzed
contraband trading activity and contraband networks in MMOGs. It was discovered

that gold farmers sell certain items more than other players, and there are certain items
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they also buy more often. The items that gold farmers sell more often as compared to
normal players are high end items that likely fetch more money. On the other hand,
the items that the gold farmers are inclined to buy more often are the low end items.
There are two possible explanations of why these patterns appear. One possibility is
that they do so in order to corner the market and create an artificial monopoly over
that resource. The alterative is that they do so in order to use them in crafting other
items. In our future work we seek to address this issue. Using insights gained from
the analysis of contraband networks in MMOGs, we addressed the challenge of gold
farming detection. While the difficulty of gold farmer detection has been addressed
before [15], in this chapter we extend the previous results by adding information from
contraband networks as feature sets to enhance the prediction task. The approach that
combined features from both the list of items and item-networks associated with gold
farmers yielded the best results. In future work, we plan to expand the current analysis
from contraband networks to a multi-network analysis which includes other networks in
MMOs like the trust network [§], mentoring networks, chat networks and other trade

networks.



Chapter 6
Trust and Mentoring

”He who does not trust enough, Will not be trusted.”

— Lao Tzu

The previous chapters mainly focused on the explicitly defined trust networks. As
described in the introduction chapter there are multiple ways to define trust and thus
trust networks. The current chapter addresses the issue of using other proxies of trust in
addition to explicitly defined trust. After explicitly defined trust the strongest proxy of
trust in MMOs is mentoring. In EQ2, character levels range from 1 to 70 and higher level
players can select a lower-level player and enter in a mentoring relation, in which their
level is lowered to match their apprentice. This allows apprentices to benefit from the
experience and abilities of their mentors when fighting monsters or completing quests. It
also allows friends to play together regardless of level differences, or players in the same
guild to help guild-mates complete difficult encounters or level-up in order to tackle
high-level raid encounters. In addition, mentoring offers bonus points for both mentors
and apprentices, which expands their overall achievement in the game. This suggests
that mentoring in EQ2 also serves both social and performance-enhancing functions.
Though mentoring can be established, maintained, or dissolved for a variety of reasons,
at the foundation of these interactions is some type of exchange among individuals [19§].
Treating mentoring as an exchange relationship allows us to consider the dynamic and

interdependent nature of mentoring in organizational settings.

102
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Models of Mentoring Networks

6.1 Introduction

There is a large body of literature on analysis of complex networks in the real world
[181]. Empirical work suggests that there are many commonalities among these networks
such as a shrinking diameter [19] or power law distributions [24]. Given such common
characteristics researchers have proposed several graph generating mechanisms for these
networks [125], [17], [18]. While a wide range of networks including blogs, patents, and
scientific citations have been studied, rarely if ever have scholars examined networks
consisting of mentor-apprentice dyads. In this chapter, the analysis is extended to
mentoring networks and it is shown that these networks do not share many of the
characteristics of 'regular’ networks. This network is conceptualized in terms of exchange
theory and then a generative model is developed that best simulates it. Data from
EverQuest II (EQ2) is used in the present case as well. Many of these game activities
require players to collaborate and team up in order to be successful.

The main inquiry in this chapter is with respect to the nature of mentoring in large-
scale virtual worlds. Is it primarily a one-on-one phenomenon, in which mentor and
apprentice form a strong mutual relationship? This is how it is portrayed in much of
the literature. However, recent research on networks suggests that many phenomena
previously regarded as primarily individual-level exchanges are in fact more complex.
Rather than being a one-to-one relationship, mentoring may be more communal in
nature. With this view mentoring is conducted by a larger community which gives
the apprentice coaching, and the apprentice is embedded in a mentoring community
rather than connected to a single mentor. In order to answer this question, we rely on
a temporal data-set of a social network of mentoring links between all players over an
eight-month period.

This analysis enables one to gain insights into mentoring in online games and, it
can be argued, more generally. The analysis points to some key problems with widely

accepted network models for complex relationships such as mentoring. These models
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have been developed primarily on relatively simple relationships, such as internet con-
nectivity or small world phenomena. Mentoring is a more complex relationship than
these graphs represent and thus represents an excellent context for inquiry into fun-
damental properties of networks. We present a generative model GTPA (Generative
Temporal Preferential Attachment) which can recreate a set of desired features that are
observed in mentoring networks, which can not be explained by other models such as
Preferential Attachment, Forest Fire, Butterfly, RTM. The models employ in this anal-
ysis are centered on exchange relationships, which may be multitiered and multi-level.
Prior to developing the models we will consider how mentoring can be conceptualized
as ’exchange.” Two fundamentally different models of exchange are then considered
that provide basic frameworks for dynamic modeling of mentoring networks. Mentoring
in Virtual Worlds as Exchange Definitions of mentoring range from basic aide to for-
malized organizational arrangements [43], and instances of mentoring have been found
in a variety of educational, organizational, and social settings. Research on mentor-
ing has predominantly focused on the respective costs and benefits for both mentors
and apprentices. For example, [90] discuss how mentoring in organizational settings
can increase work competence -individual salary and job satisfaction, while [106] finds
that mentoring also serves psychosocial functions including providing friendship and
counseling.

There is reason to believe that many real-world phenomena such as mentoring may
occur in much the same way in virtual worlds. Studies of socializing, trust, and expertise
in virtual worlds suggest that causality in virtual worlds is similar to that in the real
world [190], [180]. This is coupled with the fact that EQ2 has an explicit design feature

which encourages mentoring relationships.

6.2 Exchange as a Basis for Network Generation

Monge and Contractor [I31] review much of the literature on exchange theory as a
theory of networking. They note that while a great deal of work has been done on
exchange relationships between individuals and among groups, larger networks are gen-
erally assumed to simply be the sum of dyadic relationships. This assumes that exchange

operates primarily at the micro-level and that resulting networks will be extensions and
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complexities of micro-level relationships. As such, this approach relies heavily on dis-
crete exchanges and does not reflect all of the ways exchange networks may evolve over
time Ekeh [59] distinguishes two versions of social exchange models that trace back
to individualistic and collectivistic traditions in social theory. Restricted exchange is f
around exchanges between two parties, each of whom benefits directly from interactions
and transactions with the other. In restricted exchange, there is a high degree of ac-
countability on the part of both parties. Each knows what he or she is getting from the
other and can call the other to account if the relationship is not satisfactory. Second,
they tend to involve quid pro quo relationships between the parties that become very
specialized.

Generalized exchange, on the other hand, is organized around a community where
members are link ”in an integrated transaction in which reciprocations are indirect, [59].
Exchange occurs among members of a community rather than between two individuals.
Ekeh notes that this might occur in a chain of exchange, where A gives to B who gives
to C who gives to D, etc. It may also occur when a group joins together to give an
individual value that no single member could, that when A, B, C, and D jointly give to
E (a bridal shower where a group of friends give gifts to the bride and convey community
approval on her marriage is one example of this). Finally, generalized exchange may
occur when individuals ”successfully give to a group as a unit and then gain back as
part of the group from each of the unit members” [59]. Each of these patterns represents
exchange across a more complex network.

Considering mentoring, both types of exchange seem possible. Restricted exchange
would occur when friends or regular partners mentor one another. Chat sites for EQ2,
exhibit numerous stories about mentoring that reflect this. Friends mentor friends to
help them advance, and in return receive thanks and the satisfaction of helping those
close to them. Generalized exchanges of at least two types seem likely to occur. First,
some members may seek to build the community in the game by mentoring others,
helping them ”learn the ropes” and advance. Second, multiple mentors may help a
single individual to gain by helping them, which represents the final type of generalized
exchange discussed by Ekeh.

If restricted exchange holds, then the primary generative mechanism behind the

network will be reciprocation of ties, once a single tie is formed. This will tend to
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generate particular triadic structures such 3, 7, 11, 12, 13, 14, 15, and 16 seen in Figure
and these should be more common than expected by chance in the network. On the
other hand, if generalized exchange holds, then chains and lengthy cycles of links might
hold, as well as it should favor triads 4, 5, 6, and 10, which should be more common

than expected by chance. Triad 8 is likely to occur when both types of exchange occur
[59).

6.3 Data Description and Observations

Although we have data available from multiple servers, in this chapter we report the
results of experiments from only one of the servers. However we note that the results are
generalizable to other servers as well (similar results were obtained on those servers).
The network data is available at the granularity level of seconds. We analyzed the
data at various levels of temporal granularity and observed that the network behaves
in a similar manner at various though not all levels of granularity. Figure gives the
visualization of the mentoring network at hourly, daily, weekly and monthly levels of
granularity.

Figure summarizes many commonly used graph characteristics. Part (a) through
(d) of[6.3]illustrates that the number of nodes, number of edges, number of components
and the diameter of the mentoring network increases over time. Power law distributions
of both in-degree and outdegree are observed here as in many real world networks, along
with a long tail. Figure 4 gives the size of the Largest Connected Component (LCC1),
the second and the third largest connected components (LCC2, LCC3) over time. From
Figure [6.3] and Figure it is apparent that the overwhelming majority of the nodes
belong to the largest connected component.

It should be noted that Pearson’s Correlation cannot be used to study how much
overlap there is between two successive iterations in the network. This is because if the
graph is sparse and thus most entries are zero, would create a very large and misleading

correlation value. Instead, we use the Adjacency Correlation Adjj as defined by Clauset
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and Eagle [49]:

Sy, A A
J (x) )
Vien, AT (Sien, AY)

Table 6.1: Adjacency Correlation for the Mentoring Network

over the course of 8 months in 2006

Month | Jan | Feb | Mar | Apr | May | Jun | Jul | Aug
Jan
Feb 0.12
Mar 0.09 | 0.12
Apr 0.06 | 0.07 | 0.12
May 0.05 | 0.08 | 0.09 | 0.13
Jun 0.05 | 0.06 | 0.07 | 0.08 | 0.13
Jul 0.04 | 0.05 | 0.05 | 0.06 | 0.08 | 0.14
Aug 0.05 | 0.05 | 0.06 | 0.06 | 0.07 | 0.10 | 0.13

In A(x) and A(y) are the adjacency matrices of the graph at Time z and
at Time y. N(j) is the union of row elements which are non-zero in at least one of
the two matrices, 7 is the correlation for the row for the two graphs. The adjacency
correlation for the network is defined as the average of the adjacency correlation for
all the rows in the adjacency matrix. The results for adjacency correlation for the
mentoring network for eight months are given in Table It is interesting to note
that the adjacency correlation between a month and the next month is often close to
0.12 and drops thereafter. This demonstrates that while there is overlap between the
networks, the overlap in successive months is not very large, implying that between any
two time slices only a certain subset of the network is active (i.e., participants in the
growth of the network). We refer to this subgraph as the Active Graph. Given the 16
types of possible triads as described above, the following quantity computed via Pajek
[140] is a standard measure of determining the relative importance of each type of triad

in a network:
n; —e;

(6.2)

€;
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In [6.2] n; is the number of triads and e; is the number of expected triads in a random
network. Figure gives the value of for each of the 16 types of triads. The results
show that the types of triads that were most common were consistent with special-
ized exchange rather than generalized exchange (as defined in the previous section on

exchange). These include Triads 11, 12, 13, 14, and 16.
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Figure 6.1: Various Network Characteristics of the Mentoring Network over time

6.4 Graph Laws in the Mentoring Network

Akoglu et al., [I8] observed that a number of laws or observed patterns are found in a
large number of real world networks. Based on their observations, they develop a set of
11 laws and an RTG generator for realistic graphs. In the mentoring dataset we observe

that several of these laws do not hold:

1. Small and shrinking diameter: the (effective) diameter of the graph should be
small with a possible spike at the ’gelling point’. It should also shrink over time
[116]. However, our analysis shows that the diameter of the mentoring network

increases over time but not in a manner predicted by scale-free networks [20].
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2. Constant size secondary and tertiary connected components: Even though

the ’largest connected component’ continues to grow, the secondary and tertiary

connected components tend to remain constant in size with small oscillations. In

our data set, the majority of the nodes belong to LCC1 (Figure even though

there is more than one component. This contrasts with the preferential attach-
ment model [19].

3. Bursty/self-similar edge/weight additions: Edge (weight) additions to the
graph over time should be self-similar and bursty rather than uniform with possible
spikes. The last law is only partially violated as self-similar behavior is indeed
observed at the monthly as well as the weekly level. The growth of the network
is different on different days of the week because of differences in playing activity

for different days (i.e., players tend to play more on weekdays). The same effect

is observed on holidays.
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Figure 6.2: Components of the Mentoring Netwok over time

6.5 GTPA Graph Generative Model

Based on the observations described in the previous section we propose the following

criteria that a generative model for mentor networks should satisfy:
1. The diameter of the network increases over time.

2. The number of components increases over time.
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Triads January February March April May June July August

1-003 0 0 0 0 0 0 0 0
2-012 -0.01 -0.01 -0.01 -0.01 -0.01 -0.02 -0.02 -0.02
3-102 1134 32 42.08 5173 634 76.46 87.31 98.78
4-021D 233 5.06 5.1 4.96 5.08 5.16 521 526
5-021U 0.26 0.4 0.64 0.77 0.82 0.84 0.86 0.87
6-021C -0.19 0.03 037 0.53 0.66 0.73 0.79 0.83
7- 111D 6.6 45.61 65.26 89.33 1145 136.38 159.48 177.07
g8-111U 15.88 88.28 146.56 183.86 | 22872 283.53 332.94 389.6
9-030T 139.12 320.61 3707 | 37547 3928 406.99 419.73 431.53
10 - 030C -1 115 2.24 2.99 328 4.52 5.44 5.74
11-201 1523.24 2989.24 | 4789.53 | 9944.71 | 12660.17 | 18275.82 24179.46 |  24567.75
12 - 120D 35056.47 101667.2 | 1027292 | 131859.9 | 164847.4 | 1938236 | 237207.36 | 2702552
13 - 120U 7620.19 113628.17 | 159150.9 | 2056506 | 277531.8 | 335976.6 | 383489.18 |  461066.5
14 - 120C 761.12 5979.48 | 6918.65 | 1026554 | 13419.84 | 18388.64 22580.76 |  25733.42
15-210 -1 6234638.77 | 23645474 | 32352174 | 47536672 | 72387840 | 99573627.01 | 1.31E+08
16 - 300 14910406189 | 2.33986E+11 | 2.21E+11 | 3.03E+11 | 3.61E+11 | 6.4SE+11 | 1.06579E+12 |  L46E+12

Figure 6.3: Triadic census of the mentoring network over time
3. Bursty behavior is observed at certain levels in the network while periodic behavior

at others levels of granularity.
The size of the active sub-graph remains more or less the same.
The overlap between the graphs between successive iterations is small.

Generate sub-structures that favor specialized exchange.

We describe this model by modifying the preferential attachment model in the fol-

lowing way:

1.

2.

Consider a set of initially connected nodes n0.

Consider another set of n; nodes (|n1| > 2) which have to be added to the network.
We add these nodes one by one. When adding a new node we randomly select them

and connect to one another. This ensures that there is more than one component.

From the second iteration onwards randomly select a set of ns nodes from the
graph from the previous iteration. These nodes and the edges between them form
a new graph GN. Connect all the new incoming nodes to one another according

to the scheme described in (ii) and connect them to ns according to (iv).
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4. Temporal Preferential attachment: When choosing the nodes to which a new node
connects, assume that the probability that an edge will be created from new node

j to an existing node i is given as follows:

AR
Pk (1 masc(t(j))) (6.3)

In this equation, k; is the connectivity of the node and ) jk; is the total number

of nodes in the network, ¢(7) is the age of the node and max((j)) is the maximum

age of any node in the network and thus gives the age the network.

In step (iv) the choice of having a new node more likely to connect to an already present
node which is younger as compared to an older node seems to be counter-intuitive at
first since one would expect people would prefer to be mentored by people who are more
established. However we note that the number of player that a player knows is limited

and it is usually in a small window of opportunity that a mentor mentors another player.

6.6 Properties

We assume that the graph and its subgraphs being considered are connected.

Lemma: The diameter of the network generated by GTPA will either remain con-
stant or increase over time.

Proof: Suppose the diameter of the network Gq initially is dy then the diameters
of a subgraph (Active Graph) Gog of Gy, is given by dos < dy. At the end of the first
iteration the diameter of the active graph and its union with the graph consisting of the
new nodes is given by:
doy = do £ 7, where 7 << djy
This is so because (1 is generated by the same mechanism that generated Gy and
has (roughly) the same number of nodes and edges. Here 7 is the uncertainty in the
diameter. The network at the end of the iteration is given by
G1 = Goy + Gor.

The diameter of this graph is given by:
di=doy £7+T7

The maximum value of r is when dyL is equal to (n—1) nodes and the minimum value is
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obtained when r is zero i.e., di = dpy = 7 diameter remains constant while the diameter
increases in all the other cases.

Periodicity: Periodicity in the model can be introduced by adding new nodes and
edges to the graph based on a regular intervals such that the net effect of such an

addition of a constant addition.

6.7 Experiments

The main question that we want to address here is to see if the proposed model can
generate the desirable features of the mentoring network. Our model has three free
parameters: 7, Ny and 3. We used the grid search method [85] to determine the most
suitable set of values for these parameters. The main idea behind grid search is that
given a parameter space it ties a whole range of values in geometric steps. If the model
fit improves then the search moves to the next value, if not then it reduces the step size
until the step size is smaller than a prespecified threshold.

Although we have only given the results at the monthly level of analysis we ran
the experiment for the monthly, weekly and the daily levels as well. The best results
obtained through grid search are given in Figure [6.7, which are plotted alongside the
observed characteristics of the mentoring dataset. Part (a) and (b) of this figure show
that the diameter and the number of components increases over time. Part (¢) shows
that the size of the largest connected component for both the real network and the
generated network. Ome noticeable difference between the two is that the diameter
and the number of components from the generative model are monotonically increasing
while in the observed network these quantities increases but with some oscillations.

Figure gives the values of log of the mentoring network, the scale-free network
and the GTPA network. It should be noted that the values log very close to one another
indicating that the triadic substructures have been recreated at the global level and thus

similar types of exchanges are going on in the observed and the generated network.
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Figure 6.5: Network characteristics of the real and the simulated network

6.8 Conclusion

In this chapter we analyzed a special type of network formed by mentor-apprentice
relationships. Many of the characteristics that are observed in this network are not
observed in many other real world networks e.g., the diameter and the number of com-
ponents of the network increase over time. We also explored the relationship of types of
exchanges to mentoring networks (i.e., mentoring networks are characterized primarily,
but not exclusively by restricted exchange). Thus, because any of the wellknown graph
generator models cannot be applied to this data, we presented a new model GTPA for
generating networks which have characteristics similar to the mentoring networks.

Our chapter also demonstrates how mentoring exchange emerges in MMORPG en-

vironment, and provides some insight into how mentoring mechanisms might emerge



114
when introduced in other virtual worlds. For example, our finding that specialized ex-
change occurs more often contrasts with our intuitions that a virtual community would
demonstrate complete egalitarian or equitable behavior. Instead one observes prefer-
ential attachment, reciprocity and stronger ties between specific dyads. Admittedly,
these network structures may be in part a function of the specific features of this game.
However, several of the known motivations for mentoring discussed earlier playing with
friends, replaying levels appear in line with our findings. This suggests that mentoring
may be difficult to coordinate among multiple people over time. We might expect to
find more generalized exchange patterns in more simplistic help-giving interactions on-
line such as discussion groups or message boards. Still, our results are quite relevant
for other game developers and virtual world creators where players are both permitted
and encouraged to interact and collaborate. Our results point to the value of treating
mentoring as an exchange relationship that is interdependent with ones goals, and the
affordances of the network at the time. Therefore, designers hoping to use mentoring
to create a more communal environment will likely need to alter the incentive scheme

to support this behavior.
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Elements of Mentoring

6.9 Introduction

Answering questions and sharing expertise in online communities is commonplace, but it
is unclear what motivates users to help one another, or what the actual social processes
resemble. While researchers hail the benefits of mentoring in online settings [60], we
know little about how often it occurs or what motivates users to act as mentors. People
can have a variety of reasons for mentoring; however the main goal of mentoring is
usually the advancement of the apprenticeln this chapter, we examine the extent to
which players of massive multiplayer online games such as World of Warcraft, Final
Fantasy, Eve or EverQuest spend time mentoring other players. Given the fact that it
is often tedious to collect data about mentor-apprentice relationships in the real world,
these virtual world offer an excellent venue to study this phenomenon. We identify
several motivations for engaging in a mentoring relationship, including those that focus
on mentoring friends or guildmates, or those who focus on their own advancement. We
also measure the social networks of mentors and apprentices across multiple levels, and
develop models that study mentorship exchange in MMORPGs. This work contributes
to our understanding of knowledgesharing and mentorship in large-scale organizations
or online settings, and demonstrates the importance of modeling social behavior at
multiple levels. This is one of the first studies of the phenomenon of mentoring and
the characteristics of mentoring in MMORPGs. Observation and insights gained from
this study can be used to improve mentoring systems in online games, improve user
experience and understand how mentoring in online gaming contrasts with mentoring

in the offline world.

6.10 Related Work

Literature on mentoring finds the relationship present in a variety of contexts [43] [44]
including studies in organizations [107], educational settings [I50], and in close im-

personal relationships. These mentoring relationships often facilitate the professional
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advancement of protgs or provide desired emotional support [I07]. Furthermore, they
can be expressed through formal relationships or informal linkages [145]. The diversity
of potential mentoring relationships poses a challenge for researchers aiming to predict
th200e development of mentor pairs among a heterogeneous population. The problem
of analyzing mentoring in MMORPGs is related to the problem of socialization in such
games namely each construct is driven by different motivations and produces varied out-
comes. Shim et al [160] discuss the problem of inferring performance of players in games,
Huffaker et al [88] studied expert behavior. Earlier studies of networks in MMORPGs
have also looked at Trade [15], how can MMORPGs be used to foster learning [165],
hence the connection with mentoring. The work that is most relevant to the current
chapter is a study on a generative model of a mentoring network in MMORPGs [14]
which shows that such mentoring networks have certain characteristics which are not

present in many other social networks.

6.11 Mentoring in EverQuest II

In EverQuest II, while there are a large number of activities that players can be in-
volved in, we concentrate on mentoring in this chapter. Just like many other games the
characters in EQ2 have various levels, and when a player mentors another player the
effective level of the mentor becomes equals to the level of the apprentice [163]. The
mentoring player is always the more experienced player with respect to the apprentice.
The game is designed such that player who is being mentored ’levels’ up faster as a
result of mentoring. In EQ2 a player can mentor another player by clicking on the other
player and then agreeing in a dialog box that their effective level will be lowered.

The mentoring network can be constructed by considering the mentoring apprentice
pairs. Thus a directed edge in the network represents a relationship from the mentor to
the apprentice. The mentoring network that we use in this chapter is from one of the
servers (guk) from EQ2 and consists of 23,207 nodes, 93,079 edges, 4,935,602 instances
of mentoring, 11,632 mentors and 21,256 apprentices. Notice that there is an overlap
between the players who are mentors and who are also apprentices at some period of
time. While the same player can have multiple characters, it is not possible for the

same player to mentor another character that he or she has using the same account.



117
The majority of the players, more than 97 percent are part of the largest connected
component (LCC) even though there are a total of 316 components in the networks.
The second largest connected component has only 6 nodes.

The plots in Figure [6.11] give two characteristics of the network and player activi-
ties. Part (a) of plots total number of activities versus total number of mentoring
activates. The figure shows that for the majority of the players mentoring activities
are a small percentage of the total number of activities that they perform. Part (b)
of gives the distributions for time span for the difference as defined by the time
between the first game activity and the last game activity recorded for a player and the
corresponding difference for mentoring activities. The main thing to notice here is that
the observed data points cover almost all of the possible data points in the curve. The
main implication here is that the player exhibit a wide range of behaviors in terms of
time allocated for mentoring.

While it is possible for a player A who was mentored by another player B to later
on mentor B, it is quite rare as the level difference between the players usually persist
over time. Thus out of the total of 93,079 edges only 804 edges are reciprocated which
implies that the network is nonreciprocal. Just like in the real world, mentors have
different motivations for mentoring. Based on extensive experience with game play in
EQ, we suspect that the various categories for mentoring which have been identified in
the offline world are also applicable to the online world of EQ2. These are also borne out
by various clusters of mentors that we obtained based on the mentoring data. Players

can have the following motivations for mentoring in EQ2:

e Instrumental: A player may mentor another player in order to gain achievement

points.

e Friend-Focused: A player may mentor another player in order to help his or her

friend quickly gain in level.

e Guild-Focused: A player may mentor another player in his or her guild as an

obligation to help other guild members and foster stronger relations.

e Veteran (Low Participation): There may be many instances of mentoring where
a player tries mentoring but after only a few instances decide not to pursue men-

toring.
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Table 6.2: Means of Mentor Clustering Variables

Attribute Instr. | Friend-Focused | Guild-Focused | Veteran (Low)
Cluster Size 1,685 2,985 5,354 1,608
Num. Mentored 13.49 5.18 21.54 1.26
Play Concen. 0.19 0.33 0.34 0.004
Num. Guild. Mnt. 3.77 0.34 4.33 0.26
Guild Play Concen. 0.13 0 0.37 0
Mentoring Instances | 659.55 205.39 1439.083 343.43
Avg. Level Diff. 12.13 10.71 13.14 6.26
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It should be noted that in some cases there may be overlap between the various
groups or reasoning for mentoring e.g., a player may be mentoring because of helping

her friend and also for gaining achievement points.

6.12 Mentoring Clusters

As described in the previous sections, people have different motivations for mentoring
and these should be mirrored in partitions or clustering of the mentoring data. We
applied the Weka [78] implementation of the EM clustering algorithm to discover the
clusters. The characteristics of the individual clusters discovered are similar to the
mentoring archetypes described before. The variables for clustering were selected based
on domain knowledge of the game and the familiarity of the authors with the game play.

The list of the variables which were used for clustering are given as follows:

1. Number of Characters Mentored: The number of characters that this character

has mentored over the course of the time span under consideration.

2. Number of Mentor Instances: The number of unique instances of mentoring, where
an instance is defined as gaining experience points in the game. Thus a same
character can mentor another character over hundreds of instances. We used
number of mentoring records instead of time spent on mentoring because that the

information about time spent on mentoring is not available from the game logs.

3. Play Concentration: This quantity is defined as the Gini Coefficient of a mentor
as computed with respect to the number of mentoring instances for all the other
players that he or she has mentored. Given a variable X = x1, 29, .., z,, the Gini
Coefficient can be computed as follows:

> i Z?:l i — 2]

G =
2n2p

(6.4)

4. Number of Guild-mates Mentored: The number of characters that this character
has mentored in his or her guild over the course of the timespan under considera-

tion.
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5. Guild Play Concentration: This quantity is defined in an analogous manner to
Play Concentration but with it is computed with respect to only players within

the guild.

6. Average Diff Level: This is the average level difference between a mentor and
all of its apprentices, averaged over the number of instances of mentoring. The
four clusters of mentors and the corresponding characteristics of these clusters are
given in Table While there is some overlap between the characteristics of the
various clusters, some differences stand out more than others so that they can
said to belong to different clusters e.g., both Instrumental and the Guild-Focused
clusters have higher values for number of guildmates mentored, the guild focused

cluster has a much higher value for guild play concentration.

6.12.1 Social Characteristics of Mentors

After the four types of mentors are identified, it allowed us to see how they might differ
in terms of social networks, especially since some mentors might be altruistic while
others are self-serving. We investigated these social networks at multiple levels between
the mentor-apprentice dyads and more complex grouping such as triads.

We began with three popular individual-level measures of social capital within the
mentor-apprentice networks. These include: (a) closeness centrality, which measures
how close mentors are to all other players in the network based on their direct and
indirect ties; (b) structural holes, which measures the extent to which a mentor connects
with two players who don’t connect with each other; and (c) clustering coefficient, which

measures how often a player creates cliques or clusters with other players.

Table 6.3: Means and Standard Deviations of Social Network
Measures for the Four Types of Mentors. (i)

Attribute Instr. | Friend-Focused | Guild-Focused | Veteran (Low)
Closeness Centrality | .24(.02) .22(.03) .21(.05) .23(.03)
Structural Holes .10(.10) 17(.13) .30(.30) .15(.20)
Clustering Coefficient | .09(.11) 07(.12) .09(.17) .06(.10)
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Table 6.4: Means and Standard Deviations of Social Network
Measures for the Four Types of Mentors. (ii)

Attribute Instr. | Friend-Focused | Guild-Focused | Veteran (Low)
Indegree Edges 4863 6471 10824 3134
Outdegree Edges 11760 7703 9587 9937
Ind/Outd Ratio 0.41 0.84 1.13 0.32
Homophilous Dyads | 1712 1224 2675 985
Homophilous 101 36 59 35
Transitive Triads

As shown in Table [6.3] we found that instrumental players demonstrate the high-
est closeness centrality, followed by veterans, friend-focused and guild-focused mentors
using oneway analysis of variance, F(3,10563) = 288.29, p;j.001. Tukeys HSD revealed
significant differences across all four types, pj.001. We also found that guild-focused
mentors demonstrated the highest structural holes, followed by friend- focused, veter-
ans and instrumental, F(3,10563) = 444.62, pj.001. Tukey’s HSD post-hoc tests revealed
significant differences across all four types (pj.001), except in the mean difference be-
tween friend-focused and veteran mentors (p = .07). Finally, guild-focused mentors
showed the highest clustering coefficient, followed by instrumental, friendfocused and
veteran mentors, F'(3,10563) = 25.29,p < .001. Tukeys HSD revealed significant differ-
ences across all four types (p < .001), except in the mean difference between guildbased
and instrumental mentors (p = .83).

It is interesting that instrumental players or veteran players (who rarely enter into
mentoring exchanges) show the highest closeness centralitya popular measure of overall
influence in a network. One explanation is that because instrumental and veteran
players are more focused on their own achievement and don’t confine themselves to a
particular guild or small friendship circle, which allows them to spread out throughout
the network.

The finding that these mentors bridge structural holes is not surprising if we think
about them in terms of a teacher within a group that helps various pupils who are

not ready to help each other yet. In other words, these mentors are spreading their
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time among several other guilds that are likely at small levels and not ready to serve
as mentors in their own capacity. A second explanation is that guild-focused mentors
might occasionally branch out to help players in other guilds who would not interact
with players in the mentor’s guild. The finding that both guild-focused and instrumental
mentors show higher values in the clustering coefficient suggests that these types of
mentors are forming their own smaller networks, whether it is reflective of the guild or
of a selection of teams. These more complex network structures are discussed in more

detail below.
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Figure 6.8: The Triadic Census of Various Triads in the Mentor Clusters

In order to gain further insight into the individual-level network measures, we can
examine the presence of dyadic relationships. The closeness centrality of instrumental
and veteran players is supported by their low ratio of indegree to outdegree relative to the
other groups. Since outdegree in this network indicates mentor-to-apprentice relations
this indicates players in these groups wield influential network positions. Oddly, the
reverse pattern may explain why the guildfocused and friend focused clusters are highest
in structural holes. As frequent apprentices, these individuals may serve as brokers
to parts of the network that would be redundant ties for more focused instrument
and veteran players. Additionally, the presence of cliques among guild-focused and
instrumental players is further suggested by the high number of homophilous dyadic
and triadic relations in the two groups,

In addition to the individual-level, and dyadic network measures, we were interested

in more complex structures such as triads. A triad is a graph consisting of 3 nodes,
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which can create up to sixteen configurations (the set of all possible Triads on a directed
graph are given in Figure . The differences between the network structures of
the various clusters that constitute the mentoring network can be gauged by looking
at the logarithm of triadic census of the triads given in Figure [6.12.1] The x-axis in
the figure corresponds to the various triads given in Figure The distributions of
the triads for the clusters are similar except the case of Friend-focused clusters, which
demonstrate less of 11 and 14. Interestingly Triad is also observed to a lesser extent in

the case of Guild-Focused clusters. Intensity of Mentor Exchange.

Table 6.5: Overlap between clusters

Inst.(A) | Friend(A) | Guild(A) | Veteran(A) | Total
(M) | 7245 8.38 12.9 6.19 100
F(M) 16.94 25.88 41.42 15.74 100
G(M) | 1815 25.32 41.43 15.08 100
VM) | 19.93 24.24 38.45 17.37 100

Table 6.6: Cluster overlap from the model

Inst.(A) | Friend(A) | Guild(A) | Veteran(A) | Total
(M) 7 11 5 7 100
F(M) 15 26 41 18 100
G(M) 14 25 44 17 100
V(M) 17 2 42 15 100

6.12.2 Behavioral Signatures of Mentors

In this section we describe a novel way to visualize the various mentoring clusters. Given
that the corresponding temporal data is available for all the mentors, we can visualize
each cluster by graphing the average intensity of mentoring activity in the span of a
day. Thus consider the visualizations in Figure [6.12.2] where the rectangular plotting
area is divided into 24 hours and the colors represent the intensity of mentoring. Here

the intensity of mentoring is plotted based on the visible color spectrum from blue to
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red i.e., blue represents low levels of intensity, red represents higher levels of intensity
and the composite colors in between represent intermediate levels of intensity.

From Figure it is possible to see the differences in the various mentor clusters
just by looking at the levels of intensity of mentoring at various time periods during
the day. Thus mentoring activity is more spread out during the day in the case of
friend-focused cluster and it is most concentrated in the case of Guild focused cluster.
It is also evident that in general mentors are less active earlier in the day as compared
to the later in the day. The key insight from these visualizations is that it is not just
the individual level attributes of the mentor clusters which distinguish them from one
another but the spread of activity throughout the day is also a distinguishing factor

between the mentoring clusters.

Instrumental

Friend Focused

Guild Focused

Veteran (Low Participation)

Figure 6.9: Behavioral Signatures of Mentoring Clusters

6.12.3 Life Cycle of Mentorship

From the perspective of the apprentice the primary goal of mentoring is to increase the
level of the apprentice. A soon as the level of the mentor equals to the level of the mentor
then it is no possible for the mentor to mentor the apprentice. Thus there is a limit
to when a mentor can mentor an apprentice in EQ2. However the same mentor may
mentor other people who are at a level lesser than her level. An additional constraint
in the game is that a player can be mentored by up to four players simultaneously
but a player cannot mentor multiple players at the same time. Since for most player
mentoring instances are only a small fraction of total activities performed, mentoring
instances are spread out over time. Additionally the overlap between active nodes in the
mentoring network is relatively large as compared to the overlap in edges. A comparison

of Adjacency Correlation and the Jaccards Coefficient for the nodes over time reveals



125
this difference clearly [14].

Thus it is the case that while the same mentors mentor over a span of time, they are
less likely to mentor the same people after a certain amount of time. One possible factor
could be because the apprentices advance to greater levels and thus have a less need for
mentoring. Many of the apprentices in turn mentor other players. Table shows the
percentage of players that a player from one cluster mentors in another cluster. The
table shows that instrumentals are more likely to help other instrumentals while the
distributions for all the other classes are similar but everyone is more likely to mentor
players in guilds. While the number or the percentage of apprentices from one cluster
to another cluster appears to be the same the intensity of mentoring is not the same.
Thus consider the case of veteran players who mentor less than all the other clusters

but their percentages of mentoring are comparable.

6.13 A Network Model of Mentoring

Based on the observations and the discussion in the previous section, we propose that a
model for the formation and evolution of the mentoring network in the current setting

should satisfy the following characteristics:

1. Lifespan of nodes i.e., after the lifespan of the nodes has expired they can no

longer participate in the network.
2. The propensity of nodes to be active at a certain time period.

3. The global network characteristics of inter-cluster and intra-clusters for the various

mentoring archetypes.

4. External constraints in the environment i.e., limit on the maximum number of

mentors and apprentices at any given time.

The first and the second criteria in the model are based on observations reported by
Ahmad et al [14] regarding mentoring networks in MMOs where only certain parts of
the network were active at any given time. An additional reason is that players are not
active in mentoring all the time but rather mentoring is a subset of activities performed

by the players as described in section 3. It should be noted that the clusters described
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here are the clusters based on the player characteristics and not on the characteristics
of the graph structure of the network More than 98 percent of all the nodes in the
network belong to the same largest connected component and given the density of the
network a criteria like modularity [138] would reveal one large graph based community.
Thus based on the criteria just described and empirical observations described in the
previous section, we describe the following model for the phenomenon of mentoring and

the characteristics of the various associated clusters observed for mentors.

1. The model is initialized with a set of n0 nodes each of which belongs to one of
the four archetypes or none at all which are assigned uniformly at random. Each

node is additionally assigned a guild id uniformly at random or none at all.

2. At each instance a node is chosen for mentoring from the nodes already present

in the network. A node can only be selected if it is not already mentoring.

3. When a new node arrives it is assigned at random one of four archetypes of

mentoring behaviors or none at all.

4. Associated with each archetype is a bimodal distribution for its lifetime. The
newly arrived node samples its lifetime from the corresponding bimodal distribu-
tions dlc depending upon its archetype. Each node is assigned a guild id uniformly

at random or none at all.

5. If1(.) is the function which describes the label of the node as one of the four clusters
then the mentoring node and the apprentice node establish their relationship based
on the following probabilities:

p(m < a) =0.75,1(m) = l(a) = Inst.}

p(m < a) =04,l(a) = {GuildBased},= l(m) # {Inst.}

p(m < a) = 0.25,1(a) = {FriendBased},= l(m) # {Inst.}

p(m < a) = 0.15,1(a) = {VeteranBased},= l(m) # {Inst.}

p(m < a) = 0.15,1(a) = {Inst},=l(m) # {Inst.}

6. The mentor node then samples the lifetime of its mentoring relationship with the

apprentice node from the distribution dm.
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7. Repeat Steps 2-5 by selecting a node from the set already present instead of newly
arrived nodes. Since the lifetime of the nodes are chosen based on the distributions
obtained from the data it ensures that the first two requirements of the model are
met i.e., the lifetime of the number of nodes are active. Additionally the cluster
overlap for model is given in Table which agrees with the observations from
the data given in Table[6.5]since the probabilities of connectivity are based on the

observed data.

6.14 Discussion

In this chapter we analyzed various aspects of mentoring in a large scale MMORPG
called EverQuest II. We found that mentors have different motivations for helping oth-
ers: some are focused on helping friends and guildmates, while others use mentoring
as a way to receive additional rewards and achievement in the game. Using cluster
analysis, we were able to disentangle the various types of mentors based on play be-
haviors such as the amount and diversity of mentoring exchanges. We then examined
social network measures between dyadic mentor-apprentice relationships, as well as
more complex triadic exchanges. We found that these clusters differ in social network
behaviors. Guild-focused mentors show higher brokering positions, while instrumental
mentors show more centrality in the network. We argue that this is because those fo-
cused on their own achievement tend to be diverse in their connections, and thus have
more opportunities to influence others, while those focused on helping their guildmates
tend to form repeated clusters.

Second, the network formed by the mentoring relationship in itself is a novel net-
work. In this regard the current chapter extends the work by Ahmad et al [I4] by
proposing a network model that explains how mentoring emerges and evolves. By
taking into account the lifespan and intensity of mentoring exchanges, we are able to
highlight the uniqueness of this type of model. Future studies of mentoring in games
and organizations can take these rules into account when modeling social behavior. To
the best of our knowledge this is the first work on the social aspects of mentoring in
MMORPGs. Overall, our chapter contributes to computational social science by dis-

tinguishing several types of mentoring motivation and showing important differences in
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the social networking behaviors.



Chapter 7

Trust Prediction Family of

Problems

” All models are false but some models are useful.”

- George Box

Trust is almost ubiquitous in human interactions and social settings. Computational
Trust refers to the operationalization of trust in settings where interaction between
people are mediated via a computer or computing infrastructure. The problem of com-
putational trust has been extensively studied in the literature, especially the problems
of trust inference and trust propagation [69]. Over the last two decades the Internet has
grown exponentially and with the advent of Web 2.0 and other Internet technologies
the number of possible ways in which people can interact with one another has also
grown exponentially. Consequently a need to determine what are the sources of infor-
mation and people that can be trusted and in which types of environments one should
trust them has arisen. There are now many environments on the web where people can
explicitly specify trust in other people [124, 69]. In order to manage trust in different
types of environments, computational models of trust have been proposed and studied
in a number of domains. These models range from trust models for multi-agent systems
to models of trust for recommendation systems. Web 2.0 and other newer technologies

have not only expanded the types of interactions but also the complexity of interaction

129
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between people and thus many of the previous models for studying trust may not be
adequate for studying trust in more complex environments. The current chapter is di-
vided into two parts: Part 1 is mainly focused on the problem of trust prediction and

Part 2 mainly extends the analysis to link it to various social science theories.

Trust Prediction Problems

7.1 Introduction

Most of the earlier studies on trust were limited by the type of datasets which were
available to study trust e.g., multi-relational data for studying trust was not available
to study trust in previous settings [69]. Thus consider the most widely used datasets for
studying trust like FilmTrust[68], epinions [124] etc, where the main type of information
which is available is trust edge information in addition to some limited interactions
between people e.g., rating information in case of FilmTrust. These datasets have
primarily been used to study problems like predicting trust between users or making
recommendations, more complex problems like what factors affect the formation of trust
or how and why does trust change over time may not be amenable to a solution using
these types of datasets. The availability of more complex datasets e.g., virtual world like
SecondLife, World of Warcraft, EverQuest II etc opens up new horizons for studying
such problems and in new contexts. With these types of datasets it is possible to study
things like the factors that lead to formation of trust and change in trust, how does
trust affect other types of social relationships etc.

In this chapter we first address the traditionally studied problem of trust formation
and breakage and also address the problem of trust change prediction. Additionally we
describe a new problem for predicting trust - the problem of trust propensity prediction
where the objective is to predict how much a person trusts others in general when
this information is explicitly available. We also describe a number of techniques to
address this issue. We use data from a Massively Multiplayer Online Role Playing
Game (MMORPG) called EverQuest II (EQ2)E| . The rest of the chapter is organized
as follows: In section we describe related work, in section we describe the set of

! EverQuest IT Official Site: http://everquest2.com/
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trust related problems that we are addressing, in section [7.4] we describe the data [7.4]
in section we describe the experiments and results and the conclusion in described

in section [T7

7.2 Related Work

Marsh [123] was the first person to describe a computational model of trust. A number
of trust models have been proposed since then and the phenomenon of trust in social
networks has been studied in numerous goals in mind e.g., making recommendations
[124], access control [21], spam filtering [66], inferring trust in social networks [68] etc.
There have also been numerous studies on propagating Trust in social networks e.g.,
Guha et al [74] proposed a method to infer trust in cases where there is no direct
interaction between users, other trust propagation techniques have been proposed in
[69, 07, 102, 143]. There is another body of literature on trust in P2P Networks [96]
and trust in multi-actor systems[I79]. A comprehensive survey of trust in various fields
in computer science is given by Arts and Gil [22]. Homophily is also observed in trust
networks [68], people who trust one another are likely to be similar to one another as
compare to others. Additional problems for trust prediction have also been addressed
before, thus Ahmad et al [12] proposed the problem of inter-network link prediction in
the context of trust where the task is to predict trust based of network characteristics
in a coextensive network setting.

While there is a vast literature on trust in social network, Golbeck [69] notes that
work comparing different networks in the same study are relatively rare. Ahmad et
al [13] described the network characteristics of various trust networks for comparative
purposes and observed that trust network which are generated by similar social processes
have similar network characteristics as well. In trust based recommendation networks
like FilmTrust [68] and Epinions [124] trust is with respect to recommendation, in online
virtual worlds like EverQuest II (EQ2) trust is defined in terms of access to a commodity
like a virtual house [13]. Statistical models of evolution of networks like ERGM or p*
family of models use small network structures or motifs to study social processes in
the evolution of social networks [181]. Similarly the MTML framework of Monge and

Contractor [131] describes various social processes in terms of network motifs.
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The availability of detailed behavioral data in virtual worlds point to the fact that

it is possible to study such phenomenon in such detail which may not be possible in the
offline world e.g., studies of mentoring behavior in MMOs reveal multiple motivations
for mentoring [I1], clandestine social networks in MM Os show similar structural features
to that of corresponding offline networks [100], some social networks in MMOs behave
in a manner different from what is observed in many real world social networks [14],
analysis of network structure of trust based social networks reveal that their structure

varies based on the social settings in which they are generated [13].

7.3 Trust Prediction Problems

Trust prediction consists of a family of problems. In this chapter a subset of such
problems are addressed and a new problem for trust prediction is also described. The
set of problems that are addressed here are as follows: Trust Formation Prediction
Problem, Trust Change Prediction Problem, Trust Break Prediction Problem and the
Trust Propensity Prediction Problem.

7.3.1 Trust Edge Formation Prediction

There are multiple versions of the trust formation problem, the simplest version of this
problem is the problem of predicting the formation of trust relationship between two
nodes in the future. The data for studying this problem is temporal in nature and is
divided into a training period and a test period which reflects the presence or absence
of edges. Problem: Given a graph G and pair of nodes n; and n; the problem of trust
formation prediction is to predict if a link will be formed between the nodes. e(n;,nj)
Notice that this problem is very similar to the link prediction problem and in fact
can be described in terms of link prediction. One can thus formulate this problem as a
binary classification problem using a scheme similar to Hasan et al [79]. One can divide
the dataset into training period and test period where a positive example consists of
examples where an edge was not present between the nodes in the training period but
was present in the test period and a negative example is where an edge was not observed

in either of the two periods.



133
7.3.2 Trust Change Prediction

Trust between two entities can change over time. In the EverQuest II dataset that
is being used here, the players with in this game have the option to not only specify
trust but also change trust. Change in trust can happen because of different reasons,
trust between two players can increase because of positive experiences between them
and it can decrease as a consequence of negative experiences. The task of trust change
prediction can be formally described as follows:

Definition: Given that 7;; is the trust between a node n; and another node n; at
time k then the task of Trust Change Prediction is predicting if the trust between n;

and n; is going to change at time [,k <.

7.3.3 Trust Breakage Prediction

Trust between two entities can not only change over time but it can disappear altogether.
The task of trust change prediction can be formally described as follows:

Definition: Given that 7;;; is the trust between a node n; and another node n; at
time k then the task of Trust Breakage Prediction is predicting if the trust edge 7%

between nodes n; and n; at time [, k < [ will disappear or not.

7.3.4 Trust Propensity Prediction

The problem of trust propensity prediction is to predict the likelihood of a person
trusting other people i.e., is it the case that they trust or do not trust other people in
general.

Definition: Given a set of observations O(V) about the trusting behavior of a set
of nodes V, predict trust propensity 7 of a node v; € V' based on the observations O(V).
Thus F(O(V)) — ;.

The problem of Trust Propensity Prediction can be addressed in a number of ways.
It can be described as a classification problem where the prediction classes correspond
to the various levels of trust propensity. It can also be defined as the problem of
prediction based on one’s similarity with respect to other people in the population. In
this formulation the problem is similar to the Collaborative Filtering Problem [70]. Yet

another way could be to use the structural properties of the social network to make the
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predictions about trust propensity. The last two approaches are taken in this chapter.
Additionally one can also take into account the network structure for prediction in some
cases. These similarity function based approaches work as follows: Given a vector of
attributes A = a1, as, ..., a, determine the k£ most similar nodes Vg based on a distance
function and predict the propensity to trust as the average propensity value from the

set Ng.

Ti = Z l,Vs = {vj|lv; € V,min(dist(vs,v;))} (7.1)
jav Vsl

One can now describe the various approaches that can be used to predict the propen-

sity to trust.

Baseline Approaches

To compare the results from the proposed approaches with baseline models one can
describe a number of simple models which can be used as baselines as follows: Random
predicts the trust propensity randomly within the range of values, Mid-value always
predicts the value to be the median value, Mazx always returns the maximum value and

Awvg always returns the average value as the predicted value.

HITS Based Approach

One can adopt the analogy of Hubs and Authorities scheme introduced by Kleinberg in
the HITS Algorithm[I04] to the trust domain. In the HITS Algorithm an authority is
defined as a node which is pointed at by many Hubs and a Hub is defined as a node
which is pointed out by many Authorities. Intuitively an Authority is a node which is
pointed to by many other nodes implying that they consider it an authority with respect
to a particular topic. Hubs intuitively refer to nodes which point to many other nodes,
ideally these nodes are authorities. One can map the people with high trust propensity
to Authorities in the HITS framework while at the same time we not that Hubs are not
analogous to people who are opposite to people who have high trust propensity.

We note that in the HITS framework while computing Trustingness one must not
only consider the links in the trust network but also other types of non-trust related links
which may be present e.g., in the case of the EQ2 dataset other types of interactions like

mentoring, grouping, trade etc are observed. We assume that a person is more likely to
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be trusting if he or she trusts more people that he or she interacts with as compared to
trusting a smaller fraction. Consequently this will affect how Trustingness is computed.
Consider actor a in Figure (b), both the Hub score and the authority score of
this node would be different if we include only the trust network represented by solid
nodes as opposed to the complete social network which consists of both the trust links
as well as links from other types of social interactions represented by dotted lines. If
we consider the larger network then both the indegree and the outdegree will be half of
if we consider the trust network. Based on these observations we can now describe the

TrustHits algorithm for computing trust propensity.
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(a) Hubs and Authorities Analogy (b) Trustingness In a Network (c) Factors Affecting Trust

Figure 7.1: Analogues for TrustHITS

It should be noted that the initializing of the weights in TrustHITS explicitly takes
into account the larger social network of the node. The normalized edge weights of the
outlinks are also considered since in this dataset explicit information about edgeweights
is present in the form of explicit ratings for trust and number of times interacted in the
case of other trade an mentoring relationships. The final value for Trust Propensity is

computed after the algorithm has converged.

Structural Holes Based Approaches

There are many social science theories which describe how social communication net-

works evolve over time and how do people form relationships [I31] e.g., Theories of
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Homophily predict that people are likely to form edges with other people who are most
similar to them. Similarly Theories of Balance predict that people form relationships in
order to minimize conflict and to balance their relationships. These theories can thus
be used to get an idea about trust propensity in a social network. Thus trust is likely
to be high in a tightly knit group which implies that a person who is part of that group
is not necessarily trusting even though she trusts a lot of people. This observation is
virtue of the fact that the group has a high social capital. Thus social theory points us
to the observation that if a person trusts people outside of a tightly knit group then she
is more like to be more trusting as compared to trusting people with the same tightly
knit group. While it is not possible to get information about the strength of relationship
between the nodes in the network it is possible to use the type of trust edges in the
network, the density and the redundancy of edges in the network to indirectly capture
this. These properties can be captured by the Network Constraint Index (NCI) [35]

which can be given as:
Ci=> (pij+ Y pigpaj)’a # i (7.2)
J q

where p;; are the proportion of ¢’s relations invested in contact j. The quantity in the
parenthesis thus represents the proportion of i’s relations invested in contact j [35]. In
the cases where it is not possible to determine this metric e.g., when the node is an isolate
then we take its value to be zero. We use a similarity based approach for determining
propensity based on the network constraint index. We predict the propensity to trust
of an agent as the average value of propensity for all the nodes which are most similar

to it in terms of the network constraint index.

Characteristics Based Approaches

The characteristics based approaches are similarity function based approaches and use
the characteristics of the players to make predictions about propensity to trust. The
characteristics of the player can be of three types: In-game attributes, in-game behaviors
and demographic attributes. In-game attributes refer to the attributes of the avatar
of the player e.g., what in the in-game race, in-game gender, in-game class, in-game
character abilities etc. In-game behaviors refer to attributes which are derived based on

the behavior of the players within the game e.g., number of monsters killed, number of



137
quests completed, number of spells learned etc. The demographic characteristics of the

player are age, gender, location etc.

Structure Based Approaches

The structure based approaches are also similarity function based approaches and also
look at the structure of the social networks and makes prediction on the basis of the
similarity between the neighborhoods social networks of the nodes of interest. These
approaches are graphically represented in Figure The first three approaches re-
ferred to as in-degree, out-degree and degree look at the trust propensity of nodes which
have similar in-degress, out-degrees and total degree as compared to the node for which
we have to make the trust propensity prediction. The neighborhood approach looks at
the immediate neighborhood of the nodes i.e., nodes who are connected to the node of
interest. The distance function from Equation 1 thus becomes the Edit distance in this
case. The Network-Trans approach looks at the change in the network structure over
time. Thus the Edit distance for this case is computed as the edit distance between the

corresponding graphs at each instance and taking the average distance.

1 < x

Figure 7.2: Various Structure based approaches for predicting Trustingness (a-d)

7.4 Dataset

The data that we use for experiments comes from an MMORPG called EverQuest II.
The data consists of in-game data about the attributes and the behaviors of the avatars

of the players in the form of Game logs as well as offline data about demographic
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Figure 7.3: Various Structure based approaches for predicting Trustingness (e)

characteristics of the player. We note that the data is annonymized so that it is not
possible to link a player with the identity of a person in the offline world. In addition to
the in-game behavioral data we also have additional information about the players from
an in-game survey. The in-game behavioral data consists of information about more
than 2 million players while the survey data contains contains survey information from
7,129 players. People’s propensity to trust can be guaged by responses to four survey

questions which are as follows:

e Trust 1: Generally speaking, would you say that most people in everyday life

can be trusted or that you can’t be too careful in dealing with people?
e Trust 2: What about the people online?
e Trust 3: What about other players in this game in general?

e Trust 4: What about other players in your guild? If you aren’t in a guild, just
leave this blank.

There are four options to reply to these questions. These options are given in table
From the game logs we have information about the trusting behavior of players i.e.,
who trusts whom and to what extent. In EQ2 trust is defined in terms of access to an
in-game commodity (a virtual house). Thus players can specify how much they trust
other players with respect to how the other players can interact with their house. The

various levels of trust in EQ2 can be given as follows.
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Table 7.1: Trust Responses and Corresponding Code

Trust Response Code
Trust them a lot 4

Trust them some

3
Trust them only a little 2
2

Trust them not at all

e Trustee: Can add, remove and move objects with in the house and even pay rent.

Everything owner does except picking owner rewards.
e Friend: Interact and move objects but cannot add/remove in the house.
e Visitor: Interact with objects but cannot move objects in the house.
e None: Cannot even enter the house and has no-privileges.

These trust links can be used to construct the trust network which in turn can be used
to make predictions about trust propensity. In addition to the questions about trust
the survey also included information about the age and gender of the player. Since
this information is also available from the time when the players actually signed up for
the game, it is possible to cross-check the information that they provide. Thus there
are cases where the information in the survey is different from the information in game
logs. This could be either because the player deliberately gave incorrect responses to
the survey or it could be because the players randomly answered the question in order
to get the survey done as early as possible in order to get the special in-game item.
Such cases were removed from the dataset in order to reduce the bias in the data. We
note that there are additional discrepancies in the data since the four questions on the
trust survey can also be thought of as questions on the Guttman Scale [76]. The idea
behind the Guttman Scale is that given a set of related questions the responses to one
of the questions may actually encompass response to other questions e.g., consider the
first question Do you trust people in General?. If the answer this question is 'Not at all.’
but the answer to the second question Do you trust people online? is "Trust a lot’ then
that would imply inconsistency. Such inconsistencies can be overcome if we readjust

the responses and discard such cases where there are inconsistencies.
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Figure 7.4: Distribution of Access Grants in EQ2

7.5 Experiments

We first describe the results for predicting the formation of a trust edge. We used
the set of standard classifiers from Weka [78] for classification purposes. Here we only
give the best results from classification. Ten fold cross validation for 30,000 instances
was performed. The results of the experiments are given in Table [7.2] Random refers
to randomly predicting the formation of trust, In-game refers to using the in-game
characteristics of the players to predict trust formation, offline refers to using offline
characteristics of the players e.g., demographic characters like gender, age, location
etc and TRUCE (TRUst in Complex environments) refers to using features from our
framework (Trustworthiness, Trustingness, Distance between the nodes, strength of
interaction) to predict trust formation. The results reveal that features constructed by
using the proposed framework outperform the other features.

We now describe the results for change in trust prediction. Since the number of cases
where trust changed is somewhat limited, we use all the examples of such change for the
experiments. The positive and the negative example for the classifiers are constructed
in a manner similar to what was described for Problem 1 i.e., a positive example is
when a link is not present between the two nodes in the training period but is present

in the test period. A negative example is when the edge is not present in either of the
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Table 7.2: Results for Trust Formation Prediction

Technique || Precision | Recall | F-Score
Random 0.23 0.27 0.25
In-Game 0.85 0.66 0.75
Offline 0.29 0.22 0.25
TRUCE 0.78 0.68 0.73

Table 7.3: Results for Trust Change Prediction

Technique || Precision | Recall | F-Score
Random 0.09 0.27 0.14
In-Game 0.19 0.25 0.22
Offline 0.26 0.34 0.29
TRUCE 0.39 0.42 0.40

two periods. The results for these experiments are given in Table [7.3l Ten fold cross
validation with 30,000 instances was used. The corresponding techniques and their
features are similar to what was described for Problem 1. Since the majority of the
cases are negative examples we only give the results for the performance for negative
samples since reporting the results for both would make the results appear better than
they actually are. Table reveals that overall the predictors do not perform that well
but the proposed approach does better than others.

A similar setting was used to study the problem of breakage of trust. However there
some practical issues with respect to using the dataset for studying breakage: A trust
edge is considered to be broken if the trustor explicitly changes the trust permission to
"None.” However the change in trust to ’None’ are relatively rare. Additionally there are
many such instances of changes in trust which are reversed after a few seconds. Given
the game mechanics the most likely explanation for this is that the player accidentally
changed the trust level within the game and then reverted it back to the previous. We
thus ignore such cases. After removing such instances, there are only 212 cases left
where this is the case. For these set of experiments, 10,000 instances were used of which
212 were positive examples of link breakage. The results are given in Figure which

shows that the overall performance of all the techniques is quite abysmal. The technique
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Table 7.4: Results for Trust Breakage Prediction

Technique || Precision | Recall | F-Score
Random 0.02 0.50 0.04
In-Game 0.10 0.26 0.15
Offline 0.02 0.11 0.04
TRUCE 0.06 0.09 0.08

using offline features actually does worse than random in this case. Our hypothesis is
that the reason that all of these techniques do quite bad is because the featuresets which
are used is not rich enough to capture the differences between the people who break
trust relationships and the people who retain this relationship which actually constitute
the majority of the players in the game. It is only under extreme circumstances that
people break the trust relationship within the game and thus this problem needs to be
explored further to obtain better results.

We used the techniques described in section to predict the propensity to trust.
Since there are four types of questions regarding trust we report the results separately for
each of the trust types. Additionally we report the results for the Gutmann Scale. Thus
Table [7.5] gives the results for the four questions as the average of the difference between
the predicted value and the real value. From the table it is clear that the best results
are obtained for the Structural Hole Based approaches (Network Constraint Index) and
the trust HITS based approaches. However given the nature of the questions it is not
clear why one approach performs better in one case as compared to the other. It should
be noted that the results obtained from just using simple structure based approaches
like in-degree ,k out-degree etc are very close to the values obtained from the random
approach, although in most cases the results for the Median as well as the Average
approach are much better.

Similarly we also replicated the results for the Guttman Scale version of Trust values
as well. These are given in Table [7.6] Again in this case it is observed that the best
results are obtained for the Structural Hole Based Approaches (Network Constraint
Index) and the trust HITS based approaches. Interestingly the structural holes based
approach performs better in three of the four cases of trust as compared to the trust
HITS approach.



Table 7.5: Trust Propensity Prediction Results < 7cqTrear >

Technique Trust 1 | Trust 2 | Trust 3 | Trust 4
Random 1.80 1.75 1.80 1.76
In-Degree 1.69 1.73 1.74 1.78
Out-Degree 1.73 1.77 1.80 1.83
Degree 2.37 2.73 2.36 2.39
Max 2.07 2.06 2.07 1.76
Median 1.47 1.47 1.47 1.47
Average 1.56 1.55 1.55 1.56
Char Based 1.91 1.98 1.79 1.10
Behavior 1.45 1.49 1.40 1.46
Demographic 1.51 1.65 1.90 1.86
Neighborhood 1.36 1.57 1.41 1.67
Network Trans 1.78 1.79 1.31 1.72
Struct. Holes 1.21 1.17 1.31 0.98
tHITS 1.33 1.67 1.05 1.01
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Table 7.6: Trust Propensity Prediction < 7,,¢qTreqr > (Guttman Scale)

Technique Trust
Random 1.74
In-Degree 1.80
Out-Degree 1.74
Degree 2.03
Max 1.89
Median 1.57
Average 1.55
Char Based 1.91
Behavior 1.80
Demographic 1.99
Neighborhood 1.71
Network Trans | 1.58
Struct. Holes 1.52
tHITS 1.44
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7.6 Discussion

In this chapter we have considered the problem of trust prediction and specifically ad-
dressed the problem of trust formation, change in trust and trust propensity prediction.
While the proposed approach performed better than the other techniques, there was
still a great deal of discrepancy between the predicted values and the ground truth.
This result can be interpreted in two different ways. One possibility is that none of
the techniques used, including the baselines and the proposed approaches capture the
structure and the properties of the trusting behavior of the players and thus do not
perform as well in prediction. The other possibility is that a person’s propensity to
trust in the offline world is not the same that person’s propensity to trust in the online
game setting. This is a problem which has to be explored further. In our future work we
plan to address this issue by taking a different approach. Instead of taking the person’s
reported propensity to trust, we will use a data driven observational approach to deter-
mine a person’s propensity to trust and then compare it with the reported propensity

to trust.

7.7 Conclusions

The problem of trust prediction has been studied in many domains and large number
of models have been proposed to study this problem. In this chapter we studied three
classical problems of trust prediction and also proposed a new problem for trust pre-
diction - the problem of trust propensity prediction where the task is to predict how
much does a person trust other people in general. We used data from an MMORPG
for this prediction task by using in-game features, as well as demographic features of
the players. The proposed approach used a modified version of the HITS algorithm
to describe the concept of trustingness and trustworthiness in a network setting. Ad-
ditionally we used network features and features derived from these networks in order
to predict trust propensity. We used a number of baseline models for prediction and
the proposed approach except in the case of breakage of trust. In the future we plan
to explore the feature space further to improve the results of prediction for the various

tasks, especially for the newly proposed prediction task.
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Algorithm 2 The TrustHITS Algorithm

Given: Graph Gg, Trust subgraph G € Gg
for i =1 — size(N) do
ni(§) = Wt(OutNebs(n;, G))/Wt(OutNebs(n;,Gs))
ni(w) =1
end for
ComputeTrust—(G)—
for i = 1 — convergence do
for j =1 — size(N) do
for j =1 — size(InNebs(n;,G)) do
ny (@) = (@) + ma(€)
end for
end for
for j =1 — size(N) do
for k =1 — size(OutNebs(n;, G)) do
ny(6) = ny(€) + mu(w)
end for
for k =1 — size(N) do
(@) = nj (@)/sum(N (@))n;(€) = ny(€)/sum(N(€))
end for
end for
for j =1 — size(N) do
ni() = 1 ny(€)
end for

end for
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Trust Prediction and Social Science Theories

7.8 Introduction

One of the seminal events of the last decade has been the explosion of myriad arrays
of various form of social media which generate gigabytes of data every hour and thus
provide an unprecedented opportunity to analyze human behavior on a massive scale.
Mainly because of this data revolution it is now possible to not just build better theories
regarding human behavior but also move from a descriptive analysis of social data to
a predictive analysis. One issue which is usually coterminous with predictive modeling
is that it is often the case that the models do not explain the psychological and social
reasons behind why the model is successful in predictive analysis and thus essentially a
black box. We consider these issues in the context of the link prediction problem.
While the problem of link prediction has been studied before in a number of contexts
in social networks, we note that this problem has not been addressed with respect to the
role of social science theories to explain the efficacy of featuresets in prediction tasks.
One step in that direction is work by Ahmad et al [12] who try to incorporate Monge
and Contractor’s Multi-Theoretical Multi-Level framework [131] in the link prediction
tasks. We take their work one step further by linking the feature space to theory space
and additionally describe how the results of prediction tasks can be interpreted in terms

of social science theories.

7.9 Background

The link prediction problem consists of a family of prediction problems which may range
from predicting the formation [I19], breakage [159], change of links to recurrence in the
edge formation [I72]. The link prediction problem was first described by Liben-Nowell
and Kleinberg [119] and the Inter-Network Link Prediction Problem was first described
by Ahmad et al [I2] who also proposed a social science theory based approach to address
that problems. In a follow up work Borbora et al [28] explored the problem of efficacy

of feature space associated with link prediction to determine a robust set of features for
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link prediction.

Model based explanations for predictive modeling can be divided into three main
types: (i) Explanations regarding how the algorithm works (ii) Explanations regarding
how the model explains the phenomenon, such explanations are usually absent from
black box models e.g, Neural Nets. (iii) In social, psychological and cognitive domains
explanations that link the model to motivations that can be ascribed to intentional
agents (people) or groups of such agents (society). In recent years there has been a
move towards linking prediction algorithms, models and feature spaces to explanations
in terms of social and psychological theories when these involve social phenomenon.
That is mainly because an explanation agnostic model would not gain much currency in
the social science domain where the primary goal is to not just study these phenomenon
but also provide explanations with respect to why things happen. Borbora et al [29]
thus note the distinction between theory driven and data driven models and how one

can inform the other in creating better predictive models.

7.10 MMOGs as Testbeds of Human Societies

While the natural science have had a long tradition of predictive analytics and precision
in analysis, social sciences in general have been farther behind in catching up with
respect to these metrics. This is mainly because of the difficulty in collecting sufficiently
large amounts of data with respect to human behavior as compared to collecting the
same type of data for physical systems [164]. Additionally the phenomenon that is
being studied in the social sciences is much more complex. The availability of massive
amounts of social data offers a possibility to bridge this divide. Social data is available
in a large number of settings, ranging from micro-blogging twitter data, online social
networks, location-based socialization, online virtual worlds like SecondLife, World of
Warcraft etc. Out of all of these MMOGs are the most complex forms of social medium
where potentially millions of players can share a persistent online world. Many of the
affordances that one sees in the offline world are also present in the offline world. Thus
if sufficient mapping can be done from the MMO domain to the offline world in terms
of affordances and contexts then it is possible to make inferences about the offline world

from their online counterparts [192]. This opens up a viable channel to study social



149
phenomenon which was not hitherto possible to do so because of lack of data. A similar
argument is made by Keegan et al [I01] regarding the analysis of criminal behaviors in
the offline world. To conclude, MMOGs thus provide excellent testbeds to study human

societies given the right kind of affordances.

7.11 A Psycho-Social Framework for Link Prediction

The MTML framework [I31] describes the creation, maintenance and development of
linkages in social networks in organizational and inter-organizational contexts and links
together various theories in the sociology literature which also harkens to psychologi-
cal motivations regarding why people form relationships with one another. The main

theories and their corresponding applications can be summarized as follows:

e Theories of Self-Interest: Describes linkages in terms of a person’s self-interest
and desires. The main theories are the theory of social capital and the theory of

transaction cost economics.

e Theories of Collective Action: Mainly examines how coordinated activity
can produce outcomes which cannot really come about with individual action.

Representative theories are public goods theories and critical mass theories.

e Theories of Contagion: Addresses the issues related to the spread of ideas,
beliefs and influences in the social network. Contagion spread can be by cohesion

or by structural equivalence.

e Theories of Cognition: Describes the role of knowledge and perception in so-
cial network. Represent theories include the Theory of Balance and and theories

regarding Cognitive Communication structures.

e Theories of Exchange: Describes the emergence of social networks in terms of

distribution of resources and how these change hands in social networks

e Theories of Homophily: Explains the role of similarity between the members

of the network in the formation and evolution of the network.
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e Theories of Proximity: Based on the idea that people are more likely to interact

with other people who are closet to them in physical proximity,

e Coevolutionary Theories: Describes the formation of links on the basis of

fitness functions i.e., in order to survive organizations and groups must adopt to

the surroundings.

Table 7.7: Mapping Between Feature-sets and Theories in
the MTML Framework (i)

Self-Intr. | Cognition | Evol. | Exch. | Contag. | Homo. | Prox.

Ascribed
Human Gender X
Avatar Gender X
Avatar Race X
Country X X
Y Human Age X
Y Avatar Age X
Human Age Diff. X
Avatar Age Diff. X
Y Joining Age X X
Joining Age Diff. X X

Table 7.8: Mapping Between Feature-sets and Theories in

the MTML Framework (ii)

Self-Intr. | Cognition | Evol. | Exch. | Contag. | Homo. | Prox.

Acquired
Char Class Ind. X
Char Level Sum X
Char Level Diff. X
Guild Indicator X X X
Guild Rank Sum X X X
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Cuild Rank Diff. | X X | | | | | |

We take these theories as starting point in feature set construction and also the
partition of the feature space based on the appropriate features. We use the feature-set
scheme used by Hasan et al [79] and modified by Ahmad et al [12] as our starting point
but we expand it to include additional features which are more appropriate for a larger
social space. They divide their feature space into three sets of features as follows: (i)
Proximity Features (ii) Aggregated Features (iii) Topological Features. We note that
this classification scheme is based on how the featuresets are constructed with minimal
or no regard to their relationship to motivations with respect to why people form links.
We expand their scheme and extend the set of features and first divide them based
on how they are described in the sociology literature. Thus the Proximity features
can be mapped to Ascribed (attributes based on some intrinsic node characteristics)
and Acquired characteristics (node characteristics which can change in time). The
topological features mostly map onto the social neighborhood based characteristics.
Additionally we introduce a new class of characteristics i.e., trans-social characteristics
which span multiple social networks and are defined as indicator functions i.e., if the
node n belongs to the network A then the value of the function is 1. The mappings

between the theories and the featuresets is given in Tables [7.7] and [7.§|

Table 7.9: Mapping Between Feature-sets and Theories in
the MTML Framework (iii)

Self-Intr. | Cognition | Evol. | Exch. | Contag. | Homo. | Prox.
Soc. Neighb.
Degree Cent. Diff X X
Betwn. Cent. Diff X X
Y Degree X X
Degree Diff. X X
Shortest distance X
Y. Clustering Ind. X X X
Common Neighbors X
Salton Index X X X

i
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Jaccard Index
Sorensen Index
Adar-Adamic Index

Resource Alloc. Index

Mo 4
e B
Moo

Table 7.10: Mapping Between Feature-sets and Theories in
the MTML Framework (iv)

Self-Intr. | Cognition | Evol. | Exch. | Contag. | Homo. | Prox.

Trans-Social

Trust Link X X X
Mentor Link X X X
Trade Link X X X
Group Link X X X
Combat Link X X X

7.12 Experiments

We use dataset from a massively multiplayer online game called EverQuest II (EQ2)
where players can interact with one another in multiple ways and there are many avenues
of socialization so that it is possible to construct multiple coextensive social networks
between them. To check how well the classification tasks do in different social environ-
ments, we use data from two different servers or social environments in EQ2. One of
the servers (called guk) represents a cooperative or neutral environment, called Player
vs. Environment (PvE). The other server (called Nagafen) represents an adversarial en-
vironment, Player vs. Player (PvP). Our main motivation behind using different social
environments was that the social relationships would form differently in the two net-
works and thus that would be reflected in the efficacy of the prediction algorithms even
though the same feature sets are used in the feature space. The network characteristics
of these networks are given in Table [7.11| where NCC refers to the number of connected
components. We use a binary classification approach for link prediction as proposed by

Hasan et al [79] for link prediction within and across social networks [12]. The dataset
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is divided into training period and test period. For each of the tasks 60,000 instances
are prepared for prediction. A positive example is when the edge does not exist in the
training period but exists in the test period. In the case of the negative example the
edge does not exist in either periods. We used a standard set of classifiers (Naive Bayes,
Bayes Net, KNN, SVM, JRip, J48, Adaboost) for our experiments and report for best

results for each classification task.

Table 7.11: Network Statistics for all the networks used

Type | Network | Nodes Edges Diameter | NCC
PvE Trust | 15,465 | 23,145 37 1,488
PvP Trust | 13,184 | 15,945 27 2,237
PvE | Mentor | 23,207 | 93,079 39 316
PvP | Mentor | 36,973 | 187,452 <27 97
PvE Trade 31,900 | 1,796,438 <24 11
PvP | Trade | 49,132 | 2,142,832 | < 24 20
PvP | Combat | 59,468 | 3,767,395 <24 32

The results of the experiments for the two networks are given in Table [7.12] The
source network refers to the network which is used to construct the training examples
and the destination network is the network for whom the prediction has to be made
and is from the test period. The main thing to note here is that while the results for
many of the prediction tasks remain more or less the same, in a subset of the cases there
is a marked difference between the results that we get for the adversarial environment
vs. the cooperative environment. The cases which are markedly different for the two
environments are highlighted in a different color in Table Thus consider the
prediction results for the mentoring network, as noted in previous work [12] and [28] the
prediction performance for the mentoring network is relatively low as compared to the
other networks. However the results for the same prediction task but in the adversarial
network are much better. This difference can be attributed to the fact that just as
the adversarial environment results in greater competition between players who are in
opposing teams and thus adversaries, the opposite is also true for people in the same

teams i.e., one would expect greater loyalty for players in the same teams in adversarial
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environments as compared to people who are in cooperative environments. This results
in overall better prediction results for the mentoring network prediction task. A similar
difference is noted for the prediction tasks from mentoring to trade as well as from the
trade to the mentoring network. Again, in both the cases the results for the adverbial
environment are better as compared to the cooperative environment. The main take
away from these observations is that the mentoring network is a better predictor for
links in the trade network and vice versa in the adversarial environment as compared

to the cooperative environment and for the same reasons.

Table 7.12: Results for Link Prediction in Adversarial vs.

Cooperative Environments

Networks Cooperative Adversarial
Source | Destination | Precision | Recall | F-Score | Precision | Recall | F-Score
Trust Trust 0.79 0.69 0.74 0.79 0.66 0.72
Mentor Mentor 0.63 0.48 0.54 0.77 0.71 0.74
Trade Trade 0.80 0.78 0.79 0.86 0.85 0.86
Trust Mentor 0.67 0.43 0.52 0.64 0.47 0.54
Trust Trade 0.75 0.73 0.74 0.78 0.79 0.78
Mentor Trust 0.88 0.76 0.82 0.85 0.67 0.75
Mentor Trade 0.74 0.74 0.74 0.84 0.85 0.84
Trade Trust 0.89 0.83 0.86 0.88 0.75 0.81
Trade Mentor 0.67 0.55 0.60 0.81 0.75 0.78

While the mentoring and trade results are commutative in this case, this is not true
for the prediction tasks for the trade and trust networks i.e., there is a marked difference
in the prediction results for trade to trust and not vice versa for the two environments.
The main reason for this result is that a trade edge has a low transaction cost associated
with it as compared to a trust edge which has a high cost associated with it. Thus a trust
relationship is likely to have a corresponding trade relationship associated with it but not
vice versa. Theories of co-evolution [I31] would imply that in cooperative environments
neutral and positive interactions (trade and trust respectively) are likely to percolate

from one dimension to another but this is less likely in adversarial environments which
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explains the results.

We note that given the nature of the two environments the Combat network is
not present in the PvE server. Additionally we have access to another network in the
PvE environment, called the grouping network, which was not extracted for the PvP
environment at the time of these experiments. The group network refers to an ingame
network formed by players who group together to complete quests. These are analogous
to military missions or other logistical missions in the offline world. The results for
the Combat network in the adversarial environment and the results for the Grouping
network in the cooperative environment are given in Table Over all the results
for the combat network as well as the grouping network are quite good even when
compared against other prediction tasks. The main exception in this case is again the
mentoring network where the prediction results for grouping to mentoring network are
not as good as the other prediction results. The main reason for this observation is
that while a large number of mentoring instances co-occur with the grouping instances
i.e., mentoring occurs in the context of grouping in such cases but the opposite is not

necessarily true i.e., grouping usually does not co-occur with mentoring [11].

Table 7.13: Results for Link Prediction for the Group Net-

works
Networks Adversarial
Source | Destination | Precision | Recall | F-Score
Group Group 0.88 0.90 0.89
Trust Group 0.88 0.90 0.89
Mentor Group 0.85 0.83 0.84
Trade Group 0.86 0.86 0.86
Group Trust 0.87 0.75 0.80
Group Mentor 0.61 0.47 0.53
Group Trade 0.81 0.83 0.82
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7.13 Interpretation and Methodological Issues

We have considered the problem of link prediction in the context of two different social
environment and a feature space mapped onto different social science theories. Our
main motivation for using two different social environments is to highlight the hazards
of generalization without considering the social environments associated with the pre-
diction task. Thus consider previous results reported by Hasan et al [79], Ahmad et
al [12] and Borbora [28] using similar techniques and link prediction tasks in general,
the generalizability of the feature space is assumed without the social context. Theories
in the social sciences e.g., the MTML framework [I31] imply that social networks in
different social environments evolve different which is in turn reflected in their network
structure. The differences in the network structures are also likely to effect prediction
that and this is in line with some of the observations that we made in the results.
There are additional methodological issues with respect to generalizing across MMOG
environments. Thus consider the case of modeling of team formation dynamics in the
online world by Johnson et al [05] who show that the same generative models can be
used to explain guild formation in World of Warcraft and street gangs in Los Angeles.
Based on their observations they generalize that there must be some common gener-
ative mechanism for team formation in online guilds and offline street gangs. Ahmad
et al [5] replicated their results in EQ2 and discovered that the generalization does not
carry over to EQ2. More research is required to settle this issue conclusively but both
these cases highlight the fact that generalizations are unwarranted especially in contexts

where social contexts are not taken into account.

Table 7.14: Results for Link Prediction for the Combat Net-

works

Networks Cooperative

Source | Destination | Precision | Recall | F-Score

Trust Combat 0.88 0.91 0.89
Mentor Combat 0.84 0.85 0.84
Trade Combat 0.88 0.90 0.89

Combat Combat 0.89 0.91 0.90
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Combat Trust 0.88 0.74 0.80
Combat Mentor 0.83 0.78 0.81
Combat Trade 0.86 0.88 0.87

7.14 Conclusion

Predictive analysis, especially classification, is an important aspect of data mining and
while the internal mechanism of most classification algorithms are well understood, a
mapping of feature spaces to social and psychological theories is not well understood. In
this chapter we considered such a mapping and used two datasets representing two social
environments in an MMOG. The results showed that for a subset of the prediction tasks
the prediction models perform different using the same feature set. This implies that it
is also the network structures associated with the adversarial as well as the cooperative

environments are different and should inform the selection of features for future work.



Chapter 8

Trust Prediction Across Networks

”I'm not upset that you lied to me, I'm upset that from now on I can’t believe you.”

- Friedrich Nietzsche

8.1 Introduction

Humans are social creatures and interact with one another in a variety of manners such
that human social networks are ubiquitous in nature. Such social networks can range
from offline networks based on friendship or kinship ties to online networks in social
networking websites like Facebook, LinkedIn, MySpace etc. Social Networks are most
often represented as graphs or hypergraphs and there is an extensive body of literature
on social networks[I81]. Various predictive problems have been proposed for social
networks, the link prediction problem is the problem of predicting links in a network
which may form in the future between the nodes in the network. The link prediction
problem was first proposed by Liben-Nowell and Kleinberg [119] and has been studied
extensively since then. The link prediction actually consists of a family or subproblem
e.g., predicting the existence of the link, type of the link, the strength of the link etc.
While the link prediction problem has been applied in many domains like social
networks, protein-protein interaction, record linkage problem, web-link prediction etc,
we restrict ourselves to application of link prediction in social networks although our

technique can be applied in other domains as well. The link prediction problem has a

158
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wide range of applications in addition to the well known example of e.g., recommen-
dation systems [87], making recommendation to create mutually beneficial professional
links [I78], improve navigational efficiency of websites[I78] etc.

For experiments and validation, data from an Massively Multiplayer Online Role
Playing Game (MMO) EverQuest II (EQ2) is used for multiple types of networks were
extracted from the game for the link prediction tasks. These networks form because of
different types of social processes and represent networks of different nature. Most of
the previous work on link prediction has used data from citation or collaboration [I19]
networks for link prediction. The link prediction problem is well studied in such types
of datasets. Here we concentrate on networks which form as a result of different social
processes. Previous studies of socializing [190] in virtual worlds suggest that causality
in virtual worlds is similar to that in the real world. Consequently results in insights
from studying virtual world may be applied to the offline world in some contexts.

The problem of link prediction actually consists of a family of prediction problems.
To the best of our knowledge the previous literature on link prediction is restricted
to link prediction within the same network. In this paper we propose a new problem,
inter-network link prediction (INLP), which is the problem of predicting the formation
of links across networks i.e., given networks Gy and G the task is to use information
from G; to make predictions about GG and vice versa. Link prediction techniques
exploit various techniques like the attributes of the nodes, topological features of the
graph or aggregate features of the nodes to make predictions about the links. The
performance of some of these techniques can be enhanced by adding domain knowledge
to these techniques. An oft neglected source of domain knowledge is social science
theories which link back to network processes that may be going on in various social
networks. In this paper we seek to employ insights from theories of social communication
to enhance the internetwork link prediction task. Many of these theories propose the
existence of Structural Signatures (expected subgraphs) which are likely to be present
in certain types of networks. To the best of our knowledge social science theories have
not been applied before in improving link prediction. The closest example that is work
by Lu and Zhou [12I] who used weighted versions of many well known local topological
measures to make predictions and discovered that weighted versions perform worse

than their unweighted counterparts. The implication being that the weak ties in the
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network play a significant role in link prediction. There are multiple theories about how
social communication networks evolve over time. Monge and Contractor [I31] developed
the Multi-Theoretical Multi-Level (MTML) Framework which synthesized insights from
various theories of social communication and also identified a set of structural signatures
associated with each type of theory. Insights from MTML are used to propose a model
for predicting links across networks. The link prediction family of problems can be
addressed through different frameworks, in this however paper we focus on the predictive
power of topological features and use a machine learning approach similar to that of

Hasan et al [79]. The contributions of this paper can be summarized as follows:

e Define a new link prediction problem, the inter-network link prediction problem,

and propose a solution to the problem.

e Use of insights from social science theories to augment the process of link predic-

tion and improve the results of link prediction.

e Define and address the problem of inter-network link prediction where network
information from one network can be used to make link predictions in another

network.

The rest of the chapter is organized as follows: In section 8.2 we describe related
work in the domain of link prediction and background from theories of social communi-
cation networks, in section 8.3 we describe our proposed approach and in section 8.4 we
describe the inter-network link prediction task. The dataset, experiments and results

are described in section 8.5 and the conclusion is in section 8.6.

8.2 Related Work

8.2.1 The Family of Link Prediction Problems

The link prediction problem was first proposed by Liben- Nowell and Kleinberg [119]
who used various graph proximity measures to make predictions about co-authorship
networks in Physics. Rattigan et al [147] defined the problem of anomalous link discov-
ery where the task is to discover links which may be ’surprising’ as compared to other

links in the network. The motivation being that since the number of dyads that have
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to be evaluated for link prediction grows combinatorially as the network size grows it is
more useful to concentrate on the surprising links. The link prediction problem consists
of a family of prediction problems. While most classifications of the link prediction prob-
lem sub-divide it into two or three sub-problems [193], we give a more comprehensive

classification of the problem as follows:

e Link Formation Prediction. (Does a link exist?) [119][79]

Link Disappearance Prediction. (Will a current link disappear?) [159]

Link Classification. (What is the nature of the link?)[I7§]

e Anomalous Link Discovery. (What are the unexpected links?) [147]

Link Weight Prediction (Predict the change in the weight of link) [193]

Time Series Link Prediction (Prediction which links will reoccur over time)[172]
e Link Regression. (How does a user rate an item?)[80]

A number of topology based measures have been used for the link prediction tasks,
these include Newman’s common neighbors [136], Jaccards Index, Adamic/Adar metric
[2] etc. Murata and Moriyasu [134] extend these metrics for weighted graphs and use for
link prediction in a QA system. Huang [86] proposed a graph topology based method
which generalizes the clustering coefficient and defines the problem of link prediction
as that of cycle completion in graphs. It should also be noted that the topology based
formulation of the problem can also be described as the problem of matrix completion
which can be accomplished by matrix factorization [I12]. Topology based temporal
metrics were employed by Potgieter et al [I41] to increase the performance of link
prediction techniques.

Clauset et al [50] describe a maximum likelihood based approach combined with
Monte-Carlo Algorithm and fit a hierarchical model on a network graph to make link
predictions. Kunegis and Lommatzsch [108] describe a framework for link prediction
based on transformation of a graphs algebraic spectrum. Their approach generalizes
many previous graph kernel based approaches for link prediction. Sharan et al [159]

describe a method based on graph summary which can predict both link formation and
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disappearance. For a more detailed review of link prediction literature we refer the
reader to a survey on link prediction by Xiang [193]. B. Theories of Social Communica-
tion Networks In this section we adopt the word communication as used in the context
of social networks and is defined in terms of flow of ideas, commodities, influence etc
in a social networks [131]. There are many theories which describe how social commu-
nication networks evolve over time and how links form in these networks. The salient
features of the most prominent theories are given below. These theories are based on
hundreds of empirical studies in social science and have a solid empirical and theoretical
grounding. We refer the reader to the text by Monge and Contractor [I31] for a more
detailed description of these theories.

These theories describe a different aspect of communication networks. In some
social network some of the theories are more applicable than others e.g., theories of
balance may explain friendship networks better than say theories of contagion. Monge
and Contractor [I31] developed the Multi-Theoretical Multi-Level Framework which
synthesized insights from the theories described above. There are certain archetypical
behaviors which are found in many human networks which are expected to occur in
networks where one type of social theory is at play versus another type of theory. These
behaviors are: Exploring, Exploiting, Mobilizing, Bonding and Swarming.

The corresponding social theories for these are given in Table [8.I] Based on these
behaviors and theories they also identified network substructures or subgraphs that are
likely to be associated with each type of theory. The corresponding structural signatures
for these theories is given in Figure [8.2.1] The MTML framework has been adopted to
determine the applicability of each type of these theories in various networks [I31]. The
models which are most commonly used for this purpose are the Exponential Random
Graph Models (ERGM) or the p* family of models [I81]. The main idea behind the
ERGM model is that given a network and an expected set of structures (subgraphs) we
determine that in the space of all possible graphs with the same number of nodes how
likely is the observed network given the distribution of the expected substructures over

all possible such graphs.
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Figure 8.1: Structural Signatures from MTML

8.3 Inter-Network Link Prediction

In this section we describe inter-network link prediction problem (INLP). Definition:
Given two graphs G4 and Gp with set of nodesnyg € Ny andng € Np, if No = NAUNp
and Ny N Np # phi, if ea;; € E4 is the set of edges observed in the graph G4 then
the task of inter-network link prediction is to predict ep;; € Ep by using only the node
na € Na,eaij € E4 or attribute v(Ny4) information from graph G 4.

As a practical example consider a case where network data is available from a so-
cial network amongst people who play golf together and additional information like

demographics, profession, frequency of interaction etc is also available. There is also



164
membership information available from another dataset for a subset of the people re-
garding trade but the edges in the trade network are not available. The task in this
case would be to use the golf network and the additional available information to make
predictions about the edges in the trade network. This type of information can also

have practical applications like using it for marketing purposes etc.

8.4 A Structural Signatures Based Approach

We now describe a structural signatures based approach for the link prediction prob-
lem. The main idea is to identify a set of substructures or subgraphs which are likely
to be present in certain types of graphs which are known to be generated by certain
social processes. We propose an algorithm, MTML Inter NeTwork Predictor (MINTP),
for predicting link across networks. Before describing the algorithm in detail we first
describe some background and motivations for this approach.

The MTML theory predicts the existence of certain substructures in networks which
are driven by certain social processes. For a more detail exposition of this idea and the
MTML theory we refer the reader to [I31]. It should also be noted that the existence
of these sub-structures are not independent from one another e.g., if we are considering
only one type of network then certain types of structures are likely to occur in these
networks.

On the other hand if we use information from multiple interacting networks then
we would end up with different structures. The MTML theory also implies he transfor-
mation of certain types of sub-structures to other types. This information can be used
for predictive purposes e.g., it could be the case that these transformations correspond
to presence or absence of link formation that we are likely to see in the network. The
following example can be used to illustrate this.

Consider Figure 2 which shows the evolution of graph G; at time t1,t2,%3,t4. The
subgraphs ¢; through g, are the various subgraphs that are observed in the graph Gi.
The notation g; — g; denotes that graph g; gets transformed into graph g;. It is
clear from the figure that certain types of subgraph are being transformed into other
types e.g., g1 — g5 in (t1,t2),92 — g7 in (t1,t2) and (t3,t4),93 — gs in (t1,t2), (t2,t3)

and (t3,t4). These can also be automatically discovered by sequential pattern mining
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Figure 8.2: Examples of subgraph transformations

but since we are assuming that information about one network is not available we
cannot apply sequential pattern mining. As a substitute however we are interested
in the subgraphs which are predicted by the various social science theories and the
transformation of these subgraphs into other subgraphs. The problem of finding such

transformation can be represented as follows:

Gring, =19i = 9illgi € Ge N gi € Gipy,} (8.1)

The task of making predictions can thus be defined in terms of determining how many
such transformations g; — g; will result in transformation into cases where the link is
formed between two nodes. To illustrate this again consider graphs gg and g9 in Figure
2. From t9 to t3 an additional link is formed in the graph when gg — gg9. If we see
the same transformation occurring in sufficiently large number of cases, as compared

to such a transformation occurring in purely random graphs, then we can predict that
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this link is likely to form. We note that an alternative method would be to use graph
generators to generate the underlying networks for comparison.

The outline of the algorithm is given below. The main idea is as follows: Given a
graph G4 which contains the edge information and the node attribute information and
another graph G g which only contains the node information but no edge information,
take the union of the graphs. It should be noted that the union does not include any
edge information from Gp. Rewire the edges until the stopping criteria of adjacency
correlation, details are given in the experiments section, is met. For the next k iterations
perform the following procedure. Save the nodes in the graph in a lexicographical order
and the randomize the ordering. Create or delete edges based on their likelihood of
presence or absence according to their likelihood as described by MTML. The final
predictions are based on taking the average of the network by running this procedure z
times. We note that in this algorithm k and z are the free parameters which describes
the number of times these graphs have to be generated. For our experiments we used
k,z = 10,000. If T represents the set of theories which are applicable to a particular
domain then the MINTP Algorithm can be described in the figure below. The notation
eaij = (n; — n;) implies that the edge e 4;; exists between nodes n; and n; in Graph A.

One of the most important elements of the MINTP algorithm is to determine the
conditions on which the conditional probabilities for the existence or the non-existence of
an edge must be predicted. It should be noted that this is a very domain dependent task
and would vary across networks and domains. In the experiments section we describe
six combinations of networks for link prediction across networks. Due to limitations in
space we describe the procedure for determining the conditions for just one of the cases.
Edges in the housing network in EQ2 can be of different types depending upon the type
of relationship, corresponding to edge weight, that two players have with one another
[13]. The strongest form of relationship is the Trustee relationship between two nodes
in the trust network and while the other types of relationship represent some form of
linkage between two people, the relationship is not as strong. Given the nature of the
housing network one would expect the Theory of Balance and the Theory of Homophily
to play the most important part in explaining behavior in the housing network. While
in the mentoring network the Theory of Cognition and the Theory of Self Interest would

be the most prominent.
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Thus one would expect the corresponding structures from Figure 1 to figure promi-
nently in these networks. We get a more complex picture if we take all these factors
together e.g., Theory of Homophily would predict that the links would be formed be-
tween nodes which are topologically closer together and have similar characteristics in
the same network. The Theory of Self-Interest on the other hand implies that such
structures are not going to be common. Taken together these observations imply that
if a triangle is observed between these nodes in the housing network, it is unlikely to
be present in the mentoring network between the same nodes. Another observation
is the likelihood of formation of edges between nodes which are different with respect
to expertise in the game. In the mentoring network this is going to be the case since
mentoring relationship is established between actors if there is a difference in expertise
between them. In the context of EQ2 this can be translated as the level of the player.
However it is not possible to mentor any character in the game, they have to be in the
same location at the same time.
Theory of Balance also implies that the more common neighbors that player have in
a network, the more likely that they will form an edge. Additionally if the players have
some other common identification e.g., guild membership then they are likely to form
edges between themselves in case of the trust network and also mentor mentor other

players in the guild if their level difference is sufficiently high.

Table 8.1: The MTML Framework: Social Drivers for Creat-

ing and Sustaining Communities

Theories Exploring | Exploiting | Mobilizing | Bonding | Swarming
Self Interest + -

Cognition + + +
Balance - + +
Exchange + +
Contagion + +
Homophily - +

Proximity - + +
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Table 8.2: Network Characteristics of EQ2 Networks

Net N E d NC CCy | CCy
M || 23,207 | 93,079 39 316 | 22,477 6

15,465 | 23,145 37 | 1,488 | 9,152 52
T | 31,900 | 1,796,438 | < 28 11 31,858 | 10

as

8.5 Experiments

8.5.1 Dataset

Data from EQ2, a fantasy based MMORPG where thousands of players can simulta-
neously engage in many different types of activities like fighting non-player characters
(NPCs), engaging in trade with other players, helping out other players, going on quests,
exploring the landscape etc. Thus it is possible to construct multiple networks of play-
ers from this dataset. The game is played on multiple servers which can be thought of
as parallel worlds. Data from one of the servers guk is used for experiments. We only
consider the nodes in the largest connected component for our analysis. The following

three networks are constructed from the game data:

Housing-Trust Network: Player can then give access network is contructed on the basis

of access ties.

Mentoring Network: Players who are at a higher level can mentor players who are at a

lower level and a social network is constructed based on this information.

Trade Network: The social network constructed by creating an edge between two players
if they engage in trade between one another.

We use data from the game starting from January 1st, 2006 to September 11th, 2006.
The global characteristics of these networks are given in Table where N is the
number of nodes, E' is the number of edges, d is the diameter of the network and NC
is the number of components. CC1 and CC2 are the largest and the second largest
connected components respectively. M, H and T refer to the mentoring, housing and

the trade network respectively. We now describe the feature set which is used in the
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experiments. While the main focus of the paper is on topological features, we also
include other types of features for comparison. Following is the list of features that we
use in our experiments. Proximity features: These are features that represent some form
of proximity between a pair of nodes e.g., two game characters may belong to the same
guild/clan. The proximity features that are used here are defined in terms of indicator

functions. If ax is an attribute of node nx then the indicator function can be given as:

1, 1 a; = a;
i = s 82
0, if a; # a;

The following indicator functions are used for the proximity featres: Real Gender In-
dicator, Real country indicator, Character class indicator, Character gender indicator,
Character race indicator. Aggregated features: These are combination of individual
attributes of the node pair. The individual attribute can provide information which
can help in the link prediction task e.g., The higher the character level of a player, the
more likely it is that it will interact with another character in some manner. Thus sum
of character levels of a character pair can be a good aggregated feature. The follow-
ing aggreated features are used: Sum of neighbors, Sum of actual age in 2006, Sum
of joining age, Sum of character levels and Sum of character levels of the two game
players. Topological features: These are based on network topology. e.g, shortest dis-
tance between the pair of nodes. These are given below. The parametric versions of the
common neighbors, Adar-Adamic Index and Resource Allocation Index were given by

[121]. Given nodes n; and n; , these features are defined as follows:
e Common Neighbors If I'(z) represents the neighbors of x then:

sij = () NT(j) (8.3)

e Shortest distance: The shortest distance between the pair of nodes in the net-

work.

e Clustering Coefficient: This is a measure of localized density and measures the

participation of the nodes in triads.

e Adar Adamic Index: This metric improves on the common neighbors metric

by giving more weight to the neighbors who are lower connecting nodes. If f(k) =
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I'(k):

1
S D o) (84)

— o
kel (i)NI'(5)

e Resource Allocation Index: This metric is a modified form of the Adar-Adamic

Index.

1
sij= 0] (85)
k€T (4)NT(5)
e Parametric Weighted Common Neighbors: If w(i, j) = w(j,?) is the weight
of the links between nodes n; and n; then this metric is defined as follows. Note
that if @« = 0 then the metric is equivalent is to the common neighbors metric and

if & = 1 then the metric is equal to taking the weights of the neighbors.

si= ., wik)*+wk,j)" (8.6)
kel ()N ()

e Parametric Adar Adamic: In this version of the Adar Adamic metric, 1 is
added to log(k) because the value of s(k) may be less than 1 which may lead to

negative values. The metric is given as follows:

Z w(i, k)* +w(k,j)*
Sij = (87)
kel (1)NI'(5) log(l + S(k))

e Parametric Resource Allocation: The metric is given as follows:

Z w(i, k) +w(k, j)*

T (8.8)

Sij =
kel ()NC(5)

While generalizations of the clustering coefficient exists, it has been noted [86] that the

higher level analogues of the clustering coefficient are not really helpful in prediction.

8.5.2 Results

Given that there are thousands of nodes present in each network and thus millions of pos-
sible links between them, a prediction scheme which always predicts the non-existence

of a link will get high precision and recall. To avoid this problem we randomly sample
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from the pairs of instances of nodes for positive and negative samples until we have the
required number of examples, 60,000 in our case. We divide our data set into a training
period spanning from January 2006 to June 2006 and test period spanning from July
2006 to September 2006. Following [79] the link prediction task in these experiments is
defined as a machine learning problem where the binary classes are form-link and do-
not-form link. A positive example is an edge in the test period which does not appear in
the training period. A negative sample is an edge (with both of its nodes present in the
training period) which is present neither in the training period nor in the test period.
We used a total of 60,000 samples - with a maximum of 30,000 positive samples and the
negative samples making up the rest. For validation and comparison with our technique
we used six standard classification algorithms available in the popular machine learning
library WEKA [78]. The algorithms that were used are J48, JRip, AdaBoost, Bayes
Network, Nave Bayes and k-nearest neighbor, and 10-fold cross validation was used.
The problem of predicting across networks is non-trivial because participation of nodes
in graph does not imply that these node are going to participate in other networks.
This can be done by determining how much overlap there is between the various net-
works. For this purpose we computed the Adjacency Correlation, as defined by Clauset
and Eagle [49] which determine the correlation between the adjacency matrices of two

graphs.

(
J (@) ()
\/(ZiEN]- Ai,j )(ZiEN]‘ AiJ )

Where A(x) and A(y) are the adjacency matrices of the graph at Time x and at

time y,N(j) is the union of row elements which are non-zero in at least one of the two
matrices, j is the correlation for the row for the two graphs. The adjacency correlation
for the network is defined as the average of the adjacency correlation for all the rows
in the adjacency matrix. The adjacency correlation between the three networks is
given in Table The table indicates that there is very small overlap between the
three networks which could partially explain why we are getting poor results for our

predictors.

Table 8.3: Adjacency Correlation for the Networks



Housing | Mentoring | Trade

Housing 1 0.10056 0.00669

Mentoring 1 0.00492
Trade 1

Table 8.4: Jaccard’s Index for the Networks

Housing | Mentoring | Trade

Housing 1 0.34296 0.35019

Mentoring 1 0.55459
Trade 1
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The adjacency correlation values from table would seem to indicate that there is
very little overlap between the various networks in terms of participation of nodes from
one network to another network. The relationship between the networks is however
more complex than this. To illustrate this we computed the Jaccards Index for only the
nodes in the networks without considering the edges. The Jaccards index for the three
networks is given in Table From the table it is clear that there is a high degree of
overlap between the networks especially in case of the trade and the mentoring network
but from Table [8.3] we know that the adjacency correlation between these networks
is low which would imply that although the same types of nodes are participating in
these networks but in general they are not forming the same type of ties. This type of
information should be included in future approaches to this problem in order to improve
the results.

Results from Table to reveal that the proposed approach consistently per-
forms better than the other approaches. The two instances where the performance of
other approaches is comparable to the proposed approach is in the case where prediction
has to be done on the Trade network. The reason for this is that the trade network is
a very dense network which is evident from Table II which shows that there are more
than 1.7 million edges in the trade network, while in the other networks the number of

links are less than a hundred thousand. Thus many nodes which are picked at random
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are likely to form an edge if they are sufficiently close to one another. In the other

instances the proposed approach performs much better than other techniques.

Table 8.5: Housing to Mentoring

Technique || Positive | Negative | Precision | Recall | F-Score
J48 4108 55892 0.741 0.225 0.345
JRip 4108 55892 0.751 0.167 0.273
AdaBoost 4108 55892 0.834 0.162 0.271
NaiveBayes 4108 55892 0.248 0.343 0.288
BayesNet 4108 55892 0.354 0.426 0.387
KNN 4108 55892 0.288 0.146 0.193
MINTP 4108 55892 0.458 0.398 0.426

Table 8.6: Mentoring to Housing

Technique || Positive | Negative | Precision | Recall | F-Score
J48 2528 57472 0.696 0.284 0.404
JRip 2528 57472 0.667 0.313 0.426
AdaBoost 2528 57472 0.173 0.257 0.207
NaiveBayes 2528 57472 0.278 0.464 0.348
BayesNet 2528 57472 0.680 0.308 0.424
KNN 2528 57472 0.273 0.098 0.144
MINTP 2528 57472 0.581 0.398 0.472

Table 8.7: Mentoring to Trading

Technique || Positive | Negative | Precision | Recall | F-Score

J48 30001 29999 0.766 0.789 0.777
JRip 30001 29999 0.776 0.790 0.783
NaiveBayes 30001 29999 0.669 0.915 0.773
BayesNet 30001 29999 0.720 0.838 0.774

AdaBoost 30001 29999 0.790 0.746 0.767
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KNN 30001 29999 0.736 0.748 0.742
MINTP 30001 29999 0.767 0.790 0.778
Table 8.8: Trading to Mentoring
Technique || Positive | Negative | Precision | Recall | F-Score
J48 12740 47260 0.619 0.509 0.559
JRip 12740 47260 0.627 0.551 0.586
NaiveBayes 12740 47260 0.441 0.743 0.553
BayesNet 12740 47260 0.436 0.755 0.553
AdaBoost 12740 47260 0.593 0.563 0.578
KNN 12740 47260 0.545 0.483 0.512
MINTP 12740 47260 0.666 0.592 0.627
Table 8.9: Hosuing to Trade

Technique || Positive | Negative | Precision | Recall | F-Score
J48 30001 29999 0.790 0.821 0.805
NaiveBayes 30001 29999 0.743 0.874 0.803
BayesNet 30001 29999 0.737 0.865 0.796
AdaBoost 30001 29999 0.809 0.788 0.798
KNN 30001 29999 0.769 0.785 0.777
MINTP 30001 29999 0.785 0.796 0.790

Table 8.10: Tradign to Housing

Technique || Positive | Negative | Precision | Recall | F-Score
J48 2869 57131 0.587 0.137 0.222
JRip 2869 57131 0.538 0.131 0.211
NaiveBayes 2869 57131 0.205 0.453 0.282
BayesNet 2869 57131 0.202 0.628 0.306
AdaBoost 2869 57131 0.538 0.005 0.010
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KNN 2869 57131 0.363 0.163 0.225
MINTP 2869 57131 0.784 0.239 0.366

8.6 Conclusion

In this chapter a new link prediction problem, inter-network link prediction, was pro-
posed where the goal is to predict which links across multiple network are likely to
form. Thus if information is available about node attributes and edge information from
one network then one predict edges in another network where there is an overlap in
membership between the two networks. While there are a large number of techniques
for link prediction, these techniques seldom use knowledge from social science theories
on network evolution. Data from a Massively Multiplayer Online Role Playing Game
(MMORPG) EQ2 was used for experiments and validation. These networks are formed
by different social processes and thus different feature set are helpful in making predic-
tions in these networks. We then described a new technique which can be used for link
prediction across networks which employs insights from social science theories to make
predictions about links across networks. Specifically the MTML theory of Monge and
Contractor [131] was employed to make predictions about the existence or non-existence
of edges. Future work would involve extending the inter-network link prediction prob-
lem to include other characteristics of network and employ other datasets to test the

generalizability of the proposed approaches.
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Algorithm 3 MINTP Algorithm
Given: G4 with edgeset 4 and nodeset N4, Graph Gp with nodeset N4.

Task: Predict edges ep; € Ep,G 4 }29 Ep.
T=5={9g1,92, ., 9n} (Substructures associated with T)
begin: GP := (Np = NyNp, Ep = E4)
while A(Gp,Gp) < A(Gp,G4) do

remove:

epij := rand(EP),

epij = (n; — nj), Jea; = (n; — njy € Ea

add :

epij = (n, —>nj),ni S NA,TLj € Np

end while
fori=1—kdo
n; = rand(Np)
nj = rand(Np)
P = p(epij||c1, ca, ..., cn)
if Jey;; then
if P <7 then
remove: epj;
end if
if P <7 then
add: ep;;
end if
end if

end for
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Chapter 9

Trust and Item Recommendation

”The best way to find out if you can trust somebody is to trust them.”

- Ernest Hemmingway

9.1 Introduction

Recommendation of items and products is a well-studied problem [3]. Such recommen-
dations are usually made based on similarities between people for whom the recommen-
dation has to be made. Similarity can be computed in terms of the characteristics, past
preferences as well as the social networks of the people in the recommendation system.
With the rise of e-commerce in the last decade or so, recommendation systems have
become almost ubiquitous on e-commerce website. Notable examples of recommenda-
tions or recommendation systems integrated in well known websites include Amazon,
Epinions, Shoppero etc. Since many of these websites lack information about the social
network between the users they employ similarity information between the users to make
recommendations. In social networking websites like Facebook, recommendations can
be indirectly made by showing the users what their friends have liked or making ’sug-
gestions’ based on what their friends have liked. Even Twitter has a recommendation
feature to recommend what people to follow on twitter.

The problem of using social network information for making recommendations has
also been addressed in many contexts before [I78], [65]. The main advantage of using

the social network for recommendations is that not only does it reduce the search space

178



179
for users for which one has to compute similarity in order to make recommendations
but the people who are friends with one another are likely to have similar tastes in
products or services because of homophily in social networks [12§]. Thus social network
based approach not only reduce the computation time but are also likely to improve the
results of prediction.

While collaborative filtering and many social network based methods have been
employed in the past for successful prediction of recommendations, to the best of our
knowledge the problem of recommendation in multiple overlapping social networks (co-
extensive networks) has not been addressed to date. This problem can be described as
follows: Consider a scenario where a person participates in multiple social networks.
This is also reflective of human societies where any given person is usually part of
multiple social networks e.g., a person’s social network may consist of her family, her
friends, her co-workers, people with similar interests etc. If data about such multiple
social networks is available then these different social networks can be used to make
recommendations to the people in these networks. Given that different people have
different interests, the effectiveness of recommendations will depend upon the network
used.

In this chapter we thus address the problem of making recommendations in coexten-
sive social networks. We use data from a Massively Multiplayer Online Game (MMOG)
called EverQuest II to address this problem. MMOGs are virtual environments where
millions of players can simultaneously interact with one another. Well known examples
of MMOGs include World of Warcraft, Eve Online, Runescape, EverQuest etc. In such
games players can engage in various types of social activities e.g., players can group
together to accomplish tasks and missions, trade with one another, become part of a
virtual organization, explicitly specify trust for one another etc. The main contributions
and the goals of this chapter are two-fold: (i) Describe and study the problem of item
recommendations in a coextensive network setting. (ii) Given multiple social networks
determine information from which social networks are more effective for recommenda-
tions.

The rest of the chapter is organized as follows: In section 9.2 we discuss related
work, in section 9.3 we describe the various coextensive networks in MMOGs in general

and specifically in our data, section 9.4 discusses issues related to recommendations in



180
coextensive networks, a detailed description of the dataset and the results is given in
section 9.5, finally section 9.6 discuss the interpretation of the results, conclusion and

future work is given in section 9.7.

9.2 Related Work

There is a large body of literature on recommendation systems and making recommenda-
tions of items. Similarity based methods which look at similarities between participants
in the recommendation systems form the basis of some of the most common techniques
for making recommendation. The two most common techniques are k-nearest neighbors
[155] and collaborative filtering [I51]. The main idea behind collaborative filtering is
to make predictions regarding the interests of users given the likings of a large number
of other users. Social network information has also be used to make recommendation
[99], trust based networks have also been used [68],[L78]. The Netflix Prize [26] has also
spurred progress in this field by offering a prize of one million to a research team who
could improve upon Netflix’s own algorithm for predicting movie ratings by 10

Recommendation in recommendation systems are done on the basis of general opin-
ion and similarity between users. In other contexts, it may be necessary to give a
recommendation based on the opinion of an expert. SNA techniques have been exten-
sively used [I81] to identify people of influence who can provide the required expertise to
a person who seeks such an opinion [I03]. Combinations of social and information net-
works have also been employed in this context to identify experts for recommendation
purposes[I30]. An important issue in recommendations is evaluating the performance
of recommendation algorithms since in many contexts only a small number of recom-
mendations may translate into actual transactions. A detailed survey of the evaluation
literature is given by Herlocker et al [83]. Lastly scalability issue feature prominently
in recommendation systems especially in cases where there may be millions of people
in the recommendation systems and hundreds of thousands of products to recommend
[168].

Study of problem applications related Co-extensive Networks is relatively new [12]
mainly because of the unavailability of datasets in the past. Thus Ahmad et al [10]

explore the problem of predicting links from one social network given information about
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Table 9.1: Network characteristics of the coextensive networks in EQ2

Network N E Avg. Deg. | NCC | LCC1 | LCC2 | LCC3 diam.
Mentoring 32886 | 168416 10.242 83 | 32687 6 5 10 <d <30
Adversarial 44233 | 44233 127.159 23 | 44184 3 3 7<d<20
Trade 31285 | 1125362 71.943 16 | 36402 12 7 15 <d <30
Housing-Trust | 9834 11399 2.318 1851 | 2700 50 48 27

another social network in a Co-extensive network setting. The work of Huang and
Contractor [87] is most directly relevant our current work. While they do not have
coextensive networks in the same sense as in our datasets, they do construct the networks
in their study based on different types of social interactions and knowledge networks.
Additionally they link their observations and recommendation models to various social

science theories.

9.3 Coextensive Networks in MMOs

We use data from a massively multiplayer online game (MMO) called EverQuest II
(EQ2) developed by SOE which contains social network information about different
types of social relationships between the players. Each of these relationships is used to
build social networks which have overlapping node membership and overlapping edges.
Co-extensive networks can be represented in different ways e.g., they can be repre-
sented in the form of a Multi-graph or alternatively as separate graphs with overlapping
membership.

Additionally trade information in the form of what items were bought by which
players and from which sellers is also available. Two types of trade information is
available, one in the form of direct trade where players sell the items to one another
”directly” and another types of network where the players trade the items through
auction or from fixed vending locations (player houses) in the form of consignments.
These networks will be referred to as the Trade network and the Consignment network
respectively. We use the consignment network for prediction purposes. These various
types of social interactions which are used to construct the social networks within the

game are described as follows:
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e Trust: Trust is described in terms of explicitly granting trust access to another

player within the game to one’s virtual house within the game.

e Trade: Trade corresponds to virtual face to face trade between characters with
in the game. It should be emphasized that trade is not the same as consignment
within the game, although there is a large overlap in terms of players using both

the trade and the consignment mechanism to acquire items.

e Mentoring: A mentoring relationship is established within the game when a
player explicitly mentors another player within the game. Mentoring is a build-in

feature of the game and all mentor-apprentice instances are recorded in the game.

e Adversarial: An adversarial relationship refers to player vs. player combat
within the game which results in the death of one of the players. A social network

can thus e build based on ’who killed who.’

e Consignment: Indirect trade between the players which corresponds to the con-
signment of items. The main difference between trade and consignment is that
while consignment can be done without direct interaction between the players,

trade in EQ2 requires face to face interaction as illustrated in Figure [9.3

Figure 9.1: The Trade Feature in EverQuest 11

We also note that even though these networks have overlapping membership the

overlap between the edges is not very substantial Ahmad et al [I0]. The manner in
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which these networks evolve is also substantially different. Given the limitations in

space, we only show the visualizations for the evolution of two of the social networks,
one positive (Mentoring Network) in Figure and one negative in Figure

Figure 9.2: The Evolution of the Mentoring network over the course of 3 days; (a) Feb
21 (b) Feb 22 (c) Feb 23

Figure 9.3: The Evolution of the PvP network over the course of 3 days; (a) Feb 21 (b)
Feb 22 (c) Feb 23

9.4 Recommendation in Coextensive Networks

The main advantage of using social networks for making recommendations is that it
greatly reduces the search space for which similar users have to be discovered in order to
make recommendations and it also mitigates the problem of cold start recommendations.

The MMOG setting is however unique because unlike traditional settings e.g., FilmTrust
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or ePinions where the edges between the nodes correspond to some sort of trust between
them with respect to the quantity of interest, this is not the case in EQ2 since the various
types of interactions do not necessarily map onto the quantity of interest. We use the
consignment network instead of the trade network for prediction because while the
trade network can be described as a proper social network because there is face to face
interaction between the players in the trade network but this is not necessarily the case
for the consignment network. Thus we ignore the social network in the consignment
network and do not use it for prediction purposes.

The main advantage of using social networks for making recommendations is that it
greatly reduces the search space for which similar users have to be discovered in order to
make recommendations and it also mitigates the problem of cold start recommendations.
The MMOG setting is however unique because unlike traditional settings e.g., FilmTrust
or ePinions where the edges between the nodes correspond to some sort of trust between
them with respect to the quantity of interest, this is not the case in EQ2 since the various
types of interactions do not necessarily map onto the quantity of interest. We use the
consignment network instead of the trade network for prediction because while the
trade network can be described as a proper social network because there is face to face
interaction between the players in the trade network but this is not necessarily the case
for the consignment network. Thus we ignore the social network in the consignment

network and do not use it for prediction purposes.

9.5 Experiments

9.5.1 Dataset

As described previously we used data from Everquest II (EQ2) for our experiments. In
contrast to earlier studies on EverQuest II [8, 100, 0] which used data from a Player
vs. Environment (PvE) server called 'guk’, we use data from a Player vs. Player server
called ’Nagafen’ for these experiments. We use data from from February 2006 to June
2006 since this server became operational in February 2006.

The characteristics of the various networks are given in Table In the table NV
refers to the number of nodes, F refers to the number of edges, NCC is the number
of components, LCC1, LCC2, LCC3 refer to the first, second and the third largest
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connected components respectively. The table shows that some networks like the trade
and the adversarial network are highly dense as compared to the mentoring and the
trust network even though the network participation in terms of the nodes being part of
these networks is much less. Another thing to notice is that the overwhelming majority
(> 99%) of the nodes belong to the largest connected component in the case of the
largest networks.

There are also a number of issues with respect to data cleaning within the dataset
and many consignment transaction instances had to be removed. We remove all such
instances where it was not possible to link a player account with the corresponding player
character. Additionally we removed all cases where either the source or the destination
information for transactions was missing. Also all such cases where the buyer was a
gold farmer[I5] [100] were removedﬂ After all of these data cleaning steps we end up
with 25,870,200 unique consignment based transactions between the players.

We adopt a classification approach for making recommendations in our framework,
instead of using the more traditional approach where the predictions are made based on
collaborative filtering and the top items obtained from using similarity measures. We
divided our dataset into training period of February 2006 to May 2006 and test period
of June 2006. Given a randomly sampled item, a positive example is when a player who
had not bought the item in the training period bought the item in the test period. The
reason for this is that since we are interested in determining how the social network of
a player affects her decision to purchase an item, we do not consider the items which
were bought by the player previously. A negative example is when the item was not
bought by the player at all.

It should also be noted that there are certain items in the game which have a high
trading volume and which are traded frequently between the players. Interestingly some
of these items have a really high volume of being traded together or by the same set of
players over a short span of time. These items may bias the results of the predictions
and are thus removed from the dataset. An example of such a network of such items
is given in Figure In the figure an edge exists between two nodes if they trade

by two people. Thus this is a subset of the projection network[45] of the consignment

1 Gold farmers correspond to deviant players in MMORPGs who perform clandestine activities

within the game.
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Figure 9.4: Network of frequently traded items

network.

9.5.2 Featureset

The featureset that we use can be divided into three types of features: Ascribed Features
(Offline), Acquired Features (In-game) and Network based Features. These can be

described as follows:

Ascribed Features

These are the features that are derived from the characteristics of the player in the
real/offline world. These include age, gender, location and a counting function for each
of these features. If S; the set of most similar players to the player s; and a; is an
attribute of the player under consideration then the counting function can be defined
as follows:

qﬁ(az) = Z;-nb(sj'), 85 € SZ (9.1)
In a similar manner we also define an indicator function where the value of the
function is one if any of the similar players to that player has bought that item.

blag) = {1,3b(3j) =1,s5 € Si} 9.2)

0, otherwise

Acquired Characteristics Features:

These are the features that correspond to the in-game characteristics of the player
character. These are age of the character, gender of the character, level of the character,
activities count i.e., number of activities of a certain kind performed, number of monsters
killed, counting and the indicator function number of the items bought for the players

which have similar characteristics.

Network Based Features:

The network based featured are the features which are based on information from the

coextensive networks. These include number of friends in the network who bought the
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Table 9.2: Prediction results when all items are used

Approach | Network | Precision | Recall | F-Score
Random N 0.50 0.50 0.50
Ascribed N 0.27 0.06 0.09
Acquired N 0.80 0.40 0.53
Trust Y 0.43 0.19 0.26
Mentoring Y 0.41 0.20 0.27
Trade Y 0.66 0.29 0.40
Adversarial Y 0.83 0.40 0.54
Multi-Net Y 0.22 0.10 0.13

item, given the item of interest it(k) the fraction of total items bought by friends of
the person for whom the prediction has to be made, corresponding counting and the
indicator functions are also defined for this feature. Additionally the corresponding

functions are defined for FOAF (friend of a friend) of the player under consideration.

9.5.3 Results

For the prediction task 10,000 instances of recommendations for player-player-item in-
stances are constructed with equal number of positive and negative examples. We use
a set of standard classifiers (JRip, NaiveBayes, BayesNet, J48, Logistical Regression,
IBk, SMO, AdaBoost with J48) from the machine learning software package Weka [7§]
for the classification task. The results of the experiments for the best classifiers for the
various approaches are given in Table

The top three results are highlighted in the table which correspond to the Acquired
characteristics, Adversarial network characteristics and Random in that order. All the
techniques except the top three are network based. The results show that predictions
based on ascribed (real world) characteristics do quite poorly for the prediction task.
This is the case because there are a large number of players which may have similar
real world characteristics e.g., age, gender etc but their in-game characteristics may be
different. Additionally the network based approaches do not perform well and in fact

most of them perform worse than random. This was a surprising result as one of our
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initial hypothesis was that the network based approaches will perform well as they are
known to perform well in other domains.

Given the fact that the nature of interaction in the different networks is vastly
different from one another, a possible explanation is the poor results are indicative of
the fact that a friendship in one type of social interactions is not an indicative of trade
in another network. A surprising result is that the predictions based on the adversarial
network gives the best performance. In the context of the game dynamics the results
become less surprising because the players who are adversaries of one another are likely
to buy similar items e.g., in order to keep up with one another and to ensure that they
do not get left behind in an arms race between the players. These observations point to
the fact that a combination of acquired characteristic based and an adversarial network
based approach may obtain superior results.

We also make a distinction between frequently bought low-end items and between
rare items which have a low frequency of being bought. In reality there is a continuum
of items from the low end items to the high end items but for the sake of illustration
of different dynamics within the consignment network we use less frequently sold items
by gold farmers and consider them as high end items. We randomly cross checked a
list of such items with the official list of rare items from the EverQuest IT Wiki’] and
these items were found to be rare items. However we note that an exhaustive test to
determine if such items are rare or not was not performed given the resource constraints.
For determining the list of low end items we used the list of items which are associated
with crafting and do not require the use of Platinum or GoldE| within the game but
only required Silver.

We thus replicate the results from the previous set of experiments with the same
experimental set up but with the difference that we only consider the low-end items
in constructing our dataset for both the training and the test period. For these set of
experiments 3,000 instances were construed and the results are given in Table The
results indicate that the network based approaches perform much better as compared
to the general case. The ascribed characteristics based approach again does poorly

however. This improvement in results is possibly because pf the fact that if a friend

2 http://eq2.wikia.com/
3 Platinum, Gold and Silver correspond to in-game virtual currencies such that 10 Platinum = 100
Gold and 1 Gold = 100 Silver
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Table 9.3: Prediction results when only low-end items are used

Approach | Network | Precision | Recall | F-Score
Random N 0.50 0.50 0.50
Acscribed N 0.07 0.12 0.08
Acquired N 0.45 0.80 0.57
Trust Y 0.40 0.67 0.50
Mentoring Y 0.37 0.65 0.47
Trade Y 0.24 0.38 0.20
Adversarial Y 0.38 0.53 0.44
Multi-Net Y 0.47 0.49 0.53

buys a high end item item then that is a strong indicator that the person also buy
it. However the same applies for a foe since the predictions based on the adversarial
network also performs well. Another possibility is that there may be some leveling effect
in terms of a player’s friends being at a similar level and thus likely to be interested in
similar items. The Trade network based approach performs the worst however which is
surprising. We hypothesize that this is so because the kind of items which are being in
the consignment and the trade network may be different.

The experimental set up for the low-end items was similar to the experimental set
up for the previous two cases. For these experiments 3,000 instances were constructed
which were equally divided between positive and negative examples. In this case all
of the techniques significant improvement in results is obtained as compared to the
previous instances. The Trade network based approach performs the best in this case.
The hypothesis about different trading types from the low-end items thus makes sense.
Additionally there are many low-end items which are likely to be bought by a large
group of people especially who are involved in crafting activitief] and others which
are less likely so, this could be one of the reasons why all these techniques seem to be

doing well.

4 Crafting refers to a set of in-game activities in MMORPGs where the players collect raw items or
materials to create more advanced materials.
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Table 9.4: Prediction results when only high-end items are used

Approach | Network | Precision | Recall | F-Score
Random N 0.50 0.50 0.50
Acscribed N 0.50 0.59 0.54
Acquired N 0.62 0.67 0.65
Trust Y 0.55 0.63 0.58
Mentoring Y 0.64 0.74 0.69
Trade Y 0.67 0.80 0.73
Adversarial Y 0.65 0.76 0.70
Multi-Net Y 0.59 0.67 0.63

9.6 Discussion

The results of recommendation based on the various recommendation techniques indi-
cates that certain types of networks i.e., the trade network is more accurate in prediction
and recommendation of high priced valuable items while other networks like the men-
toring network are more accurate in terms of predicting low priced items. Another
surprising result is that the adversarial networks are in fact more useful in predicting
and recommending items as compared to friendly networks like the trust network or
the mentorig network. In the general case for prediction overall poor performance is
observed when predicting items.

The Adversarial network is surprisingly a good predictor for overall prediction as
well as for high end items but not for low end items. We think this is the case because
adversaries may buy similar items in order to keep up with one another in an arms race.
The trust network which represents the strongest type of friendship in the coextensive
networks but it is not as useful for prediction as one may expect beforehand. In other
domains one may expect to see the adversarial and the trust network to exhibit opposite
behaviors but this is not he case here. Given the encouraging results from the use of
the adversarial network, we note that a natural partitioning for the prediction of items
would be to divide them by player levels associated with the items since players at
certain levels within the game are more likely to buy and sell certain items as compared

to players at the other levels.
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9.7 Conclusions

The problem of recommendation has been addressed in a variety of contexts, in this
chapter we addressed this problem in the context of coextensive social networks which
are multiple social networks which have overlapping membership and are evolving in
time. In contrast to previous studies on EverQuest II we used data from an adversarial
environment or server (Player vs. Player) for our experiments since anecdotal evidence
from game play pointed us to the fact that players who are opponents may be biased
in terms of buying similar items to keep up with one another. The experimental results
in this chapter confirmed this observation.

Thus we considered the problem of recommendations in coextensive social networks
and compared the efficacy of different networks in the prediction task. The main result
was that the choice of network for prediction depends upon what type of items one has to
predict. In the general prediction task the various networks used were not very successful
in the prediction tasks but the in-game similarity based approach and the adversarial
network based approach seemed to perform better than the other approaches. Future
work involves replicating these results in different servers since those servers have a
different social environment. Additionally replicate results in the trade network as well.

In the future we plan to replicate the results in this study for other servers within
EverQuest II. Our hypothesis is that given that different servers correspond to differ-
ent social environments, trade patterns and consequently recommendation patterns will
vary as well. Additionally we also plan to link the performance of the various networks
for the recommendation tasks with various social science theories. The work of Huang
and Contractor [87] is the most relevant in this regard. In this chapter we have used
each network separately for our prediction purposes. We also plan to use various com-
binations of these coextensive networks and determine which of these combinations are
best in the prediction tasks. Another unexplored area for future research is the cold

start problem for recommendations.



Chapter 10

Trust, Social Capital and Success

Prediction

”But it does not seem that I can trust anyone,” said Frodo. Sam looked at him unhappily.
Tt all depends on what you want,” put in Merry. "You can trust us to stick with you
through thick and thin—to the bitter end. And you can trust us to keep any secret of
yours—closer than you keep it yourself. But you cannot trust us to let you face trouble

alone, and go off without a word. We are your friends, Frodo.” - J.R.R. Tolkien

10.1 Introduction

The main idea behind the theory of Social Capital is that social networks have value by
the virtue of a person’s position in the network. Given a social network consisting of
multiple actors, some actors can acquire certain advantages over other just because of
their position within a social network. Thus consider two social networks, one consisting
of people who are graphic artists and another group consisting of game developers. If
there is minimal overlap between the two groups i.e., one person overlap between these
two group then it is highly likely that that person and her immediate contacts would
be sites in the network where new innovations take place by virtue of the fact that she
controls the flow of information between the two groups.

There is a vast amount of literature in the social sciences which deals with the success

of people based on their social capital [34]. The main problem in creating predictive
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models of social capital is that not only is it difficult to operationalize social capital but
there are inherent difficulties in evaluating success in social settings. The domain of
gaming is one such domain where there are well defined methods for computing success.
We use data from a Massively Multiplayer Online (MMO) game called EverQuest II for
the experiments. The advantage of using an MMO for analysis is that it offers a ready
made way to compute success as compared to many offline studies where it is sometimes
difficult to compare given multiple measures and metrics of success. Prediction of success
in games and other competitive environments has mainly focused on the behavioral as
well as the performance data of the participants.

There are multiple ways to describe expertise and competence in such environments,
we use the approach adopted by [88]. In this chapter we take a novel approach where
instead of using a person’s previous performance or behavioral data we only use the
social network information to predict the relative success and failure of players. As a
baseline, we do use these two types of data for comparison in addition to using the
player characteristics for prediction. Additionally we use Ron Burt’s Network Con-
straint Index (NCI) and modify it to include temporal constraints with respect to the
changing network structure and modify it to describe how social ties can actually form
in bursts. Multiple social networks from the MMO are employed for analysis i.e., trust
network, mentoring network, trade network and the adversarial network. The results
from experiments show that the success of players and their leveling behavior can be
predicted with a high level of accuracy by using only the social network of the players

with the social capital inspired technique.

10.2 Related Work

There is an extensive body of work on social capital [34]. Study of the relationship
between associational life and connectedness has a long history and the idea of commu-
nity governance goes back all the way to at least Aristotle [32]. The work of Bourdieu
[31], Coleman[51] and Putnam [142] conceptualize three different but overlapping views
of social capital and their work is considered to be seminal in the field. Depending
upon which view of social capital is taken, social capital is operationalized differently.

Borgatti et al [30] give an overview of various metrics which have been used to measure
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social capital and it represents the state of the art in the subject. Even though social
capital talks about competitive advantage for the person who has high social capital, to
the best of our knowledge the theory of social capital has not really been used for pre-
dictive modeling. [120] is an exception in this regard but even in that case the authors
use it to predict event participation. They use various centrality measures as proxies
for social capital and use it to predict participation in future conferences. Since the
data for multiple submissions to the same conference which may have been rejected or
data about submissions to other conferences is not available it is difficult to ascertain
the relative success or failure of people.

Since the main goal of this chapter is to use social capital for predictive analysis, it is
also important to describe how success is measured in the relevant domain. Since MMOs
are goal oriented environments, the success in such environments is described in terms of
how well a player does within the game. Players progress in such games by accumulating
experience and thus progress in the game can be measured in terms of levels within the
game. Huffaker et al [88] propose two metrics for measuring success: Achievement and
Performance. The leveling aspects of the game are captured by achievement and the
performance aspects are captured by the player’s efficiency. In general excellence in

performance is demonstrated by a superior ability to complete a set of tasks [162].

10.3 Theory of Social Capital

Even though there is a massive literature on Social Capital in the Social Sciences [35][36],
there is not a single metric or even a set of standard agreed upon metrics which are used
across multiple domains and even multiple problems [36]. In most instances only proxies
are used for measuring social capital. In many cases, standard graph theoretic metrics
are used for measuring social capital [30] and the use of these metrics is usually problem
specific. The literature also identifies multiple ways to conceptualize different types of
social capital. In the network view of social capital two main types are recognized (i)
Bridging Social Capital (ii) Bonding Social Capital. The bridging social capital refers
to social capital accumulated by the virtue of such a position in a social network that
she acts a locus of connection between two or more parts of a social network. Bonding

social capital on the other hand refers to social capital which is gained by the virtue of
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being part of a tightly knit group where members of the group are strongly connected

with one another but weakly connected with people outside of the group.

10.3.1 Measuring Social Capital

As described previously there are multiple ways to measure social capital but we use the
Structural Holes framework of Ron Burt [36] to operationalize Social Capital by using
the Network Constraint Index. Given a node n; and n;, the network constraint value

of n; with respect to n; is given as follows.

¢ij = (PijSqPigpq;)” (10.1)

where ¢ # 0,7, pij = zij/Xq%iq, 2j =the strength of the connection between n; and
n;. If N; is the nodeset which consists of the neighbors of the node n; then the overall

network constraint index value for n; can be given as follows;
ci =X, m =[N (10.2)

The other aspect of measurement within the game is to have a standard metric to
assess the success of players. MMOs are goal oriented games where the goal can be
described in terms of leveling up, achieving some goals or finishing some tasks [196].
Success is defined in terms of how well a player does within the game and defined as

the number of levels completed divided by the length of the sessions of game.

Figure 10.1: Change in the value of Network Constraint Index in the Mentoring Network
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10.3.2 Temporal Aspects of Social Capital

Since the structure of social networks changes over time a person who may have some
social advantage one point in time may no longer have that advantage some time in the
future. The network constraint index is however a static measure and thus a person
who may have an advantage over others at a particular point in time as measured by
NCI may no longer have the same advantage as new edges form in the network. This
can be illustrated by Figure where node A on the left side of the evolving graph
is in a advantageous position with respect to other nodes in the network and serves as
a broker between two parts of the social network. Thus information from either side
of the networks must pass through this node. According to Equation this node
has a low value for the Network Constraint Index. Now consider the same graph at the
right side after some time where many more edges have been formed in the network
and the node A is no longer in the advantageous position that it was in previously.
Node A will have a much higher value for the Network Constraint Index and no longer
enjoys the advantages that it enjoyed previously. Thus the time at which social capital
is measured will be biased with respect to the current state of the network since the
temporal information regarding the structure of the network in its history is lost.Thus a
metric for measuring social capital should take into account how the network is changing
over time or the manner in which the network is constructed should be modified.

Another factor that must be taken into account is the fact that social ties may
decay over time. To illustrate that the value of the Network Constraint Index changes
over time, we propose a novel visualization technique for representing the Network
Constraint Index over time. Thus consider Figure which gives the visualization
of the values for the network constraint index for the entirety of the dataset and on a
weekly basis. Each entry or row on the y-axis corresponds to a player character and the
y-axis represents time. The colors in the visualization represent the value of the network
constraint index, the color spectrum from red to blue corresponds to high values to low
values. Thus red color corresponds to high values and blue colors represent low values.
Fach row in the visualization is thus a time series of the network constraint index of a
player character.

If we cluster the time series together then we get four distinct groups of time series

which correspond to four distinct types of how the network constraint indices evolve
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over time. This also implies that the manner in which the social capital evolves over
time is similar for a subsets of population in the network. This observation can be tied
to how groups of players may enjoy advantages within the game but also that these
advantages may increase or diminish similarly over the course of time for many of the
players. We use this observation as a basis to predict the success of the players. The
idea is that players with similar values for the network constraint indices with have

similar success rates over the course of time.

Figure 10.2: Decrease in the Brokerage value over time

Thus we modify how the network is constructed over time by introducing a decay
factor with respect to the edge weight. Thus if e;;(k) is an edge between a node n; and
n; at time k, the strength of the edge may decay by a factor « if it is not reinforced
during an iteration then the edge strength at time ¢; can be given as the function of the
edge strength in the previous iteration i.e., e;;(k) = ae;j(k — 1) and in the penultimate
iteration the edge strength is a function of the edge strength in the iteration previous

to that i.e., e;;(k — 1) = ae;;(k — 2) and so on and so forth. Combining the previous
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two equations we get e;;(k) = a?e;;(k —2) . This can be generalized as follows:
eij(k) =am. eij(k — m) (10.3)

However since the edge may actually be strengthened because of an interaction
between the two nodes, we also have to take into account the fact that a positive
interaction will reinforce the relationship between them. Thus Equation [10.2| can be

modified as follows:

eij(k) =a”-e;j(k —p),k—1<p<0 (10.4)

10.4 Experiments and Results

As described previously we use data from an MMOG called EverQuest 11 (EQ2) for
our experiments. We use coextensive social networks from this dataset. Coextensive
networks refer to social networks which have overlapping membership and are evolving
in time.We compute the metrics and indices described in the previous section on these
various networks in EQ2. The dataset that we use spans from February 2006 to April
2006. In this span of time there are 29,910 player characters who participated in the
network. The network characteristics of the various networks used are given in Table
10.1] Each of the networks corresponds to a different type of social relationship within
the game: Trust, Mentoring, Trade, Grouping and Consignment. The last entry in the
table i.e., Multi-Net refers to the union of all five networks above it. Previous work on
multiple networks in MMOG has shown that even though players may partake in over-
lapping social networks, they usually do not form the same types of social relationships
with other players [I0]. Thus for each network in isolation the values for social capital
would be different in different networks.

The metric for evaluating the performance is the average difference in the predicted
time and the observed time for a player leveling from level j to level j + 1. For com-
parison, we employ a number of methods which mainly look at the performance data
without considering the network data . Thus consider Table where Random pre-
dicts the time as a random interval between the minimum and the maximum time
observed for leveling for the subset of the population on which the prediction is based.

This subset would be different if the players in the Trust network are used vs using



Table 10.1: Networks from EQ2

Network N E Comps | LCC
Trust 8,774 11,467 1,140 3,726
Mentoring 13,090 39,936 213 12,572
Trade 18,5571 | 680,425 8 18,536
Grouping 23,838 | 1,094,935 | 1,131 | 21,184
Consignment | 18,561 681,094 9 18,539
Multi-Net 29,910 | 1,773,318 838 27,999
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Table 10.2: Prediction Results from the various techniques and networks

Technique Trust | Mentor. | Trade | Group. | Consign. | Multi-Net
Random 138.64 | 132.16 138.13 | 169.24 146.56 130.01
Average 149.88 | 133.44 | 167.57 | 161.08 139.27 137.51
Class Average 170.13 164.20 140.18 | 141.77 145.45 150.52
k-Most Similar 131.13 98.72 123.93 | 118.19 123.93 101.81
NCI Similar 121.70 94.41 131.74 | 129.25 131.01 103.42
NCI Decay Similar | 138.09 95.94 123.03 | 130.79 123.03 99.00
Cascade 132.49 91.16 122.07 | 112.30 111.89 97.54
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players in the Mentoring Network. Average refers to predicting the average time for the
players in that particular level as the predicted time. Class Average refers to predicting
the leveling time as the average time for the character class to which that particular
player character belongs to. K —most similar refers to the set of £ most similar players
for which the prediction has to be made. NCI similar makes the prediction based on
the similarity with players who have similar values for the network constraint index, the
same applies for the network constraint index as described in section 10.2. The Cascade
technique combines the NCI based techniques with the characteristics based techniques
to determine similarity.

The entries in Table correspond to the average time difference given in minutes
for leveling from level 1 to level 70 for the cases wherever the data was available for
prediction. The main thing to note here is that the techniques that seem to perform
well in most of the cases are the ones which are associated with the mentoring network.
The best results are the ones which are obtained by using the Cascade approach and
with the mentoring network. The results obtained for the Trade network and the con-
signment network are similar. That is mainly because there is a high degree of overlap
between these two networks. Thus after computing similarity, the set of players which
are returned for many of these techniques have a high degree of overlap in their mem-
bership as well. While the various techniques when combined with Multi-Net do not
perform the best with NCI, at least for NCI and k— most similar, second best results
are obtained. Based on this observation we conjecture that if better ways of combining

these networks are devised then the results can be improved further.

10.5 Conclusions

In this chapter we have considered the problem of computing social capital on differ-
ent co-extensive social networks. We used data from an MMO where it is possible to
unambiguously quantify success and compared network based methods with character-
istic similarity based methods for predicting success. The surprising result was that
the network based methods performed better than the other techniques. An unsolved
problem in this area is to combine information from different types of edges to get an

overall metric for social capital. Alternatively this problem can be formulated as the
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problem of computing social capital in multi-graphs. We seek to address these problems
in our future work. The current work shows thats it is possible to predict the success
of players based on social based network indices, Such techniques can perform better
than the more traditionally used player attributes based techniques. Future work in-
volves refining the network based indices for prediction and incorporating ideas related

to calculating network constraint in coextensive social networks.



Chapter 11

Conclusion

The literature on social trust abounds with respect to both breadth and depth of is-
sues discussed regarding trust but a unifying framework linking various network level
phenomenon to each other and to socio-cognitive theories of trust is missing. In the
current manuscript we have tried to bridge this gap by describing trust as a network
phenomenon and then describing trust at various levels of network granularity. Ad-
ditionally we have tried to link the various socio-cognitive theories from the MTML
framework. We believe that this framework not only helps unify many of the strands
which have already been explored in the literature but it can also be use as a guide to
future research.

A number of related problems were explored in this thesis, the underlying theme with
respect to these problems is examining trust as a multi-level network phenomenon in the
context of different social environments and with respect to different social interactions
e.g., mentoring, trade, clandestine behaviors etc. Trust in complex environments is a
phenomenon which is just beginning to be explored. The main reason for this is that
the datasets which could be used to answer this question are only now beginning to be
available to researchers. Thus it is hoped that further research in this area will be able
to elucidate some of the questions that were raised in this thesis and will be able to

answer them to a greater extent.
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