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OBJECTIVE

The use of spatially-based methods and algorithms in
epidemiology and surveillance presents privacy chal-
lenges for researchers and public health agencies.
We describe a novel method for anonymizing indi-
viduals in public health datasets, by transposing their
spatial locations through a process informed by the
underlying population density. Further, we measure
the impact of blurring patient locations on detection
of spatial clustering as measured by the SaTScan
purely-spatial Bernoulli scanning statistic.

BACKGROUND

There is an inherent tension between needing precise
patient locations to accurately detect an outbreak and
the need to protect patient privacy. Case locations
that are identified using home address or a portion of
that address, such as the zip code or census tract, in-
crease the risk of breaching patient confidentiality.

We describe a spatial anonymization method based
on skewing precise geocoded case locations using
knowledge of local population characteristics. Mask-
ing the identity of an individual in a densely popu-
lated urban area, for example, does not require as
great a skew as one in a sparsely populated rural set-
ting.
METHODS

Cases were emergency department (ED) visits for
respiratory illness. Baseline ED visit data were in-
jected with artificially-created clusters ranging in
magnitude, shape, and location. Degree of anonymi-
zation is defined in terms of k-anonymity[1] — where
each patient is not identifiable among k other pa-
tients. To achieve a particular k-anonymity value in a
given dataset including both high- and low-
population density areas, the distance that each pa-
tient is moved should be inversely related to the local
population density. Thus, patients in rural areas are
moved a greater distance than those in cities. Addi-
tionally, age-based adjustments were integrated to
compensate for spatial age-group population density
variations.

Optimally, individual points will be skewed by a
minimal distance to obscure identity, while preserv-
ing spatial information. Dataset blurring used a ran-
domized Gaussian probability distribution function to
allow most cases to be moved a small distance.
Datasets were anonymized at ten different levels of
spatial blurring. The sensitivity and specificity of
cluster case detection using the SaTScan purely-
spatial Bernoulli scanning statistic (p-value <= 0.05)
were calculated.

RESULTS

The anonymization algorithm produced skew of
cases which resulted high values of dataset k-
anonymity. De-identification that moves points an
average distance of 0.25km lowers the spatial cluster-
ing detection sensitivity by less than 4%, and lowers
the spatial cluster specificity less than 1%. As the
average dataset distance from original point in-
creases, the percentage of points that do not achieve a
given k-anonymity value decreases. In this example,
it is possible to calculate that a k-anonymity value of
20 has been reached in 99% of all patients in a sam-
ple dataset when the average distance to original
point is 0.25km.
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Figure 1 — Average Cluster Sensitivity/Specificity vs. Average
Distance to Original Point [Average Distance Increases as Ano-
nymization Level Increases]: The average sensitivity and specific-
ity of spatial detection (using SaTScan Bernoulli Spatial Model
with p-value <= 0.05) of artificially-injected clusters of patients is
displayed with respect to the average distance that patients in a de-
identified dataset are moved with respect to their original home
addresses. Sensitivity and specificity are calculated using cases
from the cluster and control data.

CONCLUSIONS

A population-density based Gaussian spatial blurring
method markedly decreases the ability to identify
individuals in a dataset while only slightly decreasing
the performance of a standardly-used outbreak detec-
tion tool. These findings suggest new approaches to
anonymizing data used in spatial epidemiology and
surveillance.
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