Case 1: George and the Jet (Honesty)
George Babbage is an experienced software developer working for Acme Software Company. Mr. Babbage is now working on a project for the U.S. Department of Defense, testing the software used in controlling an experimental jet fighter. George is the quality control manager for the software. Early simulation testing revealed that, under certain conditions, instabilities would arise that could cause the plane to crash. The software was patched to eliminate the specific problems uncovered by the tests. After these repairs, the software passed all the simulation tests. George is not convinced that the software is safe. He is worried that the problems uncovered by the simulation testing were symptomatic of a design flaw that could only be eliminated by an extensive redesign of the software. He is convinced that the patch that was applied to remedy the specific tests in the simulation did not address the underlying problem. But, when George brings his concerns to his superiors, they assure him that the problem has been resolved. They further inform George that any major redesign effort would introduce unacceptable delays, resulting in costly penalties to the company. 

There is a great deal of pressure on George to sign off on the system and to allow it to be flight-tested. It has even been hinted that, if he persists in delaying the system, he will be fired. What should George do next?

(Adapted from Gotterbarn and Miller, "Computer Ethics in the Undergraduate Curriculum", 2004)



Case 2: ToyTime's Security (Responsibility)
Leikessa Jones owns her own consulting business, and has several people working for her. Leikessa is currently designing a database management system for the personnel office of ToyTimeInc, a mid-sized company that makes toys. Leikessa has involved ToyTimeInc management in the design process from the start of the project. It is now time to decide about the kind and degree of security to build into the system. 

Leikessa has described several options to the client. The client has decided to opt for the least secure system because the system is going to cost more than was initially planned, and the least secure option is the cheapest security option. Leikessa knows that the database includes sensitive information, such as performance evaluations, medical records, and salaries. With weak security, she fears that enterprising ToyTimeInc employees will be able to easily access this sensitive data. Furthermore, she fears that the system will be an easy target for external hackers. Leikessa feels strongly that the system should be more secure than it would be if the least secure option is selected.

Ms. Jones has tried to explain the risks to ToyTimeInc, but the CEO, the CIO, and the Director of Personnel are all convinced that the cheapest security is what they want. Should Jones refuse to build the system with the least secure option?
(Adapted from Gotterbarn and Miller, "Computer Ethics in the Undergraduate Curriculum", 2004)
Case 3: The Best Choice for the Job (Conflicts of Interest)
Juan Rodriguez is a private consultant who advises small businesses about their computer needs. Juan examines a company's operations, evaluates their automation needs, and recommends hardware and software to meet those needs. 

Recently, Juan was hired by a small, private hospital interested in upgrading their system for patient records and accounting. The hospital had already solicited proposals for upgrading the system, and hired Juan to evaluate the proposals they'd received. Juan carefully examined the proposals on the basis of the systems proposed, the experience of the companies that bid, and the costs and benefits of each proposal. He concluded that Tri-Star Systems had proposed the best system for the hospital, and he recommended that the hospital should buy the Tri-Star system. He included a detailed explanation for why he thought the Tri-Star bid was the best.

Juan did not reveal to the hospital that he is a silent partner (a co-owner) in Tri-Star Systems. Was Juan's behavior unethical? We will assume for our discussion that Juan evaluated the bids in good faith, and sincerely believed that Tri-Star had given the best bid.
(Adapted from Gotterbarn and Miller, "Computer Ethics in the Undergraduate Curriculum", 2004)



Case 4: Intersections (Balance)
Alison Turner, a highway safety engineer, has to prioritize projects in a county with diverse traffic patterns. She considers two intersections that need safety improvements. One is an urban intersection that handles about 2400 cars per day. The other is a rural intersection that handles about 600 cars per day. The annual number of fatal accidents at each intersection is virtually identical (approximately 2), but the number of minor injury accidents and the amount of property damage at the urban intersection are substantially greater. There is just enough money left in this year's budget to improve one of the intersections. The result of the improvement at either intersection will be to cut the number of annual fatalities roughly in half. There will be a significant reduction in minor injury accidents and property damage if the improvement is made at the urban intersection.

To which improvement should Alison give priority? There may not be any room in the budget to improve the other intersection in the future.
(Adapted from Pritchard, "Teaching Engineering Ethics", 1992)

Case 5: Dinner (Professionalism & Discrimination)

Jack Strong is seated between Tom Evans and Judy Hanson at a dinner meeting of a local industrial engineering society. Jack and Judy have an extended discussion of a variety of concerns, some of which are related to their common engineering interests. At the conclusion of the dinner, Jack turns to Tom, smiles and says, "I'm sorry not to have talked with you more tonight, but she's better looking than you."
As a younger engineer, Judy is anxious to be recognized first and foremost as a good engineer. She is well aware of the stereotypical view that women are not as well suited for engineering as men. She did not often encounter open manifestations of this attitude while in college. More than 20% of her engineering classmates were women, the faculty were supportive, the male students did not make her feel she had chosen the wrong profession, and she graduated near the top of her class. However, matters quickly changed on her first job. She found that she was the only woman engineer in her division. Now, even after a year on the job, it seems she has to struggle to get others to take her ideas seriously. So, she enjoyed "talking shop" with Jack at the dinner. But she was stunned by his remark to Tom, however innocently it may have been intended. Suddenly she saw the conversation in a very different light. Once again she sensed that she was not being taken seriously as an engineer.
Was Jack's remark appropriate? How should Judy respond? How should Tom? 

(Adapted from Pritchard, "Teaching Engineering Ethics", 1992)


