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Objective: In this tutorial, you will learn how to Connect Raspberry Pi to the Azure loT
services.

Required Setup: Connect GrovePi+ board to RPi and have all GrovePi+ libraries installed.
Parts: RPi 3B+
Part A: Install / Upgrade Node-RED on RPi

Step 1. Click on the following link to create a free Microsoft Azure account:
hitps://azure.microsoft.com/en-us/. Then Click on ‘Start Free’. After that Click on ‘Start
free’ again.

Your vision. Your cloud.

Productive Hybrid Intelligent Trusted

Step 2. The browser will prompt a sign-in portal for a Microsoft account. If you have one,
go ahead and sign in; if you don't, click on ‘Create one!’ and follow the step to create
a Microsoft account. It's highly recommended that you use your school/organization
email to sign up the account. After you eventually sign in with your Microsoft account,
you will be prompted to fill up a few more information.

Azure free account sign up

Start with a $200 credit for 30 days, and keep going for free

1 About you
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Step 3. Then check the box and click on the ‘sign up’ button.

Step 4. You should be getting a verification/confirmation email. Now you are able to log
in with your account you just created. (Notice, there might be some follow-up emails
about offering lectures of Azure. You will be provided enough materials to keep you on
the track of this course.) Now you should see this portal.

Azure mobile app

Step 5. Click on ‘+Create aresource’, then search “loT hub”. Choose the first thing from
the list. Click ‘create’ and you should see the similar screen as following.
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Step 6. For resource group, click on ‘Create new’. Then put ‘test-group’ as Name. Next,
pick any name as your loT hub Name (Noticed, the name must be globally unique).

Leave other as they are initially. Click on ‘Next: Size and scale’, [ Next Size and scale »

* Subscription @ Free Trial ~

* Resource Group @ (Mew) test-group ~
Create new

* Regicn @ West US hd

* 1oT Hub Name @ Name vour loT Hub

Step 7. On the next screen, simply click ‘Review + create’ button on the bottom.

Step 8. Click ‘Create’ on the bottom of this page again. It might take a while to
complete the deployment.

Basics  Size and scale  Review + create
BASICS

Free Trial
test-group
West US

testnumberl-hub

g1

tz i 1
400,000
25.00 USD
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Step 9. When it's completed, you will see the following in the nofification. Click on ‘Go o
resource’.

o Deployment succeeded

Deployment '"Microsoft.lotHub-2815512" to resource group ‘test-group’ was
successful,

a few seconds ago

Step 10. Choose ‘Shared access policies’ in the settings from the loT-hub panel. Select
‘iothubowner’.

¥ lags M Search to filter items...
Events PoLICY PERMISSIONS

Settings iothubowner registry write, service connect, device connect
Shared access policies service service connect

Pricing and scale device device connect

B} Operations monitorin
pere g registryRead registry read

Step 11. From the panel and under ‘Shared access keys’, copy the Connection string-
primary key to use later.

Shared access keys

Primary key @
P&CrATGDYPmBOTIWAsGTXiyxno+ CcM...

Secondary key @
d58tbal0z00zLOwhXpYg3edThWm+3...

{ Connection string—primary key @

|| HostName=testnumberl-hub.azure-de...

Tannechion string—secondary B2y @

HostMame=testnumberl-hub.azure-de...

.

Step 12. Now we need to continue to set up a new device in the 10T hub. Choose ‘loT devices'
in the ‘Explorers’ from the loT-hub menu.

Explorers

B Query explorer

B [oT devices

Step 13. Click ‘+Add’ to register a new device. You should see the following page. Put
‘myRaspberryPi’ in the Device ID and click ‘Save’.
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,_“.;‘ Create a device O
k

J Find Certified for Azure loT devices in the Device Catalog
* Device ID @

Authentication type @

gttt .50 Self-Signed | X509 CA Signed

. Li]
Enter your primary ke
. [i]
Enter your secondary k

Auto-generate keys @

Connect thiz device to an loT hub @

Parent device (Preview) @

No parent device

| Set a parent device |

Step 14. After the new device is created, open the device from the list in the panel. Copy the
Connection string (primary key) to use later.

= Message to device  4/* Direct method = Device twin + Add module identity G' Regenerate keys c) Refresh

Device Id @
myRaspberryPi

Primary key @

cpCSVoejiGiVrNtTabrvCO22y 2ykQFyssDb+sVKX2zU =
| cpCSVoejiGiVriNtTabrVCO22y2yk(FyssDb+sVKX2zU= i

Secondary key @

200uEDIvQ6UTzFI6aXwTvwothgnnili8HgGPRbh3LAY =

Connection string (primary key) @

HostName=testhumber1-hub.azure-devices.net;Deviceld=myRaspbemyPi;SharedAccessKey=cpCSVoejiGiVrNtTabrvCO22y 2ykQFyssDb + sVKX2zU =

Connection string (secondary key) @

HostName=testnumber1-hub.azure-devices.net;Deviceld=myRaspbemyPi;SharedAccessKey=200uEDIvQ6UTzFIGaXwTwwothgnniliSBHg6PRbh3 LAY =

Step 15. Now we are done with the Azure 10T hub set up. Let's set up our Raspberry Pi. Open the
terminal, then run the following command to install the Azure 10T hub device SDK.

pip install azure-iothub-device-client
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Step 16. Run the following command to update your raspberry Pi and libraries. Enter 'y’ if
anything prompts.

sudo apt-get update
sudo apt-get upgrade
sudo apt-get install libboost-all-dev

Step 17. Create an empty python script using Thonny. Copy paste all the code from
‘starter_sample.py’ to it. You need to change the ‘Connection string’ variable to your
connection string in the code. After running it, you should see the following output.
=
Hassage transmitted to IoT Hub

confirmation received for message with result = oK

Step 18. Login to the Azure portal and click on the loT hub on the home page.

Microsoft Azure A Search resources, services, and docs -
«

@ chooseyour defaitview  (8) Home () Dashboard [

Create a resource

4+ Home Azure services Gesall (+100)
8| Dashboard - ;
@ 3]
= N C) B <
All services
Virtual Storage App Services SQL databases Azure Database  Azure Cosmos Kubernetes Function Apps
* FAVORITES machines accounts for PostgreSQL DB services

i oan
= s Make the most out of Azure

¢ Resource groups

& App services & 2 5
% Function Apps
= sqL databa

ses Learn Azure with free online Meniter your apps and Secure your apps and Optimize performance,
& Azure Cosmos DB courses by Microsoft infrastructure infrastructure reliability, security, and costs
M vi i Microsoft Learn 5 Azure Monitar Security Center Azure Advisor
% virtual machines Y

. Load balancers

B8 storage accounts Recent resources  See all your recent resources See all your resources

- Virtual networks NAME TYPE LAST VIEWED
. Azure Active Directory :f-:' testnumberi-hub loT Hub Sat 320 PM
. Meonitor

& advisor

@ seaurity Center

© cost Management + Billing

2 Help + support

Step 19. Scroll down IoT hub Overview. You will see a change in ‘Device to cloud messages’
usage. (You might wonder where 1o see the sent message. You need to do a message routing
to pass the message to a storage location to be able to see it. Since this example is just to show
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case, we are not going to show the whole process here.) Congratulations! You just sent a
message to the Azure |oT hub from your Raspberry Pi.

Congratulations! You have now successfully completed connecting your Raspberry Pi to
the Azure |OT services!
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