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America the Vulnerable

Stepben E. Flynn

THE UNGUARDED HOMELAND

H.,_, IS PAINFUL to recall that, prior to September 11, Washington’s
singular preoccupation when it came to protecting the U.S. homeland
was national missile defense. That urgency about guarding the
United States from a potential missile attack now stands in stark
contrast to the government’s complacency about policing America’s
.:mbmwoﬁmao: networks and land and sea borders. On September 10,
Just over 300 U.S. Border Patrol agents supported by a single analyst
were assigned the job of detecting and intercepting illegal border
crossings along the entire vast 4,000-mile land and water border with
Canada. Meanwhile, after a decade of budgetary neglect, the U.S.
Coast Guard, tasked with maintaining port security and patrolling
95,000 miles of shoreline, was forced to reduce its ranks to the
r.us&wn level since 1964 and to cannibalize its decades-old cutters and
aircraft for spare parts to keep others operational. While debates over
the merits of new missile-intercept technologies made headlines, the
fact that America’s terrestrial and maritime front doors were wide
open did not rate even a brief mention.

Until the World Trade Center towers were reduced to rubble and
the Pentagon was slashed open, most Americans, along with their
government, were clearly in denial about their cxposure to a terrorist
attack on their own soil. Oceans to the east and west and friendly
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continental neighbors to the north and south had always offered a
healthy measure of protection. And Americans have generally
disapproved of extensive efforts at domestic security. They were
willing to staff and bankroll the defense and intelligence communities
to contain the Soviet Union and to deal with conflicts “over there,” but
the quid pro quo was supposed to allow civilians at home to enjoy the
full extent of their accustomed freedoms.

As Americans now contemplate the road ahead, they need to accept
three unpleasant facts. First, there will continue to be anti-American
terrorists with global reach for the foreseeable future. Second, these ter-
rorists will have access to the means—including chemical and biological
weapons—to carry out catastrophic attacks on U.S. soil. And third,
the economic and societal disruption created by both the September
11 attacks and the subsequent anthrax mailings will provide grist for
the terrorist mill. Future terrorists bent on challenging U.S. power
will draw inspiration from the seeming ease with which the United
States can be attacked, and they will be encouraged by the mounting
costs to the U.S. economy and the public psyche exacted by the hasty,
ham-handed efforts to restore security.

- STOPPING THE PENDULUM

THE caMPAIGN in Afghanistan has commanded the bulk of the wak-
ing moments of the senior leadership at the White House, the Pentagon,
and the State Department. But at the end of the day, even if all goes
well in this fight, only the terrorists of the moment will have been
defeated. Places will always exist for terrorists to hide, especially
before they have committed large-scale atrocities, and new adversaries
will eventually arise to fill the shoes of those who have perished. As
with the war on drugs, “going to the source” is seductive in principle
but illusive in practice.

Focusing exclusively on the current terrorist hunt, moreover, takes
precious time and political capital away from confronting perhaps
the most serious danger emanating from the September 11 attacks: the
exposure of the soft underbelly of globalization. The very same
system that fueled the glory days of the 199os—the openness of the
U.S. economy to the world, which helped spawn unparalleled
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growth—also increased America’s vulnerability. For years U.S. policy-
makers, trade negotiators, and business leaders have operated on the
naive assumption that there was no downside ro building frictionless
global networks of international trade and travel. “Facilitation” was
the order of the day. Inspectors and agents with responsibility for
policing the flows of people and goods passing through those net-
works were seen as nuisances at best—and at worst, as barriers to
competitiveness who should be marginalized, privatized, or eliminated
wherever possible.

By the afternoon of September 11, however, the pendulum had
swung the other way. The attackers had hijacked four domestic airliners.
Federal authorities nevertheless immediately ordered the closing of
U.S. airspace to all flights, both foreign and domestic, shut down the
nation’s major seaports, and slowed truck, car, and pedestrian traffic
across the land borders with Canada and Mexico to a trickle. This
draconian response reflected an appropriate lack of confidence in the
routine measures used for filtering the dangerous from the benign in
the cross-border flows of people, cargo, and conveyances. Nineteen
men wielding box-cutters ended up accomplishing what no adversary
of the world’s sole superpower could ever have aspired to: a successful
blockade of the U.S, economy.

Luckily, an alternative exists between maintaining trade and travel
lanes so open that they practically invite terrorists to do thei worst,
and turning off the global transportation spigot whenever a terrorist
attack occurs or a credible threat of one arises. It is possible to keep
global commerce fowing while still putting in place systems that
reduce risk. But the first step has to be an acknowledgment that we
have been sold a bill of goods by the purveyors of a “less-is-moge”
approach to managing globalization. Global integration will be
sustainable, we now know;, only if systems for regulating and policing
it keep improving as well.

Governments around the world that share an interest in sustaining
the free flow of people, goods, capital, and ideas must be encouraged
to develop and enact common preventive and protective measures to
facilitate legitimate cross-border movements while stopping illegitimate
and dangerous ones. Washington has the leverage necessary to gain
support for such a process, since all roads lead to and from U.S. markets.
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It must now put that leverage to good use- Most of the owners,
operators, and users of the global nam:m@op.ﬁmco:,:ng.oﬂwm are in the
private sector, however, and they must also vn nsrmﬂn_ in any effort to
enhance security and controls. The result will be an imperfect system
but one that will do a much better job at controlling the risks and
consequences of catastrophic terrorist attacks than do the arrangements

prevailing now.

THE SHIPPING NEWS

THe worLD was understandably shocked by the carnage and the
audacity of the September 1 attacks. But the mmﬂnnBu.% may have
been almost as distressing. Americans who had felt _:émzmamzm
discovered that their government had been lax in mnﬂ.nczzm and
intercepting terrorists alighting on U.S. shores. @._mmm_samm about
border control and transport-security measures quickly spread to
include many of the systems that underpin the U.S. economy m,.:&
daily life. Suddenly guards were being posted at water reservoirs,
power plants, and bridges and tunnels. Maps of o*_ m:w_ gas lines were
removed from the Internet. In Boston, a ship carrying liquefied natural
gas, an important source of fuel for heating New m:mﬁm:m homes, was
forbidden to enter the harbor because local fire officials feared that, if
targeted by a terrorist, it would create a destructive bomb that could
lay low much of the city’s densely populated Swﬂnamo:ﬁ Anattack on
a driver by a knife-wielding lunatic on a Eoﬂam&o‘zba O_‘ov&oc.:a
bus led to the immediate cessation of the entire national bus service
and the closing of the Port Authority Bus Terminal in New York City.
Agricultural crop-dusting planes were m\.no_,.EmQ.m out of concern that
they could be used to spread chemical or biological agents. .
As Americans continue their ad hoc post-September 11 domestic
security survey, they will likely be horrified by s&m.n they ms&‘ The
competitiveness of the U.S. economy and the quality of life of the
American people rest on critical w:mamm.ﬁacnncnm that has become
increasingly more concentrated, more interconnected, and more
sophisticated. Almost entirely privately owned and operated, the system
has very little redundancy. But most of the Ed@nﬁ E.EF telecom-
munications, power, water supply, and transportation infrastructure
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on U.S. territory lies unprotected or is equipped with security sufficient
to deter only amateur vandals, thieves, or hackers. For terrorists interested
in causing mass disruption, these vulnerable networks present extremely
attractive targets.

The problem, however, is not just that the United States offers an
almost limitless menu of enticing targets. It is that the existing

on avirtually endless
menu of attractive Given the limited staff and tools border
targets for terrorists.

border-management architecture provides

The U.S. economy rests o credible means for denying foreign ter-

rorists and their weapons entry into the
United States to get access to these targets.

inspectors have to accomplish their mission,
they face horrific odds. In 2000 alone, 489 mil-
lion people, 127 million passenger vehicles,
1.6 million maritime containers, 11.5 million trucks, 2.2 million rail-
road cars, 829,000 planes, and 211,000 vessels passed through U.S.
border inspection systems. And the majority of this traffic was con-
centrated in just a handful of ports and border crossings. One-third
of all the trucks that enter the United States annually, for example,
traverse just four international bridges between the province of
Ontario and the states of Michigan and New York.

The rule of thumb in the border-inspection business is that it takes
five inspectors three hours to conduct a thorough physical inspection
of a loaded 40-foot container or an 18-wheel truck. Even with the
assistance of new high-tech sensors, inspectors have nowhere near
the time, space, or personnel to inspect all the cargo arriving. A case
in point is the Ambassador Bridge between Detroit, Michigan, and
Windsor, Ontario. There, at the world’s busiest commercial land-border
crossing, nearly 5,000 trucks entered the United States each day in
2000. With only 8 primary inspection lanes and a parking Iot that can
hold just 9o tractor-trailers at a time for secondary or tertiary inspec-
tions, U.S. Customs officers must average no more than two minutes
per truck. If they fall behind, the parking lot fills, trucks back up onto
the bridge, and the resulting pileup virtually closes the border, gener-
ating roadway chaos throughout metropolitan Windsor and Detroit.

"The loads these trucks carry are mostly low-risk shipments of auto
parts and materials, but a substantial amount of the cross-border
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No entry? Shipping containers in transit

cargo with Canada originates overseas. One half of the one BwEo.:
containers arriving in the Port of Montréal each year, for instance, is
destined for the northeastern or midwestern United States. In trying
to figure out whether these containers might pose a risk, Canadian
inspectors have little to go by. The cargo manifest ?owﬁm_nw only the
sketchiest of details about a container’s contents and in many cases
includes no information about the original sender or the ultimate
customer. To get more information, inspectors must engage in the
labor-intensive and time-consuming act of tracking down shipping
intermediaries, who are often difficult to reach.

Moreover, whether a container arrives in the United States throu gh
Canada or directly from Europe or Asia, it is unlikely to be G&menm
when it first arrives on U.S. soil. The U.S. Customs Service inspection
system is built around clearing cargo not at its arrival port but at its
final destination (confusingly known as the “port of entry,” referring
to the point at which goods enter the U.S. economy). Orw.nmmo. for
example, is the nation’s fourth-largest port of entry. .Pm importer
operating there can count on Customs officers’ never reviewing the
cargo manifest until after a container has reached the city itself, even
though the shipment may have actually entered the United States
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through Los Angeles, Miami, or the St. Lawrence Seaway. Further-
more, the importer has up to 30 days to transport cargo from its arrival
port to its port of entry. At any given time, therefore, U.S. authorities
are not in a position to verify the contents or senders of thousands of
multi-ton containers traveling on trucks, trains, or barges on U.S.
roads, rails, and waterways through America’s heartland.

MALIGN NEGLECT

Tue REMARKABLE ADVANCES in U.S. economic competitiveness
over the last decade are rooted in the very openness and efficiency that
have permitted people and commerce to flow so readily within and
across U.S. borders. Modern businesses have capitalized on improve-
ments in the timeliness and reliability of transport by constructing
global assembly lincs centered around outsourcing contracts, At the
same time, managers have squeezed inventory stocks to reduce overhead
costs. Traditionally, companies could ensure their ability to meet
customers’ demands by relying on internal production or well-
stocked shelves. The advent of “Just-in-time” delivery systems, how-
ever, has lowered the need to carry such insurance and has allowed
corporations such as Wal-Mart to become enormously profitable.
Not surprisingly, many private-sector actors have not been fans of
the administrative and inspection work of regulatory and enforcement
officials charged with overseeing the people, conveyances, and cargo
arriving at U.S. borders or moving through global transport net-
works. The pervasive view among many in the private sector has been
that more inspectors mean more inspections, which translates into
slower shipments. Accordingly, the growth in the volume and velocity
of cross-border trade has generated little political support for a com-
mensurate growth in the staffing, training, and equipping of the
agencies responsible for providing security. Instead, those agencies
have been starved of personnel, forced to work with obsolete data-
management systems, and even, thanks to congressional pressure,
subjected to performance sanctions if they disrupt the flow of
commerce by making anything more than token random spot-checks.
Even as U.S. trade with Canada climbed from $116.3 billion in
1985 to $404.8 billion in 2000, for example, the number of Customs
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inspectors assigned to the northern border decreased by roughly one-
quarter. Prior to September 11, half of the primary inspection booths
at the border crossings in the states of Washington, Montana, North
Dakota, Minnesota, Michigan, New York, Vermont, and Maine
routinely remained closed because no one was there to staff them.

And those inspectors working the booths that
were open were evaluated in part by how
well they met “facilitation” performance
standards designed to reduce waiting times.

The world may be well into the elec- managed to dodge
tronic age, but the U.S. Customs Service is he terrorism bulle
still struggling with paper-based systems. the terrorism buller
For years its proposed Automated Com- for so long.
mercial Environment and International
‘Trade Data System projects have run aground on the twin shoals of
flat federal budgets and industry disputes over the timing, format,
and quantity of commercial data to provide to Customs in advance.
It was only in April 2001 that the Customs Service received the seed
money to get started on these projects, which it projects will take years
to develop and implement. In the interim, inspectors will have to rely
on only the bluntest of data-management tools.

If the data-management and data-mining situation is grim for
Customs, it is even grimmer for other front-line agencies such as the
Coast Guard, the Immigration and Naturalization Service (Ins), and
the Department of Agriculture, all of whose officers desperately need
communication and decision-support tools to carry out their jobs.
But even if these agencies did join the information age, they would
still face bureaucratic and legal barriers that currently hinder them
from talking with one another.

For example, consider the case of a ship with a shadowy record of
serving in the darker corners of the maritime trade. Its shipping agent
sends notice that it will be importing a type of cargo that does not
square with its home port or its recent ports of call. Some of its crew
are on an intelligence watch list because they are suspected of having
links with radical Islamist organizations. And the ship is scheduled
to arrive on the same day as a tanker carrying highly volatile fuel. The
U.S. public might reasonably expect that with a shady past, suspect

The only surprise is
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cargo, questionable crew, and clear target of o 1 i

: . a Pportunity, such a shi
would be identified, stopped, and examined before i noma enter C.%
waters. The odds of such an interdiction happening are slightly better

Bw:._m.nmﬁ m:wo.dﬁmmo: (although if a ship is carrying bulk materials
ﬂr_m information is typically not collected until after the ship gets to maw
arrival port). The 1ns should know something abour the crew, but
its S.moﬁsm:mo: is likely to arrive in a fax and must be manually n:mﬂdm
1nto its computers by an agent. None of the tront-line inspectors in
these agencies, meanwhile, is likely to have access to intelligence from
En FBI or the cia. None of them, therefore, would sce the whole
picture or pass on his or her information to somebody who would

And in today’s system, all of the agencies face far more potentiall .
suspect people, cargoes, and ships than they can ever manage to wbmwnom\

THE PRICE OF HOMELAND INSECURITY

GIVEN the disgraceful neglect of front-line regulatory and law en-
forcement agencies, the surprise is not that the attacks of September 11
took place; it is that the United Stares managed to dodge the cata-
strophic terrorism bullet for so long. Now that this sad precedent has
been set, however, improving the capability to detect and intercept
terrorists or the means of terrorism heading for U.S. shores is n<%:
more critical than before, for three reasons.

F.amr ﬂ.rn absence of a credible capacity to filter illicit cross-border
actvity will carry a high price tagin a newly security-conscious world
The automotive industry offers a simple example. Just 36 hours mwﬁnn.
the September 11 attack, UEB_QOer_Q. announced that it would
have to .QOmm one of its assembly plants because Canadian supplies were
caught in an 18-hour traffic jam at the border. Ford then announced
that five of its assembly plants would have to lic idje the followin
week. The cost of this loss in productivity? Each assembl] _mzm
produces on average $1 million worth of cars per hour. rP
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In the future, not only will the risk of another attack be higher but
the number of threats and warnings that must be taken seriously will
increase dramatically. U.S. policymakers may thus find themselves
routinely compelled to order up a transportation quarantine as a
preventive measure to protect the homeland. The costs are difficult
to calculate, but they are sure to take a toll on international trade and
U.S. competitiveness. Companies have made massive capital outlays
in technology and infrastructure to leach as much uncertainty and
friction as possible from the logistics and transportation networks.
Now they may see the expected savings and efficiencies from their
investments in just-in-time delivery systems go up in smoke.

The political and diplomatic costs of not getting border management
right, meanwhile, will also be painfully high. If U.S. policymakers
believe the chances of detecting and intercepting terrorist attacks are
small, they may feel compelled to rush into foreign counterterrorist
operations that are ill-advised or premature. The price of securing
foreign cooperation in these efforts—often some form of diplomatic
concession or averted eyes—could prove high in the long run. So
restoring a sense that terrorist threats to the United States can be
managed, thus giving Washington the breathing room to make
considered choices about counterterrorism policy, is important.

Finally, a sense of defeatism about the possibility of stopping ter-
rorism places a heavy burden on domestic policing and civil defense.
If the assumption is that terrorists will always be able to slip through
the border and set up shop on U.S. soil, then the argument for allowing
law enforcement and intelligence agencies to conduct increasingly
more intrusive domestic surveillance becomes compelling. Giving up
on border management could also lead to the imposition of an extremely
costly “security tax” on significant areas of national life.

FILTERING BAD FROM GOOD

INTERNATIONAL transportation networks are the arteries that feed
global markets by moving commodities, cargo, business travelers, and
tourists. Protecting that circulatory system from compromise by
terrorists is an imperative unto itself, even if an adversary or a weapon
of mass destruction could find an alternative way into U.S. territory.
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