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Part I
Securing System Designs

¥Sermon:

¥Security must be designed into the system

¥Security is not a patch or a bug Þx

¥Security should be part of the requirements

¥Security should be invisible as it works

¥Security is integrated into all system aspects

¥That is why Þrewalls are such a nuisance
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Dimensions of Security
¥Physical (locked doors, laptop cables, keys)

¥Data integrity

¥Privacy (encryption)

¥Reliability (backup, restore, redundancy)

¥ConÞdentiality (access controls)

¥Auditing trails (logs of system activity)

¥Security policy (documentation)

¥Users
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Wireless Security
¥Encryption

¥None

¥WEP

¥WPA Personal

¥WPA Enterprise with RADIUS server

¥SSID broadcast may stop n¿¿b h4k3rs

¥MAC Filtering to only known devices

¥Wireshark packet sniffer for analysis

¥AirSnort decryption hacking tool

¥VPN for sensitive data

¥FIrewall the whole WLAN off
4Wednesday, June 4, 2008



Firewalls and the 
Security Perimeter

WebDNS Mail

Secure Server LAN

VPN Server

General purpose 
computers?

Proxy

Firewall
Intranet Internet
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Server Security

¥One service per box reduces attack surface

¥Use virtualization to reduce hardware costs

¥Harden the OS and the service (no defaults)

¥Remote logs (all servers log to a central server)

¥VPN, Remote Desktop encrypted, SSH to admin

¥Backup site with hot standby systems
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Workstation Security

¥Automatic updates?

¥Built-in Firewall

¥3rd Party Firewall

¥Anti-Virus

¥Anti-Spyware

¥Admin account

¥Password policy

¥Screen locks

¥Screen saver timeout

¥Encrypt hard drive, 
folders, home 
directories, disk images

¥Data storage policy 

¥Seal PC to prevent theft 
of internal parts

¥Cable & lock to keep 
the computer safe

¥Record serial numbers
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Information Security
¥Backup

¥cost to create the data >> cost of media

¥impact of stolen data

¥backup window

¥encryption

¥data retention policy

¥Legal requirements

¥Payment Card Industry (PCI)

¥Sarbanes-Oxley (SOX)(publicly held corpÕs)

¥Encryption, private keys protection
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Security Myths and Metrics
¥Windows has 100,00+ viruses because itÕs on 90% of 

the desktops, a tempting target for any l33t h4ck3r

¥The larger the number of vendor-reported 
vulnerabilities, the less secure their OS is

¥Mac and Linux users are smarter than Windows users

¥Linux was written OOTB with security in mind

¥Risk = vulnerability x exposure

¥Firewalls are a royal pain

¥UPnP is wonderful

¥IPv6 Þxes most current network security problems

¥Folding@Home is a security nightmare
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Final Exercise

¥Identify your system security requirements

¥Modify your system design accordingly

¥Create a few slides

¥Present your team solution

¥Lessons learned
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Thanks to all of you for 
making this a pleasant 

and memorable 
teaching experience.
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Part I
Network Security

¥Security perimeter

¥Firewall

¥IDS

¥VLAN segmentation

¥SOHO vs. enterprise grade hardware

¥Wireless
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Firewalls and the 
Security Perimeter

WebDNS Mail

Secure Server LAN

VPN Server

General purpose 
computers?

Proxy

Firewall
Intranet Internet
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Intrusion Detection System 
¥Located at central switched trafÞc points

¥LAN adapter in promiscuous mode

¥Packets are tested against rules

¥Rules can detect banned protocols

¥Rules can detect port scans

¥Rules can detect worm activity

¥Rules match? Generate an event.

¥Distributed IDSs send events to a central 
IDS where event correlation may occur

¥Example: Snort running on a Linux box
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Intrusion Detection System 

Router

WebDNS Mail

VPN Server

Firewall

ISPT3

IDS

Switch

Monitor port
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Network Security

¥Dual passwords on all switches, routers, etc

¥VLAN to partition sensitive trafÞc

¥Golden subnet & access-rules

¥Physical security of infrastructure

¥Backup all net gear CONFIG Þles

¥Internal Þrewalls & VPNs for sensitive stuff
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VLAN

Trunk 
cable Switches

Segmented secure systems

Untrusted systems

Trunk 
cable
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SOHO vs. Enterprise H/W
¥Central point of administration

¥SNMP-manageable

¥SSH login (interactive encrypted session)

¥Element manager (control the h/w)

¥Costs more for the enterprise

¥Real IOS in Cisco gear

¥Scalability (more RAM, CPU, ports)

¥Performance (full gigabit/10gigabit speed)
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Wireless Security
¥Encryption

¥None

¥WEP

¥WPA Personal

¥WPA Enterprise with RADIUS server

¥SSID broadcast may stop n¿¿b h4k3rs

¥MAC Filtering to only known devices

¥Wireshark packet sniffer for analysis

¥AirSnort decryption hacking tool

¥VPN for sensitive data

¥FIrewall the whole WLAN off
19Wednesday, June 4, 2008



Part II
Server Security

¥Hardening servers

¥Virtualization

¥eMail servers and SPAM
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Server Security

¥One service per box reduces attack surface

¥Use virtualization to reduce hardware costs

¥Harden the OS and the service (no defaults)

¥Remote logs (all servers log to a central server)

¥VPN, Remote Desktop encrypted, SSH to admin

¥Backup site with hot standby systems
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eMail Server Security

¥Fight SPAM (no open mail relay here, move along)

¥Outbound-only email server

¥Inbound-only email server

¥Limit number of destinations

¥AV scanner for email Þle attachments

¥Limit attachment size (Google 20MB, UW 50MB)

¥No need to support encryption

¥But you could be your own CA
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Part III
Workstation Security
¥Desktop computers

¥Laptop computers

¥Information security

¥Password policy

¥Email encryption

¥Myths
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Workstation Security

¥Automatic updates?

¥Built-in Firewall

¥3rd Party Firewall

¥Anti-Virus

¥Anti-Spyware

¥Admin account

¥Password policy

¥Screen locks

¥Screen saver timeout

¥Encrypt hard drive, 
folders, home 
directories, disk images

¥Data storage policy 

¥Seal PC to prevent theft 
of internal parts

¥Cable & lock to keep 
the computer safe

¥Record serial numbers

25Wednesday, June 4, 2008



eMail Client - PGP
¥Pretty Good Privacy (http://www.gnupg.org/gph/en/manual.html)

¥User generates public and private keys, not CA

¥Public key is posted on key server, emailed, posted 
on a web server, etc, to make it .... public

¥Private key is protected by the user

¥RecipientÕs public key encrypts mail sent

¥Therefore only recipient can decrypt that email

¥SenderÕs private key signs mail sent to recipient

¥Therefore only sender could have sent it
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PGP
¥http://pgp.mit.edu

¥john@blommers.org has a PGP key there

¥KeyID is 3F6CA455

¥The public PGP key is on the next slide

¥Why is the key (next slide) ÒASCII grass?Ó
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-----BEGIN PGP PUBLIC KEY BLOCK-----
Version: PGP Key Server 0.9.6
=6ZZR
-----END PGP PUBLIC KEY BLOCK-----

ASCII Armored
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eMail Security - CA
¥CertiÞcates are just Þles

¥CertiÞcate Authority creates your email CertiÞcate

¥You download and install it on your system

¥Public key is sent whenever you sign an email

¥After a public key email exchange, you can encrypt

¥Each client veriÞes the validity of the certiÞcate

¥Same encryption method as PGP uses
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Portion of a CertiÞcate
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Information Security
¥Backup

¥cost to create the data >> cost of media

¥impact of stolen data

¥backup window

¥encryption

¥data retention policy

¥Legal requirements

¥Payment Card Industry (PCI)

¥Sarbanes-Oxley (SOX)(publicly held corpÕs)

¥Encryption, private keys protection
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Security Myths and Metrics
¥Windows has 100,00+ viruses because itÕs on 90% of 

the desktops, a tempting target for any l33t h4ck3r

¥The larger the number of vendor-reported 
vulnerabilities, the less secure their OS is

¥Mac and Linux users are smarter than Windows users

¥Linux was written OOTB with security in mind

¥Risk = vulnerability x exposure

¥Firewalls are a royal pain

¥UPnP is wonderful

¥IPv6 Þxes most current network security problems

¥Folding@Home is a security nightmare
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Thanks to all of you for 
making this a pleasant 

and memorable 
teaching experience.
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