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Part |
Securing System Desic

¥ Sermon:
¥ Security must be designed into the systen
¥ Security is not a patch or a bug bx
¥Security should be part of the requiremen
¥ Security should be invisible as it works
¥ Security is integrated into all system aspe
¥ That is why brewalls are such a nuisance
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Dimensions of Securill

¥Physica| (locked doors, laptop cables, ke
¥ Data integrity

¥ Privacy (encryption)

¥Reliabi|ity (backup, restore, redundancy)
¥Con|3dentiality (access controls)

¥ Auditing trails (logs of system activity)

¥ Security policy (documentation)

¥ Users




Wireless Security

¥ Encryption
¥ None

¥ WEP

¥ WPA Personal

¥ WPA Enterprise with RADIUS server
¥ SSID broadcast may stop n¢,¢,b h4k3rs
¥ MAC Filtering to only known devices
¥ Wireshark packet sniffer for analysis
¥ AirSnort decryption hacking tool
¥ VPN for sensitive data
¥ Flrewall the whole WLAN off
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Firewalls and the
Security Perimeter

General purpose

computers?
/

VPN Server

[ Eirewall ]

Maill Web

Secure Server LAN

eeeeeeeeeeeeeeeeeeee



Server Security

¥ One service per box reduces attack surface
¥ Usevirtualizatioto reduce hardware costs

¥ Harden the OS and the service (no defaults)
¥Remote logs (all servers log to a central serve
¥VPN, Remote Desktop encrypted, SSH to adn
¥ Backup site with hot standby systems




Workstation Security

¥ Automatic updates?
¥ Built-in Firewall

¥ 3rd Party Firewall

¥ Anti-Virus

¥ Anti-Spyware

¥ Admin account

¥ Password policy

¥ Screen locks

¥ Screen saver timeout

¥ Encrypt hard drive,
folders, home
directories, disk images

¥ Data storage policy

¥ Seal PC to prevent thef
of internal parts

¥ Cable & lock to keep
the computer safe

¥ Record serial numbers
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Information Security

¥ Backup
¥ cost to create the data >> cost of media

¥impact of stolen data

¥ backup window

¥ encryption

¥ data retention policy
¥ Legal requirements

¥ Payment Card Industry (PCI)

¥ Sarbanes-Oxley (SOX)(publicly held cor
¥ Encryption, private keys protection
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Security Myths and Metric

¥ Windows has 100,00+ viruses because itOs on 90
the desktops, a tempting target for any 133t h4ck3r

¥ The larger the number of vendor-reported
vulnerabilities, the less secure their OS Is

¥ Mac and Linux users are smarter than Windows us
¥ Linux was written OOTB with security in mind

¥ Risk = vulnerability x exposure

¥ Firewalls are a royal pain

¥ UPNP is wonderful

¥IPV6 Pxes most current network security problems
¥ Folding@Home is a security nightmare
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Final Exercise

¥ |dentify your system security requiremen
¥ Modify your system design accordingly
¥ Create a few slides

¥ Present your team solution

¥ Lessons learned




Thanks to all of you fc
making this a pleasal
and memorable
teaching experience
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Part |
Network Security

¥ Security perimeter

¥ Firewall

¥ DS

¥ VLAN segmentation

¥SOHO VS. enterprise grade hardware

¥ Wireless




Firewalls and the
Security Perimeter

General purpose

computers?
/

VPN Server

[ Eirewall ]

Maill Web

Secure Server LAN
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Intrusion Detection Syster

¥ Located at central switched trafbc points
¥ LAN adapter in promiscuous mode
¥ Packets are tested against rules
¥ Rules can detect banned protocols
¥ Rules can detect port scans
¥ Rules can detect worm activity
¥ Rules match? Generate an event.

¥ Distributed IDSs send events to a centra
IDS where event correlation may occur

¥ExampIeSnortrunning on a Linux box
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Intrusion Detection Syster

Monitor port

[ VPN Serve rj

[ Firewall
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Network Security

¥ Dual passwords on all switches, routers,
¥ VLAN to partition sensitive trafbc

¥ Golden subnet & access-rules

¥ Physical security of infrastructure

¥ Backup all net gear CONFIG bles

¥ Internal brewalls & VPNs for sensitive st




Trunk 1*
cable :

Switche%
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Untrusted systems
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SOHO vs. Enterprise H/W

¥ Central point of administration

¥ SNMP-manageable

¥ SSH login (interactive encrypted session
¥ Element manager (control the h/w)

¥ Costs more for the enterprise

¥ Real 10S in Cisco gear

¥ Scalability (more RAM, CPU, ports)
¥Performance (full gigabit/10gigabit speec
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Wireless Security

¥ Encryption
¥ None

¥ WEP

¥ WPA Personal

¥ WPA Enterprise with RADIUS server
¥ SSID broadcast may stop n¢,¢,b h4k3rs
¥ MAC Filtering to only known devices
¥ Wireshark packet sniffer for analysis
¥ AirSnort decryption hacking tool
¥ VPN for sensitive data
¥ Flrewall the whole WLAN off
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Part |l
Server Security

¥ Hardening servers
¥ Virtualization
¥ eMail servers and SPAM
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Server Security

¥ One service per box reduces attack surface
¥ Usevirtualizatioto reduce hardware costs

¥ Harden the OS and the service (no defaults)
¥Remote logs (all servers log to a central serve
¥VPN, Remote Desktop encrypted, SSH to adn
¥ Backup site with hot standby systems
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eMail Server Security

¥ Fight SPAM (no open mail relay here, move al
¥ Outbound-only email server
¥ Inbound-only email server
¥ Limit number of destinations
¥ AV scanner for email ble attachments
¥ Limit attachment size (Google 20MB, UW 50\
¥ No need to support encryption
¥ But you could be your own CA




Part Il
Workstation Security

¥ Desktop computers
¥ Laptop computers
¥ Information security
¥ Password policy

¥ Email encryption

¥ Myths
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Workstation Security

¥ Automatic updates?
¥ Built-in Firewall

¥ 3rd Party Firewall

¥ Anti-Virus

¥ Anti-Spyware

¥ Admin account

¥ Password policy

¥ Screen locks

¥ Screen saver timeout

¥ Encrypt hard drive,
folders, home
directories, disk images

¥ Data storage policy

¥ Seal PC to prevent thef
of internal parts

¥ Cable & lock to keep
the computer safe

¥ Record serial numbers

Wednesday, June 4 , 2008



eMail Client - PGP

¥Pretty Good PrivaCy(http://www.gnupg.org/gph/en/manual.html
¥User generates public and private keys, not CA

¥Pub|ic key Is posted on key server, emailed, po:
on a web server, etc, to make it .... public

¥ Private key is protected by the user

¥ RecipientOs public key encrypts mail sent
¥Therefore only recipient can decrypt that emaill
¥Senderf)s private key signs mail sent to recipie
¥ Therefore only sender could have sent it
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PGP

¥ http://pgp.mit.edu
¥ john@blommers.ordnas a PGP key there

¥ KeylD is 3F6CA455
¥ The public PGP key is on the next slide
¥ Why is the key (next slide) OASCII grass

®086 MNew Message (&
B & A~ A ]

Send Attach  Address Fonts Smaller Bigger Rich Text Plain Text Colors Save As Draft

To:  John Blommers <john@blommers.org>

Cc:  John Blommers <john@blommers.org>

Bee:

Subject:

1
4

Account:| John Blommers <john@blommers.org> = Signature: Folding@Home |:| a %
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----- BEGIN PGP PUBLIC KEY BLOCK----- ASCI I ArmOredf

Version: PGP Key Server 0.9.6

MQGIBEBBZEURBACtOGpmzhzQmpnmQyNro+fcY+5mgQmyTuFFPFZCc2gEnXRbSE]|
9bpbpk2tdJFyXejKpllre/sWz2pFV1TwmF+UHJdGVsrw/iHcridpY5YYQbksduNo
uYg66inEST/38WQM|T8pS3DAKgZzJs6sKCvg9CwWP3AWSzIcE7cztaMuSZwCg62a0
la68gZMRAtNYyKadTGnXNOWED/0O79INRmRhFXIDC+EP9THMInylpv4lAgSoYVCgMm
MINKAG50ulLp02pD+DjaXtGck/AocdC7HONpQLhMQhb36CLSHIMERHM/Jv2qliB+N
dreLMeDLPAMOokiBjgrsglgqTdio2ZN99CNqgEQbhoXaGyfcAcxrRoWYhG9dO9blawz
/qjiBACPLO9P90YN60yweiwkVPQJQsi6vjj7LS7]XLFCDBIgLeYhoyls6HrlvD6F
WJICBkXQy7k3IW8XtBR2iQ0biaBigdDtkXEmoXqgv+2brpasldJ29eNzy2pfDRJ2ki
gi7b4aTUQJEKPPmMgUZChNSUIbOrkLLS7bwDcka61yOgqOMCHNabQ0Sm90biBCbhGot
bWVycyAoRGInaXRhbCBKb2hhbm5IlcykgPGpvaG5AY mxvbW1llcnMub3JnPokBIgQQ
AQIADAUCQk+6VAUDABJ1AAAKCRCXELIibylettIDhCACV4JY 1/JA5Yd9X7Bi/+OAb
gPVEsq8ublORAS8fIOwtmGKDy3gdgwvB+Xs3bkVrBytAtOReQxOm3zb/qMVgMwpkK
ur8qnzPaxbZxQ0wJMoKh1Z2vOkrW+3bPg67qCOgnya/j6tal8d3Xj/YK1ReoDcdT
E67TsBRCOmMyZKyCLeRCKIt3zF34Gayp89ATAG3LbWAJVRBOPxRopcSqgk38fbfgR
aXPx4D/LhQbOIlvmI5tOtzR+jQGmnuX4FWOV1IM/HZNnUPCtR6V1pr/tRadylgOImDK
fNVQruVU+eLF5zUo0SeVAAeJdylvVDoljgléy/hngfvJovO/KNf25D6aFNav+MKezYu
IFAEEXECAB4FAKkBBZEUCGWMGCwKIBWMCAXUCAWMWAQECHgECF4AACgkQe5PF
PFWRbgCfUcT9GuUI+EtQDA0U62hhUK1bKcM8AOLEf2A+RmMK3dfO1KA7bH39TRj2Mz
UQENBEBBZEgQBADZRE8CJIBhgwklQKrBMeJsd7jMIFZPNNmoMDUzgR1kxUGO05+zn;
N27tSxuDSz2NJQKL8VxXIjZioSB3zvUS0q95MTBI62nB8HjUqvUEDABGZhALWOZL
T6BH2WIHf48wBO1UaGUFdG7pFsSalu92F+RlaevnPy9him2tFiMbZhnVdwADBQP+
K+4w/cj4S+zBxDGMIV1H74u3KAQJY8KfK6U/OVwWZS/2Xz8LokfOqpAZUK1moMj/+
ZpQWK3GnE/f41C7;0CU9+3HygmfgC6jcI5DIPrgNXyeXIXmjgAHx2QjccQsiRNFQ
DF9dSCX3Bn+X6k8zLKkkYLogZy6sMtlcWemXHUXLUO5qISQQYEQIACQUCQEFKSAIL
DAAKCRB7k8W2P2ykVQyoAKCVnInkZcosXKecmTFmMnX2+1hmyx0QCgmH2ZbUYuaO¢
UOJhLVKD8PIH6z0=
=6ZZR
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eMail Security - CA

¥ Certibcates are just bles

¥ Certibcate Authority creates your email Certibca
¥ You download and install it on your system
¥Pub|ic key Is sent whenever you sign an email
¥After a public key emall exchange;you can encr

¥Same encryption method as PGP uses

® O New Message
B ; o

Send Attach  Address Fonts Smaller Bigger Plain Text Colors Save As Draft
To: John Blommers <john@blommers.org>

Ce: John Blommers <john@blommers.org>

Bee:
Subject:
=v| Account: John Blommers <jochn@blommers.org> ?| Signature: Folding@Home
PGP: | signed :+ [ ] Encrypted
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Portion of a Certibcat

Country US
Organization WeriSign, Inc.
Organizational Unit VeriSign Trust Network
Organizational Unit Terms of use at https:/ fwww.verisign.com/rpa (c)05

Organizational Unit Persona Not Validated
Common Name VeriSign Class 1 Individual Subscriber CA - G2

Version 3
Serial Number 1952 BA4E4ASF3DAEA 13 FA 73 460D 11 6E OD

Signature Algorithm SHA-1 with RSA Encryption (1 2 840 113549115
Parameters none

Mot Valid Before Sunday, May 20, 2007 5:00:00 PM US/Pacific

Mot Valid After Tuesday, May 20, 2008 4:59:59 PM US//Pacific —

Algorithm RSA Encryption(1l 2 840 113549111
Parameters none

Public Key 128 bytes :F3 BF 29 CDBYDBESB 2250907A7FD 15D993 3F1BC1B3 8A 75 3CABBOES SBDEF7BRE DA ST 52 306 D2 4D 0D C9
JATAEGFABCSE300B05EASICA43CFO1Z25EDCBE 7059 B7 FL25BOQEECA05EQSEFCY D4 3EY2 785 46 7D 7D A9 EV 03 AB
90 18 B4 3C23526E150B2099F833 74092 C4D06C3 21 2EB2 ATEF 64 3CD0OBAD1 62 39 76 AF JEBD 57 EB 6B 81 09 D5 4A
6F OB 59 5D 7C 62 27 11

Key Size 1024 bits
N —
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Information Security

¥ Backup
¥ cost to create the data >> cost of media

¥impact of stolen data

¥ backup window

¥ encryption

¥ data retention policy
¥ Legal requirements

¥ Payment Card Industry (PCI)

¥ Sarbanes-Oxley (SOX)(publicly held cor
¥ Encryption, private keys protection
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Security Myths and Metric

¥ Windows has 100,00+ viruses because itOs on 90
the desktops, a tempting target for any 133t h4ck3r

¥ The larger the number of vendor-reported
vulnerabilities, the less secure their OS Is

¥ Mac and Linux users are smarter than Windows us
¥ Linux was written OOTB with security in mind

¥ Risk = vulnerability x exposure

¥ Firewalls are a royal pain

¥ UPNP is wonderful

¥IPV6 Pxes most current network security problems
¥ Folding@Home is a security nightmare
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Thanks to all of you fc
making this a pleasal
and memorable
teaching experience
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