
TCP, UDP, and Sockets

INFO 341

Today’s Topics

! TCP

! UDP

! UDP Sockets (TCP sockets last lecture)

! Review for the Mid-term exam

TCP

! Transmission Control Protocol

! RFC 793

! Provides
" multiplexing (ports)

" full duplex connection (handshakes)

" reliable connection (buffers)

" performance (window size, slow start)

! Socket API (Winsock, Berkeley)

! /etc/services documents port numbers
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TCP

! 16-bit source and destination port

! 3-way handshake for connection setup

! Services listen on well-known ports

! Clients connect to well-known ports

! Multiple client connections per server

! Window size (default or API defines it)

! Windowing enhances performance

! Maximum throughput = MSS/RTT

TCP Streaming

! Connection begins with 3-way handshake

! Establishes windows &  sequence numbers

! Transmitter can send up to a window full 
into the network before blocking

! Packet loss --> time-out, retransmission

! Packet loss reduces throughput drastically

! Review TCP streaming and performance

TCP Header Format RFC 793

    0                   1                   2                   3   

    0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   |          Source Port          |       Destination Port        |

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   |                        Sequence Number                        |

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   |                    Acknowledgment Number                      |

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   |  Data |           |U|A|P|R|S|F|                               |

   | Offset| Reserved  |R|C|S|S|Y|I|            Window             |

   |       |           |G|K|H|T|N|N|                               |

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   |           Checksum            |         Urgent Pointer        |

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   |                    Options                    |    Padding    |

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   |                             data                              |

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            TCP Header Format

          Note that one tick mark represents one bit position.
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TCP State Diagram RFC 793
                              +---------+ ---------\      active OPEN  

                              |  CLOSED |            \    -----------  

                              +---------+<---------\   \   create TCB  

                                |     ^              \   \  snd SYN    

                   passive OPEN |     |   CLOSE        \   \           

                   ------------ |     | ----------       \   \         

                    create TCB  |     | delete TCB         \   \       

                                V     |                      \   \     

                              +---------+            CLOSE    |    \   

                              |  LISTEN |          ---------- |     |  

                              +---------+          delete TCB |     |  

                   rcv SYN      |     |     SEND              |     |  

                  -----------   |     |    -------            |     V  

 +---------+      snd SYN,ACK  /       \   snd SYN          +---------+

 |         |<-----------------           ------------------>|         |

 |   SYN   |                    rcv SYN                     |   SYN   |

 |   RCVD  |<-----------------------------------------------|   SENT  |

 |         |                    snd ACK                     |         |

 |         |------------------           -------------------|         |

 +---------+   rcv ACK of SYN  \       /  rcv SYN,ACK       +---------+

   |           --------------   |     |   -----------                  

   |                  x         |     |     snd ACK                    

   |                            V     V                                

   |  CLOSE                   +---------+                              

   | -------                  |  ESTAB  |                              

   | snd FIN                  +---------+                              

   |                   CLOSE    |     |    rcv FIN                     

   V                  -------   |     |    -------                     

 +---------+          snd FIN  /       \   snd ACK          +---------+

 |  FIN    |<-----------------           ------------------>|  CLOSE  |

 | WAIT-1  |------------------                              |   WAIT  |

 +---------+          rcv FIN  \                            +---------+

   | rcv ACK of FIN   -------   |                            CLOSE  |  

   | --------------   snd ACK   |                           ------- |  

   V        x                   V                           snd FIN V  

 +---------+                  +---------+                   +---------+

 |FINWAIT-2|                  | CLOSING |                   | LAST-ACK|

 +---------+                  +---------+                   +---------+

   |                rcv ACK of FIN |                 rcv ACK of FIN |  

   |  rcv FIN       -------------- |    Timeout=2MSL -------------- |  

   |  -------              x       V    ------------        x       V  

    \ snd ACK                 +---------+delete TCB         +---------+

     ------------------------>|TIME WAIT|------------------>| CLOSED  |

                              +---------+                   +---------+

UDP

! User Datagram Protocol

! RFC 798

! Provides
" multiplexing (ports)

" no connection (no handshakes)

" unreliable connection (some buffers)

" better performance (less funtionality)

! Socket API (Winsock, Berkeley)

! /etc/services documents port numbers

UDP

! 16-bit source and destination port

! No handshake for connection setup

! Services listen on well-known ports

! Clients “connect” to well-known ports

! Multiple client “connections” per server

! Packet loss, re-ordering, duplicates are 
handled by the client and server

! Throughput >= MSS/RTT is possible

! Less functions = greater performance
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UDP State Diagram

! There is no state in UDP

! Client just sends data to the server

! Server system buffers arriving packets

! Server has to keep up with packets

! The client only knows if the server 
UDP port exists, otherwise an ICMP 
Destination Unreachable error is 
sensed.

UDP Header RFC 798

                  0      7 8     15 16    23 24    31  

                 +--------+--------+--------+--------+ 

                 |     Source      |   Destination   | 

                 |      Port       |      Port       | 

                 +--------+--------+--------+--------+ 

                 |                 |                 | 

                 |     Length      |    Checksum     | 

                 +--------+--------+--------+--------+ 

                 |                                     

                 |          data octets ...            

                 +---------------- ...                 

Why sockets?

! How was network programming done 
before?
" Needed to have knowledge of the specific hosts 

network interface (NIC)

" Needed to know hardware specific packet 
structure

" The same program for different hosts were really 
totally different (because of the difference in 
underlying network hardware)
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Why sockets?

! How was network programming done 
before?
" Messy

! Sockets made it so that an “average” 
programmer could write network applications

! They were on every BSD Unix machine

Compiling Lab 4 Example

! Login to virgil

! Create directory (mkdir lab4)

! Change directory (cd lab4)

! Copy files over (ftp, or cut & paste)

! Compile
" gcc -c cnailib.c

" gcc lab4server.c cnailib.o -o lab4server 

" gcc lab4client.c cnailib.o -o lab4client 

Generic UDP client

sock = socket(protocol_family,type,protocol);

while( interacting_with_server ) {

   sendto(sock,buffer,buflen,flags,&server_address,server_addrlen);

   recvfrom(sock,buffer,buflen,flags,&server_address,&server_addrlen);

}

close(sock)
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Generic UDP server

server_sock = socket(protocol_family,type,protocol);

bind(server_sock,local_address,localaddr_len);

while( still_serving ) {

   recvfrom(sock,buffer,buflen,flags,&client_address,&client_addrlen);

   sendto(sock,buffer,buflen,flags,&client_address,client_addrlen);

}

close(server_sock)

UDP Client (almost)

struct sockaddr_in server_addr, client_addr;

struct hostent *hp;

int client_addrlen;

int sock;

int flags = MSG_WAITALL;

int port = 4567;

char data[128];

char buffer[128];

sock = socket(PF_INET, SOCK_DGRAM, 0);

hp = gethostbyname(“www.ischool.washington.edu”);

server_addr.sin_family = AF_INET;

server_addr.sin_port = htons(port);

server_addr.sin_addr.s_addr = htonl(*((long*)hp->h_addr));

while( TRUE ) {

   // put some stuff in array data

   sendto(sock,data,strlen(data),0,&server_addr,sizeof(struct sockaddr_in));

   // wait for server to send response

   recvfrom(sock,buffer,sizeof(buffer),flags,&client_addr,&client_addrlen);

}

close(sock);

UDP Server (almost)

struct sockaddr_in server_addr, client_addr;

int client_addrlen;

int sock,

int flags = MSG_WAITALL;

int port = 4567;

char data[128];

char buffer[128];

sock = socket(PF_INET, SOCK_DGRAM, 0);

server_addr.sin_family = AF_INET;

server_addr.sin_port = htons(port);

server_addr.sin_addr.s_addr = htonl(INADDR_ANY);
bind(sock,server_addr,sizeof(struct sockaddr_in);

while( still_serving ) {

   recvfrom(sock,buffer,sizeof(buffer),flags,&client_addr,&client_addrlen);

   // formulate response

   sendto(sock,data,strlen(data),0,&sclient_addr,sizeof(struct sockaddr_in));

}

close(sock)
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UDP Help - Lab 4

Steps to Success …
1. Make sure you understand the code for the TCP 

version & the library

2. Don’t forget, ‘man’ can help you understand the 
functions sendto() recvfrom()

3. Modify incrementally, base your modifications on 
subroutines that you understand

4. Output can help you debug
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